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ABSTRACT
Order-preserving encryption (OPE) allows encrypting data, while
still enabling efficient range queries on the encrypted data. Moreover,
it does not require any change to the database management system,
which makes OPE schemes very suitable for data outsourcing with
threats from weak adversaries. However, all OPE schemes are necessarily symmetric limiting the use case to one client and one server.
Imagine a scenario where a Data Owner (DO) outsources encrypted
data to the Cloud Service Provider (CSP) and a Data Analyst (DA)
wants to execute private range queries on this data. Then either the
DO must reveal its encryption key or the DA must reveal the private
queries. In this paper, we overcome this limitation by allowing the
equivalent of a public-key OPE. We present a secure multiparty
protocol that enables secure range queries for multiple users. In
this scheme, the DA cooperates with the DO and the CSP in order
to order-preserving encrypt the private range queries without revealing any other information to the parties. The basic idea of our
scheme is to replace encryption with a secure, interactive protocol.
In this protocol, we combine OPE based on binary search trees
with homomorphic encryption and garbled circuits (GC) achieving
security against passive adversaries with sublinear communication
and computation complexity. We apply our construction to different OPE schemes including frequency-hiding OPE and OPE based
on an efficiently searchable encrypted data structure which can
withstand many of the popularized attacks on OPE. We implemented our scheme and observed that if the database size of the DO has
1 million entries it takes only about 0.3 s on average via a loopback
interface (1.3 s via a LAN and 15.6 s via a WAN with about 200 ms
round-trip time) to encrypt an input of the DA. Moreover, while
the related work has an overhead of 10 to 100 seconds compared
to a plaintext MySQL range query on a database with 10 million
entries, our scheme has an overhead of only 360 milliseconds.

CCS CONCEPTS
• Security and privacy → Cryptography; Management and
querying of encrypted data; • Computing methodologies →
Classification and regression trees.
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1

INTRODUCTION

Outsourcing data requires techniques that allow data owners to
maintain control over their data. Different techniques, such as Secure Multiparty Computation (SMC) [11, 19, 31, 33, 47], Homomorphic Encryption (HE) [18, 36] or order-preserving encryption
[1, 7, 8, 25, 26, 38, 39], exist that allow to process encrypted data.
The distinction between DO and DA occurs in many cases of collaborative data analysis, data mining and machine learning. In such
scenarios, multiple parties need to jointly conduct data analysis
tasks based on their private inputs. As concrete examples from the
literature consider, e.g., supply chain management, collaborative
forecasting, benchmarking, criminal investigation, smart metering
[4, 5, 15, 24]. Although in these scenarios plaintext information
sharing would be a viable alternative, participants are reluctant
to share their information with others. This reluctance is quite
rational and commonly observed in practice. It is due to the fact
that the implications of the information are unknown or hard to
assess. Sharing this information could weaken their negotiation position, impact customers’ market information by revealing corporate
performance and strategies or impact reputation [4, 5, 9].
In this paper, we overcome the limitation of private range querying on order-preserving encrypted data by allowing the equivalent
of a public-key encryption. Our idea is to replace public-key encryption with a secure, interactive protocol. Non-interactive binary
search on the ciphertext is no longer feasible, since every encryption requires the participation of the DO who can rate limit (i.e.,
control the rate of query sent by) the DA.
Since neither the DA wants to reveal his query value nor the
DO his encryption state (key), this is clearly an instance of a SMC
where two or more parties compute on their secret inputs without
revealing anything but the result. In an ideal world the DA and DO
would perform a two-party secure computation for the encryption
of the query value and then the DA would send the encrypted value
as part of an SQL query to the CSP. However, this two-party secure
computation is necessarily linear in the encryption state (key) and
hence the size of the database. Our key insight of this paper is
that we can construct an encryption with logarithmic complexity
in the size of the database by involving the CSP in a three-party
secure computation without sacrificing any security, since the CSP
will learn the encrypted query value in any case. One may assume
that in this construction the encryption key of the DO may be
outsourced to secure hardware in the CSP simplifying the protocol
to two parties, but that would prevent the DO from rate limiting the
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encryption and the binary search attack would be a threat again,
even if the protocol were otherwise secure.
We call our protocol oblivious order-preserving encryption (OOPE).
We implemented it and an encoding by the DA takes 0.3 seconds
using the loopback interface, 1.3 seconds using a LAN and 15.6
seconds, using a WAN with about 200 ms round-trip time.
Our contributions are as follows:
● First, we introduce a novel notion of oblivious order-preserving encryption (OOPE). It allows a DA to execute private
range queries on an order-preserving encrypted database.
● Then, we propose an OOPE scheme based on the mutable
OPE schemes by Popa et al., and Kerschbaum and Schröpfer.
● Since the schemes [26, 38] are deterministic, we also consider
the case where the underlying OPE scheme is probabilistic
such as the frequency-hiding OPE of [25] or the OPE based
on an efficiently searchable encrypted data structure [27].
● Finally, we implement and evaluate our scheme.
The remainder of the paper is structured as follows. We review
related work in Section 2 and preliminaries in Section 3 before
defining correctness and security of oblivious OPE in Section 4.
Section 5 describes our scheme for the case where the underlying
OPE scheme is deterministic. In Section 6 we discuss integer comparison and equality test with garbled circuit and how we use it in
our schemes. The non-deterministic case is handled in Section 7.
We discuss implementations details and evaluations in Section 8
before concluding our work in Section 9.

2

RELATED WORK

OPE can be classified into stateless and stateful schemes. The
concept was introduced in the database community by Agrawal et
al. [1]. The cryptographic study of Agrawal et al. [1] was initiated
by Boldyreva et al. [7], who proposed an ideal security definition
IND-OCPA1 for OPE. The authors proved that under certain implicit assumptions IND-OCPA is infeasible to achieve. Their proposed
scheme was first implemented in the CryptDB tool of Popa et al. [39]
and attacked by Naveed et al. [35]. In [8], Boldyreva et al. further
improved the security by introducing modular OPE (MOPE) which
does not provide IND-OCPA. Stateless OPE has also been improved
by [34] (attacked by [16]) and [43]. However, they necessarily also
fail at providing ideal security.
Popa et al. avoided the impossibility result of [7] by storing the
encryption state at an honest-but-curious server [38]. Their scheme
(mOPE1 ) is an interactive protocol between the client and the server.
It achieves IND-OCPA by allowing ciphertexts of already-encrypted
values to change over time as new plaintexts are encrypted. The
state organizes the encoded values in a binary search tree (OPE-tree),
whose nodes are non-randomized AES ciphertexts of the corresponding plaintext. The path from the root to the node encrypting x
is padded with 10 . . . 0 to the same length l and represents the order
or OPE Encoding of x. The server also maintains a table (OPE-table)
containing for each encrypted x the AES ciphertext and the OPE
Encoding. To encrypt a new value, the client and the server traverse
1

IND-OCPA means indistinguishability under ordered chosen plaintext attacks and
requires that OPE schemes must reveal no additional information about the plaintexts
besides their order.

Anselme Tueno and Florian Kerschbaum

the tree together and occasionally re-balance it which allows some
ciphertexts to mutate.
To reduce the insertion cost of [38] Kerschbaum and Schröpfer proposed to store the state at the client [26]. In their scheme
(mOPE2 ), the client chooses a range {0, . . . , M} for the order and
maintains, for each plaintext x and the corresponding OPE encoding
y ∈ {0, . . . , M}, a pair ∐︀x, ỹ︀ in the state. To insert a new plaintext x
the client finds two pairs ∐︀x i , yi ̃︀, ∐︀x i+1, yi+1 ̃︀ in the state such that
x i ≤ x < x i+1 and insert x between x i and x i+1 . The encryption
algorithm is keyless and the only secret information is the state
which grows with the number of encryptions of distinct plaintexts.
The client uses a dictionary to keep the state small and hence does
not need to store a copy of the data.
Poddar et al. avoid the interactive tree traversal by replacing each
node v of the OPE-tree with a prepared garbled circuit (GC). Let
AES.ENC(k, ⋅), AES.DEC(k, ⋅) be encryption and decryption functions of AES with corresponding circuits denoted by AES.ENCc (k, ⋅),
AES.DECc (k, ⋅). Let CMP(⋅,v) be a comparison circuit for computing (︀x ≤ v⌋︀, for some input x. Let N be a tree node that encodes
a plaintext v. The GC for N encodes AES.DECc (k, ⋅), CMP(⋅,v),
AES.ENCc (kl , ⋅) and AES.ENCc (kr , ⋅), where k, kl , kr are respectively AES keys for node N and its left and right child nodes. Our
GC encodes only two comparison circuits and is relatively small.
To traverse node N on input x, the GC takes the garbled input of
AES.ENC(k, x), decrypts, compares and returns a garbled input for
either AES.ENC(kl , x) or AES.DEC(kr , x), and a bit left or right.
To encode a new plaintext x the client sends AES.ENC(kr oot , x)
and must replace all GCs on the traversed path after the encryption.
Deterministic OPE schemes [1, 7, 26, 38, 43] are vulnerable to
many attacks like: frequency analysis, sorting and cumulative attack
[21, 35]. To increase the security of OPE, Kerschbaum first introduced in [25] a new security definition called indistinguishability
under frequency-analyzing ordered chosen plaintext attack (INDFAOCPA) that is strictly stronger than IND-OCPA. Second he proposed a novel OPE scheme (mOPE3 ) that is secure under this new
security definition. The basic idea of this scheme is to randomize ciphertexts such that no frequency information from repeated
ciphertexts leaks. It borrows the ideas of [26], but re-encrypts the
same plaintext with a different ciphertext by traversing the tree
based on the outcome of a random coin. In subsequent independent analysis [21], mOPE3 has been shown to be significantly more
secure to the attacks against OPE (albeit not perfectly secure).
Roche et al. [41] build on the frequency-hiding idea of [25] to
propose a range query scheme that is tailored for scenarios of a large
number of insertions and a moderate number of range queries. Their
main technique is a lazy indexing using a novel B-tree structure
whose nodes consist of an unsorted buffer and a sorted list. In
contrast to previous scheme, the data is not sorted when inserting,
but just put in the unsorted buffer of the root. For range query server
and client run an interactive protocol. As a result, the scheme is
very efficient at insertion with non-persistent client storage and
lower communication cost. The scheme is, however, less efficient
when querying data and provides only a partial ordering.
In a subsequent work, Kerschbaum and Tueno [27] first introduces a new security definition for encrypted data structure - called
IND-CPA-DS - that is stronger than IND-CPA (and hence stronger
than IND-FAOCPA). IND-CPA-DS is a provable security model
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that encompasses plaintext guessing attacks on OPE where the
attacker is able to break into a cloud system and steal the stored
data. IND-CPA-DS ensures that such an attack and even frequency
analysis, sorting and cumulative attacks by Naveed et al. [35] and
Grubbs et al. [21] will reveal no additional information to the adversary. In [2], Amjad et al. address a similar security model for
searchable encryption. Kerschbaum and Tueno [27] then propose
an OPE scheme based on efficiently searchable encrypted data
structure (ESEDS-OPE) satisfying IND-CPA-DS-security. The construction of ESEDS-OPE combines the benefits of three previous
order-preserving encryption schemes: mOPE1 [38], mOPE3 [25]
and MOPE [8]. First, ESEDS-OPE reuses the idea of managing the order of ciphertexts in a stateful and interactive manner as in mOPE1
[38]. Second, it assigns a distinct ciphertext for each - even repeated
- plaintext as mOPE3 [25] does. But since mOPE3 partially leaks
the insertion order, ESEDS-OPE encrypts each plaintext - even repeated ones - using a probabilistic encryption algorithm before
inserting the resulting ciphertext using Kerschbaum’s random tree
traversal. Third, ESEDS-OPE applies the idea of rotating around
a modulus, however not on the plaintexts as in MOPE [8], but on
the ciphertexts. This is done by updating the modulus after each
encryption. Concretely, ESEDS-OPE maintains a list of ciphertexts
for each plaintext on the server. This list is sorted by the plaintexts and rotated (on the ciphertexts) around a random modulus.
For encryption and search, the client (which owns the decryption
key) and the server run an interactive protocol to perform a binary
search on the encrypted data structure.
There exist other primitives such as symmetric searchable encryption (SSE) [12, 22] and order-revealing encryption [10, 30] that
allow to search on encrypted data. They have higher security than
OPE, but they are less efficient and require change to existing applications. SSE basically consists of four algorithms. The probabilistic
key generation algorithm takes a security parameter and outputs
a master secret key. The probabilistic encryption algorithm takes
the master secret key and a plaintext and outputs a ciphertext. The
deterministic token generation algorithm takes the master secret
key and a keyword and outputs a search token. The deterministic
match algorithm takes a ciphertext and a search token and outputs 1 if the associated keyword to the search token matches the
associated plaintext to the given ciphertext. SSE can be used for
example by a data owner to outsource encrypted documents to the
cloud. Later, the data owner might want to search for documents
containing a specific keyword. Based on the keyword, it generates
and sends a search token to the cloud server which can use the
match algorithm to return all encrypted documents matching the
keyword [12]. As OPE, order-revealing encryption (ORE) allows
to efficiently perform range queries, sorting and filtering on encrypted data. An order-revealing encryption basically consists of
three algorithms. The probabilistic key generation algorithm takes
a security parameter and outputs a secret key. The probabilistic
encryption algorithm takes the secret key and a plaintext and outputs a ciphertext. The deterministic compare algorithm takes two
ciphertexts and outputs a bit whose value reveals the order between
the associated plaintexts [10, 30].
Ishai et al. [23] address a similar 3-party functionality and solve
it by proposing an SSE-like scheme. As us they split the solution in
two phases. In the first phase, the three parties jointly and privately
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Figure 1: Illustration of the Problem: DO sends encrypted data to
CSP and retains encryption keys. DA holds a private decision tree that can
be represented as set of range queries. DA wants to perform data analysis
on DO’s encrypted data without revealing any information on the queries.
DO wants to maintain privacy of the data stored at CSP.

traverse a search tree to reveal to the DA pointers to the data that
match the query. In the second phase, the DA interacts with the
CSP to get the matching data. While traversing the search tree, the
parties combine SMC with 2-server private information retrieval
(PIR) to compute and select the next node in the tree, hiding DA’s
access pattern to both DO and CSP. The SMC is implemented with a
small garbled circuit whose size is similar to ours. Recall that in a 2server PIR, both servers (CSP and DO) have shares of the complete
database. In the query phase, the DA selects each matching data
individually using PIR. This, however, hides the access pattern up
to δ queries, where δ is a parameter defined by the DO and is used
to add dummy entries to the database such that the CSP cannot
decide if the DA is accessing a real data. After δ queries, the scheme
must either reinitialize the PIR state (which is linear in the size of
the database) or continue with access pattern leakage. The authors
recommend the later option because keeping hiding the access is
very expensive. Inserting new data requires a re-initialization of
the PIR state as well.
In Table 1, we summarized the comparison between range query
protocols, i.e., protocols that build on basic cryptographic building
blocks (such as OPE, PIR, SMC) to solve privacy preserving range
queries problems on encrypted outsourced data. Each protocol uses
an encoding phase to compute an encoding of the endpoints of
a query q and the query phase to actually run q on the database.
While our query phase is actually independent of OOPE, Poddar et
al. [37] replaces all GCs used during the query and Ishai et al. [23]
selects each matching data individually using PIR. Finally, Poddar
et al. is faster, but is 2-party and requires larger garbled circuits;
Ishai et al. is more secure but requires a DO storage which depends
on the database size.

3

PRELIMINARIES

In this section, we describe our problem statement, a machine
learning application and a related use case found in the literature.
We conclude the section with an overview of our solution.

3.1

Problem Statement

Our work is motivated by the following scenario. Assume a data
owner (DO) encrypts its data with an OPE, stores the encrypted
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Table 1: Comparison of Range Query Protocols: d
is the depth of the search tree. ⋃︀R q ⋃︀ is the size of the result set
R q . ⋃︀C ⋃︀ is the size of the used garbled circuit which is small
for us and [23], but large for [37].

Number

OPE Encoding

OPE Encoding

Query

DO

DA

Storage

Storage

O (1)

Us

3

O (d)

1

O (d ⋅ ⋃︀C ⋃︀)

O (⋃︀R q ⋃︀)

O (1)

2

O (1)

O (1)

O (1)

O (d ⋅ ⋃︀C ⋃︀ + ⋃︀R q ⋃︀)

O (d )

n/a

[23]

3

O (d)

O (⋃︀R q ⋃︀)

O (d ⋅ ⋃︀C ⋃︀)

O (⋃︀R q ⋃︀)

O (2d )

O (1)

Application

As an application, we consider private machine learning model
involving comparisons (e.g., a decision tree [42, 44, 45]). In a supply
chain scenario, the DA could be a supplier (manufacturer) wanting
to optimize its manufacturing process based on data owned by its
buyer (another supplier or distributor). For instance, we assume
the model to be a decision tree as pictured in Figure 1, where the x i
are the thresholds and (X 1, X 2, X 3 ) is the input vector (that maps
to corresponding columns in the DO’s database) to be classified.
In order to use the model for classification the DA transforms the
decision tree into range queries, e.g., for class c 1 we have the query
(X 1 < x 1 ) ∧ (X 2 < x 2 ). More precisely the DA wants to execute
queries like in equations 1 and 2, where we assume X 0 to be public
and AggF to be an aggregate function such as Count, Sum, Average,
Median etc.
Select AggF(∗) Where X 1 < x 1 And X 2 < x 2

(1)

Select X 0 Where X 1 < x 1 And X 2 < x 2

(2)

However, as the database is encrypted (i.e. columns X 1 , X 2 and X 3
are OPE encrypted) the DA needs ciphertexts of the thresholds x i .

3.3

Communication

Query

[37]

data in a cloud database held by a cloud service provider (CSP), and
retains the encryption key. We also assume that the underlying
OPE scheme is stateful, the state of the encryption is stored in the
same database with the data, however in separated tables, and is
only used while encrypting new data. The data itself is stored in
a relational database management system, where each plaintext
is replaced by its OPE encoding. Then range queries are run by
first computing the OPE encoding then running an SQL-query as
usual, where the plaintexts in the SQL-query are replaced by their
corresponding OPE encoding.
Later, assume a data analyst (DA) wants to query the encrypted
data. Since OPE is necessarily symmetric, only the DO can encrypt
and decrypt the data stored on the cloud server. To query the data,
the DA can send the plaintext query to the DO. However, if the
query contains sensitive information which the DA wants to remain protected, then this free sharing of information is no longer
possible. The goal of OOPE is to allow the DA to efficiently query
the encrypted data without revealing any sensitive information on
the query and without learning more than allowed by the DO.

3.2

Number of Rounds

of Parties

Use case

In [42], Taigel et al. describe a specific use case that combines
decision tree classification and OPE to enable privacy-preserving
forecasting of maintenance demand based on distributed condition data. They consider the problem of a Maintenance, Repair,
and Overhaul (MRO) provider from the aerospace industry that
provides maintenance services to their customers’ (e.g., commercial
airlines or air forces) jet engines. The customers as Data Owners

Figure 2: Illustration of Range Query Using OOPE

consider the real condition data of their airliners as very sensitive and therefore this data is stored encrypted in a cloud database
using OPE. The MRO provider as Data Analyst holds a decision
tree that can predict the probability of maintenance, repair, and
overhaul of spare parts. However, the classification of an individual
spare part is not necessary, but only aggregated numbers such as
returned by Equation 1. The aggregated numbers then allow the
MRO to compute the forecast without violating the privacy of the
real condition data. The MRO would send a plaintext query as in
Equation 1 to the customer who would compute the OPE encoding
y 1, y 2 of x 1, x 2 and send instead the encrypted query as in Equation
3 to the database [42].
Select AggF(∗) Where X 1 < y 1 And X 2 < y 2

(3)

This, however, provides privacy only for the customer, while we
want to allow privacy for both customer and MRO provider.

3.4

Overview of Our Construction

In theory generic SMC allows to compute any efficiently computable function. However, any generic SMC is at least linear in the input size, which in this case is the number of encrypted values in the
database. The idea of our solution is to exploit the inherent leakage,
i.e. implied by input and output, of stateful OPE schemes making
our oblivious OPE sublinear in the database size. Furthermore, we
exploit the advantage of (homomorphic) encryption allowing a
unique, persistent OPE state stored at the CSP while being able to
generate secure inputs for the SMC protocol and the advantage of
garbled circuits allowing efficient, yet provably secure comparison.
Our OOPE is therefore a mixed-technique, SMC protocol between
the DO, the DA and the CSP in the semi-honest model.
In detail, our protocol proceeds as follows: The DO outsources
its OPE state to the CSP. As already described, the state consists
of an OPE-table of ciphertext, order pairs. However, in oblivious
OPE the ciphertext is created using an additively homomorphic
public-key encryption scheme instead of standard symmetric encryption. When the DA traverses the state in order to encrypt a
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query plaintext, the CSP creates secret shares2 using the homomorphic property. One secret share is sent to the DA and one to the
DO. The DA and DO then engage in a secure two-party computation
using Yao’s Garbled Circuits in order to compare the reconstruction
of the secret shares (done in the garbled circuit) to the query plaintext of the DA. The result of this comparison is again secret shared
between DA and DO, i.e., neither will know whether the query
plaintext is above or below the current node in the traversal. Both
parties – DA and DO – send their secret shares of the comparison
result to the CSP which then can determine the next node in the
traversal. These steps continue until the query plaintext has been
sorted into the OPE-table and the CSP has an order-preserving
encoding that can be sent to the DA. A significant complication
arises from this order-preserving encoding, since it must not reveal
the result of the comparison protocols to the DA (although it may
be correlated to the results).
We stress, that our scheme is totally transparent to the database
and does not change the way SQL-queries are executed. Figure
2 illustrates how OOPE is used for private range query. The DA
first computes an OPE encoding for each sensitive query values
using OOPE which preserves DA’s privacy against DO and CSP
as well as DO’s privacy against DA and CSP. Then the DA sends
the query directly to the database hosted by the CSP. Note that the
execution of the query does not depend on OOPE. The database
executes the query and sends back the result to the DA. In the next
two sections we provide the detailed, step-by-step formalization of
the construction.

4

MODEL DEFINITIONS

Our scheme ΠOO P E extends the 2-party protocols of [26, 38] to a
3-party protocol. In this section we provide correctness and security
definitions. We start by defining homomorphic encryption scheme.
A homomorphic encryption (HE) allows computations on ciphertexts by generating an encrypted result whose decryption matches
the result of a function on the plaintexts.
Definition 4.1. An additively homomorphic encryption (AHE)
scheme consists of the following algorithms:
● pk, sk ← Ahe.KeyGen(λ): This probabilistic algorithm takes
a security parameter λ and outputs public and private keys
pk and sk.
● c ← Ahe.Encrypt(pk,m): This probabilistic algorithm takes
pk and a message m and outputs a ciphertext c. We will denote Ahe.Encrypt(pk,m) by ⎜m⨆︁.
● m′ ← Ahe.Decrypt(sk, c): This deterministic algorithm
takes sk and a ciphertext c and outputs a message m ′ .
The encryption has the following homomorphic properties:
● Addition: ∀m 1,m 2, ⎜m 1 ⨆︁ ⋅ ⎜m 2 ⨆︁ = ⎜m 1 + m 2 ⨆︁,
● Multiplication with plaintext: ∀m 1,m 2, ⎜m 1 ⨆︁m2 = ⎜m 1 ⋅ m 2 ⨆︁,
b

● Xor: ∀a, b ∈ {0, 1}, Xor(⎜a⨆︁, b) = ⎜a ⊕ b⨆︁ = ⎜1⨆︁b ⋅ ⎜a⨆︁(−1) .
It is correct if and only if ∀m: Ahe.Decrypt(sk, ⎜m⨆︁) = m.
The encryption is IND-CPA secure if and only if it is infeasible to
learn anything about the plaintext from the ciphertext.
2

We refer to the literature for a formal definition of IND-CPA (indistinguishability under chosen-plaintext attack) and only require
our AHE to be IND-CPA secure.
Let D = {x 1, . . . , x n } be the finite data set of the DO, and h =
log2 n. Let ⪯ be the order relation on ⎜D⨆︁ = {⎜x 1 ⨆︁, . . . , ⎜x n ⨆︁} defined
as: ⎜x 1 ⨆︁ ⪯ ⎜x 2 ⨆︁ if and only if x 1 ≤ x 2 . The relations ⪰, ≺, ≻ are
defined the same way with ≥, <, > respectively. Let P = {0, . . . , 2l −
1} (e.g., l = 32) and O = {0, . . . , M} (M positive integer) be plaintext
and order3 range resp., i.e.: D ⊆ P. Let Ope denote any stateful OPE
scheme. We now define OPE as used in this paper.
Definition 4.2. An order-preserving encryption (OPE) consists
of the three following algorithms:
● (pk, sk) ← Ope.KeyGen(λ): Given λ, this algorithm returns
Ahe.KeyGen(λ).
● S′, ∐︀⎜x⨆︁, ỹ︀ ← Ope.Encrypt(S, x, pk): Given the state S, a
plaintext x and the public key pk, this algorithm computes
the ciphertext ∐︀⎜x⨆︁, ỹ︀ and updates the state S to S′ , where
⎜x⨆︁ ← Ahe.Encrypt(x, pk), and y ← Ope.Encode(S, x) is
the order of x with y ∈ O.
● x ← Ope.Decrypt(∐︀⎜x⨆︁, ỹ︀ , sk): Given a ciphertext ∐︀⎜x⨆︁, ỹ︀
and the private key sk, this algorithm computes the plaintext
x ← Ahe.Decrypt(⎜x⨆︁, sk).
The encryption scheme is correct if:
Ope.Decrypt(Ope.Encrypt(S, x, pk), sk) = x
for any valid state S and x. It is order-preserving if the order is
preserved, i.e. yi < y j ⇒ x i ≤ x j for any i and j.
For a data set D the encryption scheme generates an ordered set
of ciphertexts.
Definition 4.3. Let j 1, j 2, . . . be the ordering of D (i.e., x j1 ≤
x j2 ≤ . . .) then the OPE scheme generates an OPE-Table which is an
ordered set T = ∐︁⎜x j1 ⨆︁, y j1 ̃︁ , ∐︁⎜x j2 ⨆︁, y j2 ̃︁ , . . ., where y jk ∈ O is the
order of x jk .
The OPE-table is sent to the server and used to generate the
following search tree during the oblivious order-preserving encryption protocol.
Definition 4.4. An OPE-tree is a tree 𝒯 = (r, ℒ, ℛ), where
r = ⎜x⨆︁ for some x, ℒ and ℛ are OPE-trees such that: If r ′ is a node
in the left subtree ℒ then r ⪰ r ′ and if r ′′ is a node in the right
subtree ℛ, then r ⪯ r ′′ .
Definition 4.5. For a data set D, Ope.Encrypt generates the
Data Owner state, the set of all ∐︀x i , yi ̃︀ such that x i ∈ D and yi is
the order of x i . The server state is the pair S = ∐︀𝒯 , T̃︀ consisting of
the OPE-tree 𝒯 and the OPE-table T.
Definition 4.6 (Correctness). Let D be the data set and S =
∐︀𝒯 , T̃︀, x ∈ P, sk be the protocol’s inputs of the CSP, DA and DO
respectively. At the end of the protocol the Data Analyst obtains
for its input x the output y such that y is the order of x in D ∪ {x}.
The Cloud Provider obtains ∐︀⎜x⨆︁, ỹ︀ that is added to the OPE-table.
The Data Owner obtains nothing:
● OOPE(S, x, sk) = (∐︀⎜x⨆︁, ỹ︀ , y, ∅)
3

Secret shares are random values that add up to the plaintext.

We will use order and OPE encoding interchangeably.
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⎜32⨆︁

● Ope.Decrypt(∐︀⎜x⨆︁, ỹ︀ , sk) = x
● For all ∐︀⎜x 1 ⨆︁, y1 ̃︀ , ∐︀⎜x 2 ⨆︁, y2 ̃︀ ∈ T

0

y1 < y < y2 ⇒ ⎜x 1 ⨆︁ ⪯ ⎜x⨆︁ ⪯ ⎜x 2 ⨆︁.

⎜20⨆︁
0

Remark 4.7. Updating the server state, i.e., allowing the server to
learn ⎜x⨆︁, is only for completeness with respect to the fact that the
encryption depends on the state and the underlying OPE requires
the state update after any insertion. However, as DA’s data is only
used in the queries and not inserted in the database, the update can
be omitted without affecting the correctness of the DA’s queries.

We say that two distributions 𝒟1 and 𝒟2 are computationally
c
indistinguishable (denoted 𝒟1 ≡ 𝒟2 ) if no probabilistic polynomial
time (PPT) algorithm can distinguish them except with negligible
probability. In SMC protocols the view of a party consists of its
input and the sequence of messages that it has received during
the protocol execution [19]. The protocol is said to be secure if for
each party, one can construct a simulator that given only the input
and the output can generate a distribution that is computationally
indistinguishable to the party’s view.
Definition 4.9 (Semi-honest Security). Let D be the data set
with cardinality n and the inputs and outputs be as previously
defined. Then a protocol Π securely implements the functionality
OOPE in the semi-honest model with honest majority if the following
conditions hold:
● there exists a PPT algorithm S DO that simulates the DO’s
Π
view view DO
given n and the private key sk only,
● there exists a PPT algorithm S DA that simulates the DA’s
Π
view view DA
given n, the input x and the output y only,
● there exists a PPT algorithm SCS P that simulates the CSP’s
Π
view viewCS
P given the state S and the output ∐︀⎜x⨆︁, ỹ︀ only.
Formally:

5

c

≡

Π
view DO
(S, x, sk),

S DA (n, x, y)

≡

SCS P (S, ∐︀⎜x⨆︁, ỹ︀)

≡

Π
view DA
(S, x, sk),
Π
viewCS P (S, x, sk).

c
c

(4)
(5)
(6)

⎜25⨆︁
(a) OPE-tree 𝒯

⎜x⨆︁

y

∐︀x, ỹ︀

⎜10⨆︁
⎜20⨆︁
⎜25⨆︁
⎜32⨆︁
⎜69⨆︁

4
7
11
14
21

∐︀32, 14̃︀
∐︀20, 7̃︀
∐︀25, 11̃︀
∐︀69, 21̃︀
∐︀10, 4̃︀

(b) OPE-table T

(c) Data Owner State

Figure 3: Example initialization

where y ∈ {0, . . . , M} is the OPE encoding of x. The encoding of a
new plaintext works as follows:
●
●
●
●

find ∐︀x i , yi ̃︀, ∐︀x i+1, yi+1 ̃︀ ∈ Sc with x i ≤ x < x i+1
if x i = x then set y = yi
if yi+1 − yi = 1 then re-balance the search tree
y −y
if yi+1 − yi > 1 then compute y = yi + [︂ i +12 i ⌉︂.

For the new plaintext x the client sends only the OPE encoding y
to the database stored at the server.
Remark 5.1. The reason of using mOPE2 .Encode instead of
mOPE1 .Encode is that after our OOPE protocol, the DA will receive the OPE encoding. Its binary representation, when using
mOPE1 .Encode, reveals the corresponding path in the tree, allowing the DA to infer additional information. In contrast, mOPE2
allows the DO to choose not just the length of the OPE encoding,
but also the order range like 0, . . . , M. If log2 M is larger than the
needed length of the OPE encoding and M is not a power of two,
then for a ciphertext ∐︀⎜x⨆︁, ỹ︀, y does not reveal the position of ⎜x⨆︁
in the tree. In Figure 3a for instance, when applying mOPE1 with
h = 3, the order of 25 (i.e. 011 = 3) reveals the corresponding path.
However, with mOPE2 and M = 28, 25 has order 11 = 1011. A second
and more important reason is that in Section 7, we extend OOPE to
the case of mOPE3 , which is more secure and builds on mOPE2 .

PROTOCOL FOR OBLIVIOUS OPE

In this section we present our scheme Π OOPE that consists of an
initialization step and a computation step. The initialization step
generates the server state and is run completely by the Data Owner.
The server state and the ciphertexts are sent to the CSP afterward.

5.1

⎜69⨆︁
1

⎜10⨆︁

Remark 4.8. Allowing or preventing the DA to learn the order
information y doesn’t have any impact on the efficiency. In fact,
the server can store a key-value pair, where the key is a random
string and the value is y, and reveals only the key to the DA. The
DA would still be able to submit its query to the server by replacing
the sensitive plaintexts with their corresponding key.

S DO (n, sk, ∅)

1

Order-Preserving Encoding

We instantiate the Ope.Encode function of Definition 4.2 with
mOPE2 .Encode, which is now presented in more details. The client
chooses a range {0, . . . , M} for the order and maintains for each
plaintext x a pair ∐︀x, ỹ︀ in the encoding state Sc (stored at the client),

5.2

Initialization

Let D = {x 1, . . . , x n } be the unordered DO’s dataset and h = log2 n.
The DO chooses a range 0, . . . , M such that log2 M > h (Remark 5.1),
runs Ope.Encode from Definition 4.2 (using mOPE2 ) and sends the
generated OPE-table to the CSP.
For example, if D = {10, 20, 25, 32, 69} is the data set, M = 28 and
the insertion order is 32, 20, 25, 69, 10. Then the ciphertexts after executing algorithm Ope.Encode are ∐︀⎜32⨆︁, 14̃︀, ∐︀⎜20⨆︁, 7̃︀, ∐︀⎜25⨆︁, 11̃︀,
∐︀⎜69⨆︁, 21̃︀, ∐︀⎜10⨆︁, 4̃︀. The OPE-tree, the OPE-table and the DO state
of this example initialization are depicted in Figure 3.

Efficient Secure Computation of Order-Preserving Encryption
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Input (CSP, DA, DO): (S, x, sk)
Output (CSP, DA, DO): (∐︀⎜x⨆︁, ỹ︀ , y, ∅)
Functionality : OOPE(S, x, sk)
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:

Figure 4: Overview of the protocol

15:
16:
17:

5.3

Algorithms

In the following, we present our main protocol that repeatedly
makes calls to a sub-protocol (Protocol 6). Both protocols run
between the three parties. During the protocol’s execution the
CSP runs Algorithm 7 to traverse the tree and Algorithm 8 to compute the order (as in mOPE2 ). We will deal with mOPE3 in Section
7. An overview of the protocol is illustrated in Figure 4.
Our OOPE Protocol. Protocol 5 is executed between the three
parties. First the CSP retrieves the root of the tree and sets it as
current node. Then the protocol loops h (= log2 n) times. In each
step of the loop the CSP increments the counter and the parties run
an oblivious comparison protocol (Protocol 6) whose result enables
the CSP to traverse the tree (Algorithm 7). If the inputs are equal
or the next node is empty then the traversal stops. However, the
CSP uses the current node as input to the next comparison until the
counter reaches the value h. After the loop the result is either the
order of the current node in case of equality or it is computed by the
CSP using Algorithm 8. In the last step, the DA computes ⎜x⨆︁ using
DO’s public key pk and sends it to the CSP as argued in Remark
4.7. Alternatively, the DA could generate an unique identifier (UID)
for each element that is being inserted and send this UID instead.
So if the corresponding node is later involved in a comparison step,
the result is computed by the DA alone.
Oblivious Comparison Protocol. Protocol 6 runs between the
three parties as well, with input (⎜x⨆︁, x, sk) for the CSP, the DA and
the DO respectively. It outputs two bits bд = (i f x > x then 1 else 0)
and be = (i f x ≠ x then 1 else 0) to the server. As the actual
comparison GC is run between the DA and DO and they are not
allowed to learn the result, they use masking bits (ba , ba′ ), (bo , bo′ )
in the GC protocol.
First the CSP randomizes its input, with a random integer r ∈
{0, . . . , 2l +k }4 , to ⎜x + r ⨆︁ ← ⎜x⨆︁ ⋅ ⎜r ⨆︁, by first computing ⎜r ⨆︁ with
4

k is the security parameter that determines the statistical leakage [14], e.g., k = 40.

18:
19:
20:

CSP : retrieve root ⎜x r oot ⨆︁ of 𝒯
CSP : let ⎜x⨆︁ ← ⎜x r oot ⨆︁
CSP : let count ← 0
repeat
(∐︁be , bд ̃︁ , ∅, ∅) ← Compare(⎜x⨆︁, x, sk)
CSP : if be ≠ 0 then
▷ meaning x ≠ x
CSP : ⎜x nex t ⨆︁ ← Traverse(bд , ⎜x⨆︁)
CSP : if ⎜x nex t ⨆︁ ≠ NIL then
CSP :
let ⎜x⨆︁ ← ⎜x nex t ⨆︁
CSP : end if
CSP : end if
CSP : let count ← count + 1
until count = h
CSP : if be = 0 then
▷ meaning x = x
CSP : retrieve ∐︀⎜x⨆︁, ỹ︀ and let y ← y
CSP : else
CSP : y ← Encode(bд , ⎜x⨆︁)
CSP : end if
CSP → DA: send y
DA → CSP: send ⎜x⨆︁
Protocol 5: Oblivious OPE Protocol ΠOOPE

DO’s public key, such that the DO will not be able to identify the
position in the tree, and it sends ⎜x + r ⨆︁ to the DO and r to the
DA. Then the DO with input (bo , bo′ , x + r ) and the DA with input
(ba , ba′ , x + r ) engage in a garbled circuit protocol for comparison
as described in Section 6. For simplicity, the garbled circuit is implemented in Protocol 6 as ideal functionality. In reality the DO generates the garbled circuit and the DA evaluates it. The DA and the DO
receive (be ⊕ba ⊕bo , bд ⊕ba′ ⊕bo′ ) as output of this computation and
resp. send (ba , ba′ , be ⊕bo , bд ⊕bo′ ) and (bo , bo′ , be ⊕ba , bд ⊕ba′ ) to
the CSP. Finally the CSP evaluates Equation 7 and outputs ∐︁be , bд ̃︁.
This will be used to traverse the OPE-tree.
)︀
⌉︀
⌉︀be = be ⊕ bo ⊕ bo = be ⊕ ba ⊕ ba
⌋︀
(7)
′
′
′
′
⌉︀
⌉︀
]︀bд = bд ⊕ bo ⊕ bo = bд ⊕ ba ⊕ ba
Tree Traversal Algorithm. The tree traversal (Algorithm 7)
runs only at the CSP. Depending on the output of the oblivious
comparison the CSP either goes to the left (line 2) or to the the
right (line 4). If the comparison step returns equality there is no
need to traverse the current node and the protocol returns the corresponding ciphertext.
Encoding Algorithm. Algorithm 8 runs at the CSP as well and
is called only if the tree traversal (Algorithm 7) has to stop. Then
the compared values are strictly ordered and depending on that
the algorithm finds the closest element to the current node in the
OPE-table. This element is either the predecessor (Pred) if DA’s
input is smaller (line 4) or the successor (Succ) if DA’s input is
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of ⎜x⨆︁. Then we modify Step 2 of Algorithm 6 as follows. The CSP
chooses random permutation π ∶ {0, 1} → {0, 1} and numbers
r, r 0, r 1 and sends the ciphertext:

Input (CSP, DA, DO): (⎜x⨆︁, x, sk)
Output (CSP, DA, DO): (∐︁be , bд ̃︁ , ∅, ∅)
Functionality : Compare(⎜x⨆︁, x, sk)
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:

CSP: choose (l + k)-bits random r and compute ⎜x + r ⨆︁
CSP → DO: send ⎜x + r ⨆︁
CSP → DA: send r
DO: decrypt ⎜x + r ⨆︁ and choose masking bits bo , bo′
DA: compute x + r and choose masking bits ba , ba′
DO → GC: send (bo , bo′ , x + r )
DA → GC: send (ba , ba′ , x + r )
GC ↔ DA: send (be ⊕ ba ⊕ bo , bд ⊕ ba′ ⊕ bo′ )
GC ↔ DO: send (be ⊕ ba ⊕ bo , bд ⊕ ba′ ⊕ bo′ )
DA → CSP: send (ba , ba′ , be ⊕ bo , bд ⊕ bo′ )
DO → CSP: send (bo , bo′ , be ⊕ ba , bд ⊕ ba′ )
CSP: compute be = be ⊕ bo ⊕ bo = be ⊕ ba ⊕ ba
CSP: compute bд = bд ⊕ bo′ ⊕ bo′ = bд ⊕ ba′ ⊕ ba′
CSP: output ∐︁be , bд ̃︁
Protocol 6: Oblivious Comparison Protocol

2:

4:

6:

function Traverse(bд , ⎜x⨆︁)
if bд = 0 then
▷ traverse to left
⎜x nex t ⨆︁ ← LeftChildNode(⎜x⨆︁)
else
▷ traverse to right
⎜x nex t ⨆︁ ← RightChildNode(⎜x⨆︁)
return ⎜x nex t ⨆︁

Algorithm 7: Tree Traversal at Node ⎜x⨆︁ (run by CSP)

2:

4:

6:

8:

10:

12:

function Encode(bд , ⎜x⨆︁)
retrieve ∐︀⎜x⨆︁, ỹ︀ from the OPE-table
if bд = 0 then
∐︁⎜x ′ ⨆︁, y ′ ̃︁ ← Pred(∐︀⎜x⨆︁, ỹ︀)
let yl ← y ′ and yr ← y
else
∐︁⎜x ′′ ⨆︁, y ′′ ̃︁ ← Succ(∐︀⎜x⨆︁, ỹ︀)
let yl ← y and yr ← y ′′
if yr − yl = 1 then
rebalance the OPE-tree
y −y
y ← yl + ]︂ r 2 l {︂
return y

▷ y′ < y
▷ y < y ′′

Algorithm 8: Encryption at Node ⎜x⨆︁ (run by CSP)
larger (line 7). Then if necessary (line 9) re-balance the tree and
compute the ciphertext as in line 11.

5.4

Optimization

One can reduce the number h of homomorphic decryptions by using
plaintexts packing [40]. Let ⎜x⨆︁ be a node at the level 2i, 0 ≤ i ≤ h2 ,
of the tree, and let ⎜x 0 ⨆︁ and ⎜x 1 ⨆︁ be the left and right child nodes

C = ⎜22(l +k ) (x + r )⨆︁ ⋅ ⎜2l +k (x π −1 (0) + r π −1 (0) )⨆︁
⋅ ⎜x π −1 (1) + r π −1 (1) ⨆︁
= ⎜x + r ∏︁x π −1 (0) + r π −1 (0) ∏︁x π −1 (1) + r π −1 (1) ⨆︁

(8)

instead. The DO decrypts and uses x + r as before. In the next
protocol iteration, the CSP sends π (bд ) to the DO and r π (bд ) to
the DA. The DO does not need to decrypt this time (i.e., at level
2i + 1) and just uses x π (bд ) + r π (bд ) in the next GC comparison.

This results in h2 homomorphic decryptions and can be extended
to multiple levels (as proved in the following lemma). It can also be
precomputed by the CSP.

Lemma 5.2. Let s = log(pk) be the bitlength of the public key pk.
Then the plaintext packing of Equation 8 can be extended to up to
s (︁
+ 1) levels of a complete OPE-tree.
log(⟩︀ l +k
Proof. A complete tree with d levels has 2d − 1 nodes (i.e. a tree
with only 1 node has 1 level). If s = log(pk), then we can pack up to
⟨︀s⇑(l +k)⧹︀ plaintexts in one ciphertext. Finally, solving the following
equation: 2d −1 = ⟨︀s⇑(l +k)⧹︀ in d returns d = log(⟨︀s⇑(l +k)⧹︀+1). 
Moreover, one can use JustGarble [6] for highly efficient circuit
garbling.

6

INTEGER COMPARISON

In this section, we describe how the parties compare the inputs
such that the result is revealed only to the server.

6.1

GC Comparison Protocol

For our oblivious OPE protocol we adapted the GCs of [28, 29]
to our needs. Firstly, instead of implementing one garbled circuit
for comparison and another one for equality test, we combined
both in the same circuit. This allows to use the advantage that
almost the entire cost of garbled circuit protocols can be shifted
into the setup phase. In Yao’s protocol the setup phase contains
all expensive operations (i.e., computationally expensive OT and
creation of GC, as well as the transfer of GC that dominates the
communication complexity) [28]. Hence, by implementing both
circuits in only one we reduce the two costly setup phases to one.
Secondly, in our oblivious OPE protocol, integer comparison is an
intermediate step, hence the output should not be revealed neither
to the DA nor to the DO, since this will leak information. Thus the
input of the circuit contains a masking bit for each party that is
used to mask the actual output. Only the party that receives the
masked output and both masking bits can recover the actual output.
Let GC=,> denotes this circuit.
Let P1 , P2 be party one and two resp. and let x = xl −1, . . . , x 0 ,
x = x l −1, . . . , x 0 be their respective inputs in binary representation.
Parties P1 and P2 choose masking bits bx , bx′ , bx , bx′ and extend
their input to (bx , bx′ , xl −1, . . . , x 0 ), (bx , bx′ , x l −1, . . . , x 0 ).
For equality test we use Equation5 9. The two first lines are from
[29]. For each bit position j the second line implements a 1-bit
5

In c e ,j and c e , e stands for equality test and j is the bit index
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bx

bx
ce

⊕

cд

bx′

xl −1 x l −1

x1

x1
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x0

x0

c e,l

c e,l −1

...

c e,1

c e,0

0

cд,l

cд,l −1

...

cд,1

cд,0

0

bx′

Figure 9: Overview of the Garbled Circuit GC=,> for comparison and equality test: Each box for i = 0, . . . , l − 1 is a 1-bit circuit
for equality and greater than test and outputs c e ,j +1 = (x j ⊕ x j ) ∨ c e ,j
(Equation 9) and c д,j+1 = (x j ⊕ c д,j ) ∧ (x j ⊕ c д,j ) ⊕ x j (Equation
10) resp.. The last circuit implements exclusive-or operation and outputs
c e = c e ,l ⊕ bx ⊕ bx and c д = c д,l ⊕ bx′ ⊕ bx′ .
xj

xj x̄j

7

x̄j
cg,j

ce,j+1

cg,j+1

ce,j
=

(a) 1-bit Equality Tester

(b) 1-bit GT Comparator

Figure 10: 1-bit Equality Tester and GT comparator Circuits
equality tester (Figure 10a). The whole circuit tests from 0 to l − 1 if
the bits are pairwise different (i.e., their xor is 1). If not it uses the
result of the previous 1-bit equality tester which is initially set to 0.
)︀
c e,0
⌉︀
⌉︀
⌉︀
⌉︀
⌋︀c e,j+1
⌉︀
⌉︀
⌉︀
⌉︀
]︀c e

=0
= (x j ⊕ x j ) ∨ c e ,j , j = 0, . . . , l − 1
= c e,l ⊕ bx ⊕ bx

(9)

The actual output of the circuit c e,l is 1 if x and x are different and 0
otherwise (i.e. c e,l = (︀x ≠ x⌋︀?1 ∶ 0). Then we blind c e,l by applying
exclusive-or operations with the masking bits bx and bx .
The comparison is defined as (if x > x then 1 else 0). In [28]
the circuit is based on the fact that (︀x > x⌋︀ ⇔ (︀x − x − 1 ≥ 0⌋︀ and
is summarized in Equation6 10, where again the two first lines
are from [28]. The second line is the 1-bit comparator (Figure 10b)
which depends on the previous bit comparison. This is initially 0.
)︀
cд,0
⌉︀
⌉︀
⌉︀
⌉︀
⌋︀cд,j+1
⌉︀
⌉︀
⌉︀
⌉︀
]︀cд

=0
= (x j ⊕ cд,j ) ∧ (x j ⊕ cд,j ) ⊕ x j , j = 0, . . . , l − 1
= cд,l ⊕ bx′ ⊕ bx′

Figure 11: Overview of the comparison GC from Lemma 7.1

(10)

Again the actual output cд,l is blinded by applying exclusive-or
operations with the masking bits bx′ and bx′ . An owerview of the
comparison circuit is illustrated in Figure 9.
The performance metric for a garbled circuit is the number of
AND-gates [28, 29]. Hence, assuming the inputs are l-bit long, both
circuits for equality test and greater than comparison contain each l
AND-gates. Each AND-gate is garbled with 4l ciphertexts. However,
the halfGate optimization [48] reduces the number of ciphertexts
per AND-gate by a factor of 2 at the cost for the evaluator to perform
two cheap symmetric operations, rather than one. As a result the
garbled circuit GC=,> contains 4l symmetric ciphertexts.

7.1

In c д, j and c д , д stands for greater than and j is as above

Implementing the random coin in GC

In the following x and x represent as before the inputs of the DA
and the DO in the oblivious comparison respectively, and GCu=,>
represents the unmasked comparison circuit7 that outputs the bits
be = c e,l as result of the equality test and bд = cд,l as result of the
greater than comparison. The idea is to adapt the garbled circuit
for integer comparison (Section 6) such that its output allows to
traverse the tree randomly as in [25], but without revealing the
result of the equality test to the CSP.
Lemma 7.1. Let r x and r x be the DA’s and DO’s random bits and
br = r x ⊕r x . Then extending the circuit GCu=,> to the circuit GCub with
additional input bits r x , r x and with output b = (be ∧bд )∨(¬be ∧br )
traverses the tree as required.
Proof. If x ≠ x then be = 1 and b = bд , hence the algorithm
traverses the tree depending on the greater than comparison. Otherwise ¬be = 1, hence b is the random bit br and the tree traversal
depends on a random coin. In each case the circuit returns either 0
or 1, and does not reveal if the inputs are equal.

Now the circuit GCub , which is illustrated in Figure 11, can also
be extended to the circuit GCb by using the masking bits ba and bo
This is the sub-circuit that operates on the real input bits (from 0 to l − 1) without
the masking bits.

7
6

FREQUENCY-HIDING OPE CASE

In this section we consider the case where the underlying OPE is not
deterministic as in [25]. As above the first step is the initialization
procedure (Section 5.2). It remains the same with the difference
that the tree traversal and the encryption algorithms work as in
mOPE3 [25] (i.e., the Ope function of Definition 4.2 is instantiated
with mOPE3 .Encode). Hence, if the equality test returns true (line
14 of Protocol 5), then the CSP traverses the tree to the left or
to the right depending on the outcome of a random coin. The
y −y
order y of x is computed as y = yi−1 + [︂ i 2 i −1 ⌉︂ resp. y = yi +
yi +1 −yi
[︂ 2 ⌉︂ if the algorithm is inserting x left resp. right to a node
⎜x i ⨆︁ with corresponding order yi . However, the equality test leaks
some information, as it allows the CSP to deduce from the OPE-table
that certain nodes have the same plaintext. Therefore it would be
preferable to implement the random coin in the secure computation.

ASIA CCS ’20, October 5–9, 2020, Taipei, Taiwan

for the DA and the DO respectively as described in Section 6. The
output is then ((bд ∧ be ) ∨ (¬be ∧ br )) ⊕ ba ⊕ bo .
The DGK comparison protocol can be used here as well as described above. However, the equality checking part is not required
as we want to hide the frequency of plaintexts to the server.
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Input (CSP, DA, DO): (∐︀S, ∐︀⎜x⨆︁, ỹ︀̃︀, ∅, sk)
Output (CSP, DA, DO): (∅, ∐︀cmin (x), cmax (x)̃︀ , ∅)
Functionality : MinMaxOrder(S, ∐︀⎜x⨆︁, ỹ︀, sk)
1:

7.2

Dealing with queries

So far we have computed the ciphertext in the non-deterministic
case. However, as Kerschbaum pointed out [25] this ciphertext cannot be directly used to query the database. As in the deterministic
case let x and y be symbols for plaintext and order respectively.
Since a plaintext x might have many ciphertexts let cmin and cmax
be respectively the minimum and maximum order of x, hence:
)︀
⌉︀
⌉︀cmin (x) = min({y ∶ Ope.Decrypt(∐︀⎜x⨆︁, ỹ︀, sk) = x})
⌋︀
(11)
⌉︀
⌉︀
]︀cmax (x) = max({y ∶ Ope.Decrypt(∐︀⎜x⨆︁, ỹ︀, sk) = x})
Thus, a query (︀a, b⌋︀ must be rewritten in (︀cmin (a), cmax (b)⌋︀.
Unfortunately, in Kerschbaum’s scheme the cmin (x), cmax (x) are
only known to the DO, because they reveal to the server the frequency of plaintexts. Recall that the goal of [25] was precisely to
hide this frequency from the CSP.
Instead of returning y to the DA, which is useless for queries,
our goal is to allow the DA to learn cmin (x) and cmax (x) and
nothing else. The CSP learns only ∐︀⎜x⨆︁, ỹ︀ as before and the DO
learns nothing besides the intermediate messages of the protocol.
We begin by proving the following lemma.
Lemma 7.2. Let ∐︀⎜x i ⨆︁, yi ̃︀, ∐︀⎜x i+1 ⨆︁, yi+1 ̃︀ ∈ T be elements of the
OPE-Table such that x i ≤ x i+1 and yi < yi+1 . Let x be a new inserted
plaintext with corresponding order y such that x i ≤ x ≤ x i+1 . Then it
holds: cmin (x) ∈ {cmin (x i ), y} and cmax (x) ∈ {cmax (x i+1 ), y}.
Proof. If x i = x then by definition of cmin , we have cmin (x) =
cmin (x i ). If x i < x and x < x i+1 then x occurs only once in the OPETable T and it holds cmin (x) = cmax (x) = y. Otherwise x is equal
to x i+1 , but since x is new and by assumption x ≤ x i+1 the algorithm
is inserting x right to x i and left to x i+1 hence yi < y < yi+1 must
hold. Then by definition again cmin (x) = y. For the case of max
the proof is similar.

Corollary 7.3. Let x, x i , x i+1, y, yi , yi+1 be as above and let bi =
(︀x i = x⌋︀?1 ∶ 0 resp. bi+1 = (︀x = x i+1 ⌋︀?1 ∶ 0 then it holds: cmin (x) =
bi ⋅cmin (x i ) + (1 −bi ) ⋅y, resp. cmax (x) = bi+1 ⋅cmax (x i+1 ) + (1 −
bi+1 ) ⋅ y.
Now we are ready to describe the solution. First we assume that
tree re-balancing never happens, because it might update cmin and
cmax for some ciphertexts. The CSP cannot update cmin and cmax
without knowing the frequency. According to [25] the probability
of re-balancing is negligible in n for uniform inputs if the maximum
order M is larger than 26.4⋅log2 n . For non-uniform input, smaller
values of M are likely.
The first step is to store besides each ciphertext ∐︀⎜x⨆︁, ỹ︀ two
ciphertexts ⎜cmin (x)⨆︁ and ⎜cmax (x)⨆︁. This is done by the DO
during the initialization. Let ⎜x⨆︁a ← Ahe.Encrypt(x, pka ) be a
ciphertext of x encrypted with the Ahe public key pka , whose
corresponding private key ska belongs to the DA. After the computation of y (Protocol 5) the CSP learns ∐︀⎜x⨆︁, ỹ︀. Then the parties

2:
3:

4:

5:
6:

7:
8:

CSP: retrieve ∐︀⎜x i ⨆︁, yi ̃︀, ∐︀⎜x i+1 ⨆︁, yi+1 ̃︀
with yi < y < yi+1
CSP: choose random integers s 1 , s 2 , r 1 , r 2
CSP: compute
⎜d 1 ⨆︁ ← ⎜(x i − x) ⋅ s 1 ⨆︁
⎜d 2 ⨆︁ ← ⎜(x i+1 − x) ⋅ s 2 ⨆︁
CSP → DO:
∐︀⎜d 1 ⨆︁, ⎜y ⋅ r 1 ⨆︁a , ⎜cmin (x i ) ⋅ r 1 ⨆︁̃︀
∐︀⎜d 2 ⨆︁, ⎜y ⋅ r 2 ⨆︁a , ⎜cmax (x i+1 ) ⋅ r 2 ⨆︁̃︀
CSP → DA: r 1 and r 2
DO:
Let ⎜c 11 ⨆︁a ← ⎜y ⋅ r 1 ⨆︁a , ⎜c 12 ⨆︁ ← ⎜cmin (x i ) ⋅ r 1 ⨆︁
Let ⎜c 21 ⨆︁a ← ⎜y ⋅ r 2 ⨆︁a , ⎜c 22 ⨆︁ ← ⎜cmax (x i+1 ) ⋅ r 2 ⨆︁
⎜cmin (x)⨆︁a ← Mux(sk, ⎜d 1 ⨆︁, ⎜c 11 ⨆︁a , ⎜c 12 ⨆︁)
⎜cmax (x)⨆︁a ← Mux(sk, ⎜d 2 ⨆︁, ⎜c 21 ⨆︁a , ⎜c 22 ⨆︁)
DO → DA: ⎜cmin (x)⨆︁a , ⎜cmax (x)⨆︁a
DA: decrypt and output
cmin (x) ← Ahe.Decrypt(⎜cmin (x)⨆︁a , ska )
cmax (x) ← Ahe.Decrypt(⎜cmax (x)⨆︁a , ska )

Protocol 12: Computing cmin (x) and cmax (x) securely
function Mux(sk, ⎜d⨆︁, ⎜c 1 ⨆︁a , ⎜c 2 ⨆︁)
b ← (︀Ahe.Decrypt(⎜d⨆︁, sk) = 0⌋︀
if b = True then
⎜c⨆︁a ← ⎜c 1 ⨆︁a
else
c 2 ← Ahe.Decrypt(⎜c 2 ⨆︁, sk)
⎜c⨆︁a ← Ahe.Encrypt(c 2, pka )
return ⎜c⨆︁a
?

2:

4:

6:

8:

Algorithm 13: Homomorphic Multiplexer (run by DO)
execute Protocol 12 with ∐︀S, ∐︀⎜x⨆︁, ỹ︀̃︀ and sk as input for the CSP
and the DO respectively. The DA does not have any input, but is
the only one to receive the output of Protocol 12.
Notice that for an input x of the DA the ciphertext ∐︀⎜x⨆︁, ỹ︀ is
not inserted in the database, but only in the OPE-table, because it
cannot be included in the result of a query. Particularly, if ∐︀⎜x⨆︁, ỹ︀
is no longer needed (e.g., after the data analysis) it must be removed
from the OPE-table. As stated in Lemma 7.2, if it happens that the
new x with corresponding order y is inserted between x i and x i+1
such that x i < x = x i+1 then cmin (x) = y implies that the previous
cmin (x i+1 ) should be updated to y. However, as explained before
this update is not necessary.
In Protocol 12, the DO sees two semantically secure ciphertexts
⎜y ⋅r 1 ⨆︁a and ⎜y ⋅r 2 ⨆︁a , which it cannot decrypt, and four randomized
plaintexts d 1, cmin (x i ) ⋅ r 1, d 2, cmax (x i+1 ) ⋅ r 2 . The DA sees two
random integers r 1, r 2 and the output of the protocol. The CSP
receives no new message. Hence, the simulation is straightforward.
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Loopback LAN WAN
Time (ms)
15
63
755
Table 2: Time of the Oblivious Comparison Protocol

Finally, correctness and security proof of the overall protocol when
OOPE is instantiated with mOPE3 is similar to the case of mOPE2 .
Due to space constraint, we deal with OPE based on an efficiently
searchable encrypted data structure [27] in Appendix D.

8

IMPLEMENTATION

We have implemented our scheme using SCAPI (Secure Computation API)[17]. SCAPI is an open-source Java library for implementing secure two-party and multiparty computation protocols.
It provides a reliable, efficient, and highly flexible cryptographic
infrastructure. It also provides many optimizations of GC such as
OT extensions, free-XOR, garbled row reduction [17]. Furthermore,
there is a built-in communication layer that provides communication services for any interactive cryptographic protocol.

8.1

Parameters

For Ahe, we implemented Paillier Encryption [36]. The first parameter is the security parameter (i.e. bit length of the public key) of
Paillier’s scheme (e.g., 2048 or 4096). The other parameters of the
OOPE protocol are the length of the inputs (e.g., 32, 64, 128, 256
bits integer), the length of the order log2 M - with M the maximal
order - (e.g., 32, 64, 128 bits), and the size of the OPE tree (e.g., 103 ,
104 , 105 , 106 entries).

8.2

Paillier Encryption

Paillier’s scheme requires to choose two large prime numbers P and
Q of equal length and to compute a modulus N = PQ and the private
key λ = lcm(P − 1, Q − 1). Then select a random д ∈ Z∗N 2 such that
if e is the smallest integer with дe = 1 mod N 2 , then N divides e.
The public key is (д, N ). To encrypt a plaintext m select a random
r ∈ Z∗N and compute c ← дm r N mod N 2 . To decrypt a ciphertext
c compute m ← L(c λ mod N 2 ) ⋅ µ mod N , where L(u) = u−1
N and
µ = (L(д λ mod N 2 ))−1 mod N .
We implemented our scheme with д = 1 + N . This transforms
the modular exponentiation дm mod N 2 to a multiplication, since
(1 + N )m mod N 2 = 1 + mN mod N 2 . Moreover, we precomputed
µ, used Chinese remaindering for decryption and pre-generated
randomness for encryption and homomorphic plaintext randomization (Protocol of Figure 6). As a result, encryption, decryption
and homomorphic addition take 52µs, 12ms and 67µs when the key
length is 2048 bits.

8.3

Evaluation

Recall that the execution of the range query itself does not depend
on OOPE. To evaluate the performance of our scheme we, therefore,
focus on answering the following questions:
● What time does the OOPE take to encode a DA’s input?
● How does the network communication influence the protocol?

Figure 14: Encryption time: WAN’s time is divided by 10.
● What is the average generation time and the storage cost of
the OPE-tree?
The overall time for executing a DA’s range query consists of the
time to encode the query values (using parallel calls to OOPE),
plus the time to send the query to the database and the time (few
milliseconds) to actually run the query on the database and the
time to send back the result to the DA.
Experimental Setup. We chose 2048 bits as the bitlength of the
public key for Paillier’s scheme and ran experiments via loopback
address, LAN and WAN. For LAN, we used 3 machines with Intel(R)
Xeon(R) CPU E7-4880 v2 at 2.50GHz: 4 CPUs and 8 GB RAM, 4
CPUs and 4 GB RAM, 2 CPUs and 2 GB RAM. For the loopback,
we used the first LAN machine with 4 CPUs and 8 GB RAM. For
WAN, we used three machines on amazon web services (Intel(R)
Xeon(R) CPU E5-2686 v4 @ 2.30GHz 2.30GHz - 244 GB RAM 64-bit Windows) distributed in three regions (Northern California,
Frankfurt, Tokyo). We generated the OPE-tree with random inputs,
balanced it and encrypted the plaintexts with Paillier encryption.
For the DA, we generated 100 random inputs. Then we executed the
OOPE protocol 100 times and computed the average time spent in
Protocols 5 and 6, in the GC step, in Paillier’s decryption. The above
optimization (Section 5.4) is not part of the following evaluation.
Encryption Cost. Figure 14 shows the average cost (y-axis)
needed to encrypt a value with the OOPE protocol for OPE-tree with
size (x-axis) between 100 and 1,000,000. Overall, the cost for OOPE
goes up as the size of the OPE-tree increases. This is because the
depth of the tree increases with its size. Hence, this implies larger
number of oblivious comparisons for larger trees. The average
encryption time of OOPE for a database with one million entries
is about 0.3 s via loopback (1.3 s via LAN, 15.6 s via WAN). This
cost corresponds to the cost of comparison multiply by the number
of comparisons (e.g., 20 for 1000000 entries) which can be reduces
by the optimization of Section 5.4. The inherent sub-protocol for
oblivious comparison does not depend on the OPE-tree size but on
the input length and the security parameter log2 N . The time for
comparison is illustrated in Table 2. Via loopback the comparison
costs about 15 ms which is dominated by the time (about 12 ms to
the DO) to decrypt ⎜x + r ⨆︁ in Step 4 of Protocol 6. The remaining 3
ms are due to the garbled circuit execution, since the overhead due
to network communication is negligible. Via LAN the comparison
costs about 63 ms where the computation is still dominated by
the 12 ms for decryption. However, the network traffic causes an
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(a) Average generation time

CONCLUSION

Since OPE schemes are limited to the use case to one server and one
client, we introduced a novel notion of oblivious OPE (OOPE) as an
equivalent of a public-key OPE. Then we presented a protocol for
OOPE that combines deterministic OPE schemes based on binary
tree search with Paillier’s HE scheme and GC. We also applied
our technique to the case where the underlying OPE scheme is
probabilistic. Finally, we implemented our scheme with SCAPI
and an optimized Paillier’s scheme and showed that it achieves
acceptable performance for interactive use.
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(b) Storage cost for log2 N = 2048

Figure 15: OPE-tree costs

overhead of about 49 ms. Via WAN the time is dominated by the
network round-trip time which is about 200 ms resulting in 755 ms
for the oblivious comparison.
OPE-tree costs. The time to generate the OPE-tree also increases with the number of entries in the database and it is dominated by the time needed to encrypt the input data with Paillier’s
scheme. However, the above optimizations (i.e. choice of д = 1 + N
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overhead to the fact their construction has additional fixed cost time
that dominates small queries. As illustrated in Figure 2, our scheme
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A

COMPLEXITY ANALYSIS

This section presents the complexity analysis of our OOPE scheme.
We focus on the main scheme as described in Section 5.3. The
analysis for the extensions in Section 7 and Appendix D is similar.
Let λ be the security parameter, κ be the bitlength of an asymmetric

ASIA CCS ’20, October 5–9, 2020, Taipei, Taiwan

ciphertext, l be the bitlength of each plaintext and d be the depth
of the OPE-tree.

A.1

Computation Complexity

The CSP performs one asymmetric operation per comparison resulting in a total 𝒪 (d ) asymmetric operations.
The DO performs one asymmetric operation and 𝒪 (l ) symmetric operations per comparison resulting in a total 𝒪 (d ) asymmetric
operations and 𝒪 (dl ) symmetric operations.
The DA performs 𝒪 (l ) symmetric operations per comparison
resulting in a total of 𝒪 (dl ) symmetric operations.

A.2

Communication Complexity

For each comparison, the CSP sends one asymmetric ciphertext to
the DO and one random l-bit integer to the DA resulting in κ + l
bits. In total the CSP sends (κ + l)d bits.
In a GC protocol, the cost of the generator consists of:
● its cost in the OT extension protocol which is lλ [3] for the
OT sender, where l is the bitlength of the evaluator’s input
● the cost for sending the GC which is the number of ciphertexts per AND-gate multiplied by the security parameter
● the cost for sending the garbled input of the generator which
is the bitlength multiplied by the security parameter
As GC generator, the DO’s communication cost in each comparison
consists of (l + 2)λ bits (our GC for comparison has additionally
two blinding bits per party) for OT, 4lλ for the GC itself and (l + 2)λ
for the garbled input. After the GC protocol with the DA, the DO
sends 2 bits to the CSP. In total, the DO sends
((l + 2)λ + 4lλ + (l + 2)λ + 2)d = ((6l + 4)λ + 2)d bits.
The communication cost of the GC evaluator consists only of
its cost of the OT extension protocol which is lλ [3] for the OT
receiver, where l is the bitlength of the evaluator’s input. Hence, in
the OOPE protocol the DA sends ((l + 2)λ + 2)d bits.
At security level λ = 128 bits, κ is at least 4096 bits long. Assuming l = 32 bits and d = 20 (i.e., the OPE-tree contains about one
million entries), this results in communication costs of 10.07 kB,
61.25 kB, and 10.62 kB for the CSP, the DO and the DA, respectively.

B

CORRECTNESS AND SECURITY PROOFS
Theorem B.1 (Correctness). The protocol Π OOPE is correct.

Proof. Let bд = (i f x > x then 1 else 0) and be = (i f x ≠
x then 1 else 0). From inputs (ba , ba′ , x +r ) of the DA and (bo , bo′ , x +
r ) of the DO the garbled circuit returns (be ⊕ba ⊕bo , bд ⊕ba′ ⊕bo′ ) to
the DA and (be ⊕ba ⊕bo , bд ⊕ba′ ⊕bo′ ) to the DO. Then the DA resp.
the DO sends (ba , ba′ , be ⊕bo , bд ⊕bo′ ) resp. (bo , bo′ , be ⊕ba , bд ⊕ba′ )
to the CSP. With Equation 7 the CSP can correctly deduce be and
bд . The correctness of binary search concludes the proof.

Theorem B.2 (Security). The protocol ΠOOPE securely implements
the OOPE functionality in the semi-honest model with one corrupted
party.
Proof. Since the protocol makes a call to the comparison functionality involving the DO and the DA, the proof will use the simulators of Theorem 7 of [32] to generate their views. Let So and S a

ASIA CCS ’20, October 5–9, 2020, Taipei, Taiwan

Anselme Tueno and Florian Kerschbaum

′

⎜x (i) + r (i) ⨆︁, x (i) + r (i), bo , bo
(i)

(i) ′ (i)
vo (∐︀bo , bo , x (i)

+r

(i)

′

⊕ b a ⊕ b o , bд ⊕ b a

(i)
∐︀be

(i) (i)
⊕ b a , bд

(i)

(i)

,

(i)

(i)

′

⊕ bo

(i)

+r

(i)

̃︀),

̃︀,

,

(i) ′ (i)
va (∐︀bo , bo , x (i)

(i)

(i)
⊕ ba ̃︀

(i)

+r

(i)

′

⊕ b a ⊕ b o , bд ⊕ b a

(i)
∐︀be

(i) (i)
⊕ b o , bд

(i)

(a) DO View: for i = 1⋯l

(i)

(i)

′

(i)

′

(i)

̃︀, ∐︀ba , ba

∐︀be

(i)

′

′

r (i), x + r (i), ba , ba
(i)

(i) ′ (i)
̃︀, ∐︀ba , ba , x (i)

∐︀be

(i)

(i)

(i)

⊕ bo

, x + r (i) ̃︀),
̃︀,

′

(i)
⊕ bo ̃︀

(a) DA View: for i = 1⋯l

′
′
′
⎜x (i) ⨆︁, x (i), b (i), b (i),

′
′
′
r (i), x + r (i), b (i), b (i),

′
′
′
(i)
(i)
So (∐︀b (i), b (i), x (i) ̃︀, ∐︀b1 ⊕ b (i), b2 ⊕ b (i) ̃︀),

′
′
′
(i)
(i)
S a (∐︀b (i), b (i), x + r (i) ̃︀, ∐︀b1 ⊕ b (i), b2 ⊕ b (i) ̃︀),

∐︀b1

(i)

⊕ b (i), b2

(i)

′
⊕ b (i) ̃︀,

∐︀b1

(i)

∐︀b1 , b2 ̃︀
(i)

⊕ b (i), b2

(i)

′
⊕ b (i) ̃︀,

∐︀b1 , b2 ̃︀

(i)

(i)

(b) DO Simulator: for i = 1⋯l
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(b) DA Simulator: for i = 1⋯l

Figure 16: DO Simulation

Figure 17: DA Simulation

(resp. va and vo ) be the simulators (resp. the views) of the DO and
the DA in the comparison protocol. We follow the idea of [32] by
proving the cases separately, when the DO is corrupted, the DA is
corrupted and the CSP is corrupted.

SCS P is given the server state S and a valid ciphertext ∐︀⎜x⨆︁, ỹ︀.
Then it chooses two elements ∐︁⎜x j ⨆︁, y j ̃︁, ∐︁⎜x j+1 ⨆︁, y j+1 ̃︁ from the
OPE-table, such that y j ≤ y < y j+1 . Finally, it inserts ⎜x⨆︁ in the
tree and simulate the path P from the root to ⎜x⨆︁. Let depth(⎜x⨆︁)
denotes the number of edges from the root to ⎜x⨆︁. There are three
possible cases:

Case 1 - DO is corrupted: The view of the DO consists of randomized inputs and its view in the comparison steps. Let l be the number
ΠOOPE
of comparisons required to encrypt x, then view DO
(S, x, sk) is
illustrated in Figure 16a.
Upon input (n, sk, ∅) S DO generates the output as illustrated in
′

′

Figure 16b, where x (i) is a random integer and b (i), b (i), b1 , b2
are random bits.
Clearly the outputs of Figures 16a and 16b are indistinguishable
(i)

(i)

(i) ′ (i)
, bo , bo

from each other (Equation 4). This is because x + r
′
′
are just as random as x (i), b (i), b (i) respectively. Furthermore,
(i)

′

since ba and ba
(i)

′

(i)

(i)

are randomly chosen by the DA, be ⊕ba , bд ⊕
(i)

(i)

(i)

ba are also just as random as b1 , b2 respectively. The security
of Yao’s protocol (Theorem 7 of [32]) finishes the proof.
(i)

(i)

(i)

● if y j = y then ⎜x j ⨆︁ and ⎜x⨆︁ encrypt the same plaintext (i.e.,
x j = x)
● else if depth(⎜x j ⨆︁) > depth(⎜x j+1 ⨆︁) then insert ⎜x⨆︁ right to
⎜x j ⨆︁
● else depth(⎜x j+1 ⨆︁) > depth(⎜x j ⨆︁), insert ⎜x⨆︁ left to ⎜x j+1 ⨆︁
For all ancestors of ⎜x⨆︁, bд

(i)

is 0 (resp. 1) if the path P goes to the

left (resp. to the right). The value of be is 1 for all ancestors of
⎜x⨆︁ (the equality test from Equation 9 returns 1 if the inputs are
different and 0 otherwise). For the node ⎜x⨆︁ itself, there are two
possible cases:
(i)

● ⎜x⨆︁ is not a leaf: this occurs if one is trying to insert a value,
that was already in the tree. It holds bд = be = 0 because
y j is equal to y.
● ⎜x⨆︁ is a leaf: this occurs either because y j = y holds as above
(i)

Case 2 - DA is corrupted: This case is similar to the DO’s case
with the only difference that the DA knows x which is the same in
ΠOOPE
each round. View view DA
(S, x, sk) is illustrated in Figure 17a.
Notice that also the DA is unaware of the result of the comparison, because the output is randomized by a bit of the DO. The
simulator for the DA works in the same way as S DO . On input
(n, x, y) S DA generates the output illustrated in Figure 17b, where

′
(i) (i)
b (i), b (i), b1 , b2 are random bits.

ΠOOPE
Case 3 - CSP is corrupted: The CSP’s view viewCS
P (S, x, sk)
consists of random integers and GC’s outputs from the DA and the
DO. It is illustrated in Figure 18a.

(i)

or ⎜x⨆︁ is inserted at a leaf node. If y j = y holds, then be

(i)

=0

(i)
which also implies bд = 0. If ⎜x⨆︁ is inserted at a leaf node,
(i)
(i)
then bд and be are undefined because no comparison was
(i)
(i)
done. Hence the simulator chooses bд = be randomly

between 0 and undefined.
′
To simulate the CSP’s view, SCS P chooses a random integer r (i)
′

′

and random bits bα , bα and bω , bω
illustrated in Figure 18b.
(i)

(i)

(i)

(i)

and generates the output
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′
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′
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′
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(i)

(i)
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, be

(i)

(i)

′

⊕ b a , bд ⊕ b a
(i)

After the computation the parties Pi and P j hold random bits δi j and
δ ji and it holds δi j ⊕ δ ji = (x ≤ y). In this protocol parties Pi and
P j perform respectively 𝒪 (l ) and 𝒪 (6l ) asymmetric operations.

⊕ bo ,
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̃︀

C.2
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(b) CSP Simulator: for i = 1⋯l

Figure 18: CSP Simulation

Since values ⎜x (i) ⨆︁, be , bд
(i)

(i)

depend on the path, they are the
′

′

same in Figures 18a and 18b, and r (i), ba , ba , bo , bo
′
(i) ′ (i) (i) ′ (i)
distinguishable from r (i), bα , bα , bω , bω .
(i)

C

(i)

(i)

(i)

are in

USING OTHER COMPARISON PROTOCOLS

Our scheme works with any 2-PC for comparison. We describe in
this section how oblivious comparison can be implemented using
DGK comparison protocol [13]. This can done using other schemes
such as Lin-Tzeng [46]. We start by describing DGK protocol itself.

C.1

The DGK protocol

Let Pi and P j be two parties with private input x i and x j respectively.
Let x ib = x il . . . x i1 and x jb = x jl . . . x j1 denote the bit representation
of x i and x j . To determine whether x i ≤ x j or x i > x j , one computes
for each 1 ≤ u ≤ l the following numbers zu :
l

zu = s + x iu − x ju + 3 ∑ (x iv ⊕ x jv ).

(12)

v=u+1

l
The sum of exclusive-ors ∑v=u+1
(x iv ⊕x jv ) will be zero exactly
when x iv = x jv for u < v ≤ l. The variable s can be set to either
1 (when checking x i ≤ x j ) or -1 (when checking x i > x j ) and
allows to secret-share the result of the comparison between two
parties. Assume Pi holds a pair (pki , ski ) of public/private key for
an additively HE and let ⎜⋅⨆︁i denote ciphertexts under pki . To check
whether x i ≤ x j holds the protocol works as follows:

● Pi sends ⎜x ib ⨆︁i = (⎜x il ⨆︁i , . . . , ⎜x i1 ⨆︁i ) to P j
● P j computes DgkEval() which consists of:
– Choose a random δ ji and compute s = 1 − δ ji
– Compute ⎜zu ⨆︁ using Equation 12 for 1 ≤ u ≤ l
– Compute ⎜zu′ ⨆︁ ← ⎜zu ⨆︁ru for all u and random ru
– Choose a random permutation π of {1, . . . , l}
– Send back π (⎜zl′ ⨆︁i , . . . , ⎜z 1′ ⨆︁i ) to Pi and output δ ji
Let (δ ji , (⎜zl′ ⨆︁i , . . . , ⎜z 1′ ⨆︁i )) ← DgkEval(⎜x ib ⨆︁i , x jb ) denote
this computation.
● Pi computes δi j ← DgkDecrypt(⎜zl′ ⨆︁i , . . . , ⎜z 1′ ⨆︁i ) which
consists of setting δi j ← 1 if one ⎜zu′ ⨆︁i decrypts to 0 and
δi j ← 0 otherwise. Finally, Pi outputs δi j .

Oblivious Comparison Using DGK protocol

The DGK comparison protocol can be used for the oblivious comparison as follows. For each node x in the OPE-tree, the DO stores both
⎜x⨆︁, ⎜x b ⨆︁ during the initialization. During the oblivious comparison
step, the CSP sends ⎜x⨆︁, ⎜x b ⨆︁ to DA and nothing to the DO. For
the equality testing, the DA uses ⎜x⨆︁ to evaluate a zero testing by
computing ⎜(x −x)⋅r 1 +r 2 ⨆︁ where r 1, r 2 are two numbers chosen randomly in the plaintext space. For the greater than comparison, the
DA evaluates (ba , (⎜zl′ ⨆︁, . . . , ⎜z 1′ ⨆︁)) ← DgkEval(⎜x b ⨆︁, x b ). Then
the DA sends ⎜(x − x) ⋅ r 1 + r 2 ⨆︁ and (⎜zl′ ⨆︁, . . . , ⎜z 1′ ⨆︁) to the DO.
The DA also sends r 2 and ba to the CSP. The DO evaluates bo ←
DgkDecrypt(⎜zl′ ⨆︁i , . . . , ⎜z 1′ ⨆︁i ) and sends (x − x) ⋅ r 1 + r 2 and bo
to the CSP. Finally the CSP sets be ← 1 if (x − x) ⋅ r 1 + r 2 ≠ r 2 and
be ← 0 otherwise, and bд = ba ⊕ bo .

D

OOPE WITH ESEDS-OPE

We now briefly describe how OOPE can be realized with ESEDSOPE [27] that is IND-CPA-DS-secure, and therefore, secure against
recent plaintext guessing attacks [20, 21, 35] on OPE. As explained
before, ESEDS-OPE combines the benefits of three previous orderpreserving encryption schemes: mOPE1 [38], mOPE3 [25] and
MOPE [8]. ESEDS-OPE consists of four algorithms: key generation,
encryption, decryption and search. The key generation algorithm
takes a security parameter and outputs a secret key. The decryption
algorithm takes the secret key and a ciphertext and outputs the
corresponding plaintext. Key generation and decryption algorithms
are run as before by the data owner alone.
The encryption algorithm takes the secret key, a plaintext and
the state of the encryption stored on the server. Then it requires the
data owner and the server to interactively perform a binary search
using Kerschbaum’s random tree traversal as in mOPE3 . Finally,
the server inserts the new plaintext and rotates the resulting data
structure around a new random modulus. The extension to OOPE
will however concern only the tree traversal. In the OOPE protocol,
the three parties just have to traverse the tree with the extension
discussed in Section 7.1 by implementing the comparison and the
random coin in a garbled circuit.
The search algorithm takes the secret key, the state of the encryption and a range (︀a, b⌋︀. Let c α (resp. c β ) be the ciphertext with the
smallest (resp. largest) order such that for the associated plaintext
α (resp. β) it holds α ≥ a (resp. β ≤ b). Then the search algorithm
requires the data owner and the server to interactively perform
two binary searches (using a non random tree traversal) to get c α
and c β and then returns all ciphertexts between c α and c β . Here as
well, the extension to OOPE only concerns the tree traversal. The
parties will just have to traverse the tree as in the original OOPE
protocol as described in Section 5.3 with the only difference that
they will not have to check for equality as the traversal here is no
longer random.

