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ABSTRACT
Several attacks have shown that the leakage from the access pattern
in searchable encryption is dangerous. Attacks exploiting leakage
from the query pattern are as dangerous, but less explored. While
there are known, lightweight countermeasures to hide information
in the access pattern by padding the ciphertexts, the same is not
true for the query pattern. Oblivious RAM hides the query patterns,
but requires a logarithmic overhead in the size of the database
and hence will become even slower as data grows. In this paper
we present a query smoothing algorithm to hide the frequency
information in the query pattern of searchable encryption schemes
by introducing fake queries. Our method only introduces a constant
overhead of 7 to 13 fake queries per real query in our experiments.
Furthermore, we show that our query smoothing algorithm can
also be applied to range-searchable encryption schemes and then
prevents all recent plaintext recovery attacks.
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INTRODUCTION

When outsourcing databases to the cloud, users may want to apply
another layer of protection by encryption. Searchable encryption
[7, 9, 19, 20] allows efficient search over encrypted data where
each data item is probabilistically encrypted. Hence, different from
property-preserving encryption [18, 40] a snapshot attacker cannot
obtain any information useful for recovering plaintexts. However,
the access and query (also called search) pattern may leak additional
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information about the data to a persistent adversary that controls
the database system in the cloud.
Hiding the access pattern (i.e. information about the search result) incurs a high cost making most database systems impractical.
For example, Oblivious RAM [12, 44] can hide the access and query
pattern (i.e. information about which queries repeat), but incurs a
logarithmic overhead in the database size, i.e. the larger the database, the slower each ORAM query. The logarithmic overhead of
online ORAM has been proven as a lower bound in the informationtheoretic [12], cryptographic [31] and differentially private setting
[38].
Yet, completely hiding the access pattern may not be necessary.
Instead, we can aim for a weaker, but more efficient protection
mechanism. There are known, low-cost techniques for hiding the
frequency and volume information in access patterns [22, 23, 25].
These pad the ciphertexts or query results by dummy values smoothing the frequency and even co-occurrence frequency distribution
of keywords. However, by themselves these techniques are insufficient, since the query pattern may still leak critical information. If
the query is deterministically encrypted and the adversary knows
the distribution of queries, one can infer the queried keywords and
hence recover the plaintext of the database. Even if the query is
probabilistically encrypted, the access pattern will reveal the query
distribution in a somewhat static database, since the access pattern
is overlapping for identical query keywords, but non-overlapping
for distinct query keywords. This leakage from the query pattern
has been used in recent attacks on range queries [13, 14, 17, 24, 28]
that are very efficient in recovering the approximate plaintext using
a number of queries only linear in the database size.
In this paper we present the analysis of a low-cost query smoothing algorithm that hides the frequency information in the query
pattern. We intersperse fake queries with real queries in order to
hide the query pattern – a technique often casually proposed as a
countermeasure without formal evaluation. We define a security
notion we call 𝑑-smooth query pattern where at least 𝑑 queries
have the same frequency. While this notion is weaker than the
security achieved by ORAM our analysis shows that we only need
a constant number of fake queries per real query independent of
the database size. Therefore, differently than ORAM, our method
can scale to very large data sets.
Furthermore, since when using our query smoothing algorithm
in combination with the above techniques neither the access nor
the query pattern leaks frequency information about the database,
we can thwart all recent attacks on encrypted range queries [13, 14,
17, 24, 28]. By interspersing cleverly chosen, fake queries we can
void a crucial assumption of these attacks rendering them entirely
unsuccessful. We describe our results in Section 6.

We implemented our method and a query takes only 1.7 ms on a
database of size 216 keywords whereas ORAM already takes 47 ms
on the same database. In summary our contributions are follows
• We define the notion of 𝑑-smooth query pattern.
• We present a query smoothing algorithm that achieves a
𝑑-smooth query pattern.
• In our theoretical analysis we show that our algorithm incurs a constant 𝑂 (1) overhead per query independent of the
database size.
• In our experimental evaluation we show that our algorithm
withstands a frequency analysis attack and its practical overhead is small compared to ORAM.
• We apply our technique to secure range queries and show
that it is capable of preventing all known attacks.
The remainder of the paper is structured as follows. We describe
related work, in particular leakage-abuse attacks, in Section 2. Then
we describe how the query pattern leaks information and can be
used to perform attacks in Section 3. In Section 4 we present our
query smoothing algorithm and its theoretical evaluation. We summarize our practical evaluation including security and performance
analysis compared to ORAM in Section 5. In Section 6 we apply
our query smoothing algorithm to attacks on range queries before
we present our conclusions of the research in Section 7.
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RELATED WORK

Data protection by encryption raises the problem of developing
efficient techniques for supporting queries over encrypted data.
A number of different base technologies for encrypted query processing have been proposed: homomorphic encryption, oblivious
RAMs (ORAM) [12, 44], secure multi-party encryption, searchable
and structured encryption, deterministic encryption and orderpreserving encryption (OPE). These techniques can be broadly
classified into techniques that have leakage to a snapshot adversary
(deterministic and order-preserving encryption), only to a persistent adversary (searchable encryption) and no leakage. Systems
based on secure search algorithms on fully homomorphic encryption [3] with full security and secure multi-party computation with
no leakage [4], still incur a significant overhead rendering them
mostly impractical. Systems with leakage to a snapshot adversary
[18, 40] are broken very easily [16, 35]. Also, systems with leakage
only to a persistent adversary can be broken [5, 22] which has again
been shown to be easy in case of range queries [13, 14, 17, 24, 28].
Particularly, the attacks on range queries put into question whether
efficient search over encrypted data, i.e. with a little leakage, can be
securely implemented. The most effective attack for plaintext recovery is frequency analysis [29] and techniques to hide the frequency
leaked from the access pattern [22, 23, 25] and the ciphertexts
[26, 27, 30] have been developed. However, despite numerous attempts at creating secure and efficient queries over encrypted data
none of the proposed methods is secure against leakage from the
query pattern which we address in this paper.
De Capitani di Vimercati et al. [8] introduce an access hiding technique based on a shuffle index structure, which adopts a distributed
𝐵 + tree. Their scheme hides user queries by fake ones, a cache and
shuffles the content among blocks stored at the server. However,

their security and overhead analysis does not show concrete tradeoffs that compare to our work or ORAM, e.g. they uniformly choose
a user-defined number of non-overlapping fake queries which without shuffling does not prevent frequency leakage from the queries.
Whereas we provably limit the disclosure of frequency information
using only fake queries and a cache.
We briefly review the most important attacks on searchable
encryption. The first inference attack on searchable encryption
[22] successfully exploits access pattern leakage and uses prior
knowledge about the frequency of keyword pairs and search queries
to recover all of the plaintext of the encrypted database. Later Cash
et al. [5] improved the accuracy of this plaintext recovery attack
based on additional knowledge of the query distribution when the
search space becomes large. Liu et al. [32] investigated the leakage
of searchable encryption schemes from the query pattern that helps
an adversary to distinguish two queries generated from the same
keyword and showed that it can be used to recover the plaintext of
all queries and hence the database. They propose a countermeasure
called grouping-based construction to make the query result as
uniform as possible by querying all keywords in a group once a
keyword is queried whereas we query each keyword in a group
the same number of times. Furthermore, their approach is ad-hoc
i.e. it comes without a formal security guarantee. The first query
identification attack proposed by Oya et al. [36] that exploits access
and search pattern leakage, as well as some background information
and query distribution to uncover the underlying keywords of user
queries. Their attack follows a maximum likelihood estimations
approach to find the most likely keyword of each received query.
Further active attacks on searchable encryption have been proposed
[15, 47], but are out of scope of this paper.
Recent works [13, 14, 17, 24, 28] presented generic attacks of data
recovery against encryption schemes that support range queries,
including ORAM. As demonstrated by Kellaris et al. [24] full data
recovery is possible in the case where the distribution of range
queries is known. This generic attack results in a complete reconstruction of the exact values of every record in a database. The
authors use two sources of leakage: access pattern and communication volume. We describe this attack in detail and show how
to counter it in Section 6. Note that our scheme still leaks both
the access pattern and the result volume. However, this leakage
is uncritical and useless for the attacks when combined with our
techniques using fake queries, since order reconstruction becomes
infeasible.
More recently, Lacharite et al. [28] improved the lower bounds
for the number of queries required for the full reconstruction of
database values. Using the same setting for full reconstruction as
[24], the authors showed that for dense databases the expected
number of queries is only 𝑁 log 𝑁 + O (𝑁 ), where 𝑁 is the number
of distinct plaintext values. They devised three attacks: (i) full reconstruction with rank information and using only access pattern
leakage similar to the one proposed in [24], (ii) approximate reconstruction attack for recovering the plaintext of every record up to a
marginal error with only O (𝑁 ) queries, and (iii) reconstruction attack to recover the plaintext without making any assumption about
the distribution of those values that is practical in many real-life
applications. Grubbs et al. [14] show that plaintext recovery attacks
are feasible on range queries with only precise volume leakage,

i.e. no query or access pattern leakage. Note that ORAM also leaks
this precise volume information of results sets and is hence susceptible to this type of attack. Grubbs et al. [13] generalize the generic
attack from [24] and show that using algorithms from PAC learning
even more efficient approximate attacks are feasible. Gui et al. [17]
show attacks that still work when query ranges have limited size.
All of these attacks [13, 14, 17, 28] rely on the same assumption
and the same reconstructed order leakage as the attack by Kellaris
et al. [24] for which we provide a countermeasure, i.e. preventing
order reconstruction, and hence our countermeasure presented in
Section 6 is also successful against those including those using only
volume leakage.

3

PROBLEM STATEMENT

We consider a database with one client 𝐶 and one server 𝑆, possibly
remotely placed into the cloud. This setup can be generalized to
multiple clients, but this is out of scope of this paper. The server 𝑆
maintains a database 𝐷 which is searchable over a single attribute
𝐴. We begin with keyword (point) queries and later extend that
to range queries in Section 6. The attribute 𝐴 is populated with
keyword values 𝑎 1, . . . , 𝑎𝑚 . We assume that frequency smoothing
has already been applied to the attribute, that is the underlying
keyword values distribution is uniform, and that each keyword
is returning a result of fixed size, i.e. the size of the database is
𝑂 (poly(𝑚)). Better techniques exist in the literature [22, 23], but
these are orthogonal to the contribution of our paper. A query over
𝐷 is a search keyword 𝑞, and returns the database row 𝑡 such that
the attribute value 𝑡 .𝐴 is equal to 𝑞. Thus, a set of queries over 𝐷
can be represented by the set of its corresponding keywords, that
is 𝑄 = {𝑞 1, . . . , 𝑞𝑛 }. In accordance with the literature, all our sets
have bag semantics, i.e. elements can be repeated.
Since the data is outsourced the client may want to encrypt
its data. This can be implemented in the semi-honest model using searchable encryption, e.g. [7, 19]. In searchable encryption
the client encrypts its data and builds an encrypted index that is
outsourced to the server. The server learns no information from
the encrypted index, but is trusted to perform queries over the
index. To do so the client encrypts its search keyword to a query
token and sends it to the server. The server can match the token
to the encrypted index and return all ciphertexts whose plaintext
matches the search keyword in the query token. Formal definitions
of searchable encryption are available in the literature [7]. Since
we assume that the keyword frequency has been smoothed, the
access pattern does not leak frequency information, i.e. each query
has the same result set size. Nevertheless, query pattern leakage
remains and the problem is that the server controlled by an adversary can compute the following, very simple query frequency attack.
Note that this attack is feasible even if the query is probabilistically
encrypted, since the frequency-smoothed observed access pattern
still leaks the query pattern in a somewhat static database, because
the access pattern is overlapping for identical query keywords, but
non-overlapping for distinct query keywords. We will present in
Section 4 a query smoothing algorithm that can be combined with
searchable encryption to prevent this and other attacks.
Adversarial Model. We consider an adversarial model in which a
honest-but-curious adversary controls the server and observes the

queries from the client leaking the access and query patterns. The
adversary has only prior knowledge about the query and keyword
distribution, but no other background information, e.g. temporal
relations or partial plaintext knowledge. The adversary’s goal is to
recover the plaintexts of the database and query keywords.
Query Frequency Attack. We describe a frequency analysis attack
that exploits the query pattern leakage. We determine the adversary’s success of correctly recovering keywords. Assume that the
adversary has access to a set of queries 𝑄 𝐵 = {𝑞 1, . . . , 𝑞𝑛 } over 𝐷,
referred to as background knowledge. Furthermore, we assume that
′
′
the adversary observes another set of queries 𝑄𝑂 = {𝑞 1, . . . , 𝑞𝑙 }
over 𝐷, issued from the client. Note that 𝑛 is not necessarily equal to
𝑙 and the frequency of keywords in each query set follows the Zipf
distribution [39, 43, 45]. Given the background 𝑄 𝐵 and observed
query set 𝑄𝑂 , the adversary constructs a frequency table from each
query set by sorting the keywords in non-increasing order of frequency. That is, the keyword with highest frequency corresponds
to rank 1, the keyword with the second largest frequency corresponds to rank 2, and so on. We denote by 𝑇𝐵 and 𝑇𝑂 the frequency
tables of 𝑄 𝐵 and 𝑄𝑂 respectively, each consisting of pairs of the
form (𝑎 1, 𝑓𝑎1 ), . . . , (𝑎𝑚 , 𝑓𝑎𝑚 ). In 𝑇𝐵 , 𝑎𝑖 is a keyword and in 𝑇𝑂 , 𝑎𝑖 is
a query token. 𝑓𝑎𝑖 is the number of times that a keyword or token
𝑎𝑖 appears in the corresponding set. Finally, the attack works by
outputting a guessed keyword 𝑎𝑖 ∈ 𝑇𝐵 for the observed query token
related to the keyword performed by the client 𝑎𝑖 ∈ 𝑇𝑂 at the same
rank. Since the background knowledge is imprecise, we report two
measures of accuracy for this attack. First, we compute rank distance between equal keywords in 𝑇𝐵 and 𝑇𝑂 : denote by 𝑟𝑎𝑖 (𝑇𝐵 ) the
rank of keyword 𝑎𝑖 in 𝑇𝐵 , the adversary observes the corresponding
rank 𝑟𝑎𝑖 (𝑇𝑂 ) of the same keyword from 𝑇𝑂 and we compute the
absolute difference of the two ranks as 𝑑𝑎𝑖 = 𝑟𝑎𝑖 (𝑇𝐵 ) − 𝑟𝑎𝑖 (𝑇𝑂 ) . In
consequence, we define the average rank distance over 𝑚 keywords
as:
Í𝑚
𝑑 𝑎𝑖
𝑑𝑎𝑣𝑔 (𝑇𝐵 ,𝑇𝑂 ) = 𝑖=1
𝑚
When the difference of the two ranks 𝑑𝑎𝑖 = 0, we have a correct
guess for keyword 𝑎𝑖 . The larger the average distance, the worse
the guess of the adversary. Second, we report the number of correct
guesses.
Query Frequency Attack: Experimental Results. To show the feasibility of the query frequency attack against different observed query
sets in practice, we performed an experiment as shown in Figure 1.
We chose 5 different sizes of observed query sets 106 ≤ |𝑄𝑂 | ≤ 107
and a background knowledge query set of size |𝑄 𝐵 | = 107 , which
both are drawn from a Zipf distribution with exponent 𝑠 = 1.001
over 𝑚 = 16384 number of keywords. The average rank distance decreases significantly when the size of 𝑄𝑂 increases: for |𝑄𝑂 | = 106 ,
the average distance is 𝑑𝑎𝑣𝑔 (𝑄 𝐵 , 𝑄𝑂 ) = 1557 that is much higher
than 𝑑𝑎𝑣𝑔 (𝑄 𝐵 , 𝑄𝑂 ) = 804 when |𝑄𝑂 | = |𝑄 𝐵 |. Furthermore, it can be
observed that the adversary achieves more correct guesses, i.e., keywords where the rank difference is 0, when a large set of user queries
is leaked (red points in Figure 1). For a small query set |𝑄𝑂 | = 106 ,
the number of correct guesses is 76 that is less than the number
of correct guesses 134 with a large query set |𝑄𝑂 | = |𝑄 𝐵 | = 107 .
This is due to the fact that when the size of user’s leaked queries
increases, the observed frequencies of keywords become closer to

the frequencies in the background query set. As a result, the attack
success rate grows with the number of observed user queries by
the adversary, i.e. there is little protection against a long-lasting,
persistent adversary.

query frequencies. He will always have a set of 𝑑 queries he cannot distinguish based on frequency making any analysis attempt
approximate.

4.2

Figure 1: The blue line depicts the average distance between
guesses and the true rank over all elements for different
sizes of observed sets and a fixed-size background set (|𝑄 𝐵 | =
107 ). The red points depict the number of keywords that
have been guessed correctly by the adversary controlling the
server, averaged over 10 runs.

4 SECURE QUERY PATTERN
4.1 Security Objective
In order to prevent the query frequency attack and similar attacks
exploiting frequency information we need to hide the frequency
distribution of queries. We define the notion of a 𝑑-smooth query
pattern.
Definition 1. Let 𝑑 > 1 be a positive constant. We say that a
sequence 𝑄 of queries is 𝑑-smooth, if for all keywords that belong to
an attribute set 𝐴 there exist a set 𝐴 ′ ⊆ 𝐴, such that,
∀𝑎𝑖 , 𝑎 𝑗 ∈ 𝐴 ′ |{𝑎𝑖 } ∩ 𝑄 | = |{𝑎 𝑗 } ∩ 𝑄 | ∧ |𝐴 ′ | ≥ 𝑑
Note that our definition ensures the query frequency of at least
𝑑 keywords is the same and hence thwarts query frequency analysis attacks. In this aspect the of a 𝑑-smooth query sequence is
similar to 𝑘-anonymity [42] that ensures that 𝑘 database tuples
are indistinguishable in their quasi-identifying attributes. However,
attacks on 𝑘-anonymity, e.g. background attacks [33], do not apply
to 𝑑-smooth query sequences, since there is no plaintext sensitive
attribute associated with the smooth attribute. An adversary controlling the server can only obtain approximate information about

Approach

In our protection algorithm we assume that the query pattern is
Zipf-distributed [41]. This is a distribution commonly found in realworld query sets [39, 43, 45]. In a Zipf distribution the occurrence of
the 𝑖-th most frequent event occurs proportional to 1𝑖 . Let 𝑎˜1, . . . , 𝑎˜𝑚
be the observed keywords sorted according to their query frequency
distribution. Then
𝑛
|𝑄 ∩ {𝑎˜𝑖 }| =
𝑖𝐻𝑚
Í 1
where 𝐻𝑚 = 𝑚
𝑖=1 𝑖 denotes the 𝑚-th harmonic number. Suppose
the space of keywords is divided into 𝑘 sections. The first section has
size 𝑑 and contains the most frequent keywords 𝑎˜1, . . . , 𝑎˜𝑑 . The second section has size 2𝑑 and contains the keywords 𝑎˜𝑑+1, . . . , 𝑎˜3𝑑+1 .
The third section has size 4𝑑, the fourth 8𝑑 and so forth. We create a
local cache of keywords on the client. The size of the cache will be
kept small (O (1)) and the cache will be queried by the client before
issuing a query to the server. Nevertheless, even in case an element
is in the cache the client may issue a query to the server to smooth
the query pattern (see details in Section 4.4 and Algorithm 1). The
cache is pre-loaded and the 𝑖𝑐𝑎𝑐ℎ𝑒 most frequent keywords in each
section are stored in this cache. Let 𝑓 𝑗 be the number of queries of
the first keyword in section 𝑗 not in the cache. Each keyword in
the cache will be queried 𝑓 𝑗 times from the server and else be read
from the cache. Each keyword in section 𝑗 not in the cache will be
padded to 𝑓 𝑗 queries by using fake queries. Hence, we select fake
queries according to the following distribution
max(0, 𝑓 𝑗 − |𝑄 ∩ {𝑎˜𝑖 }|)
max(0, 𝑓 𝑗 − |𝑄 ∩ {𝑎˜𝑖 }|)
𝑃𝑟 [𝑎˜𝑖 ] = Í𝑚
=
˜
N
max(0,
𝑓
−
|𝑄
∩
{
𝑎
}|)
𝑗
𝑖
𝑖=1
where 𝑃𝑟 [𝑎˜𝑖 ] is the probability of generating a fake query for keyword 𝑎𝑖 located in section 𝑗 and N is the total number of fake
queries. The resulting query distribution looks as in Figure 2.
Note that the exponentially increasing section sizes ensure that
at least half of the keywords will have the same query frequency
after smoothing, even for very small 𝑑. In consequence, while high
frequency queries are protected in a set of size at least 𝑑, low frequency queries are protected in a much larger set. Islam et al. [22]
note in their attack that low frequency keywords carry the most
information to distinguish plaintexts using only the query and access pattern. Furthermore, we show experimentally in Section 5
that reasonably large values of 𝑑 are practically feasible.
In our query smoothing algorithm we assume that the querier
has knowledge of the query distribution and that the query distribution is static over a fixed period of 𝑛 queries. These are common
assumptions in data management, e.g. also made in [11, 37]. The
querier can collect the query distribution over a period of time and
then use this distribution as background knowledge for protection
in the subsequent period while collecting a new query distribution
in this period. As long as the distributions from two consecutive periods are somewhat similar, our scheme provides good performance
and reasonable protection.

Let N𝑗 be the total number of fake queries for section 𝑗. N𝑗 is given
by
+1 −1)𝑑
(2 𝑗 ∑︁
𝑛
N𝑗 =
(𝑓 𝑗 −
)
𝑖𝐻
𝑚
𝑖=(2 𝑗 −1)𝑑+𝑖𝑐𝑎𝑐ℎ𝑒


= 2 𝑗 𝑑 − 𝑖𝑐𝑎𝑐ℎ𝑒 + 1 𝑓 𝑗
 𝑛

−
(𝐻 (2 𝑗 +1 −1)𝑑 − 𝐻 (2 𝑗 −1)𝑑+𝑖𝑐𝑎𝑐ℎ𝑒 −1 ) .
𝐻𝑚
Thus, we can write the total number N of fake queries for 𝑘 sections
𝑘−1
∑︁

N=

h

(2 𝑗 𝑑 − 𝑖𝑐𝑎𝑐ℎ𝑒 + 1)𝑓 𝑗

𝑗=0

 𝑛
i
(𝐻 (2 𝑗 +1 −1)𝑑 − 𝐻 (2 𝑗 −1)𝑑+𝑖𝑐𝑎𝑐ℎ𝑒 −1 )
𝐻𝑚
𝑘−1
𝑘−1
∑︁
∑︁
=𝑑
2 𝑗 𝑓 𝑗 − (𝑖𝑐𝑎𝑐ℎ𝑒 − 1)
𝑓𝑗

−

𝑗=0

Figure 2: Sample query distribution with three sections resulting from our query smoothing algorithm.

4.3

Theoretical Analysis of the Overhead

(1)

𝑗=0

𝑘−1
∑︁

𝑛
(𝐻 𝑗 +1
− 𝐻 (2 𝑗 −1)𝑑+𝑖𝑐𝑎𝑐ℎ𝑒 −1 ).
𝐻𝑚 𝑗=0 (2 −1)𝑑

−

If we only focus on the first term of Eq. (1), the total number of fake
𝑘−1
Í 𝑗
queries is smaller than 𝑑
2 𝑓 𝑗 , where
𝑗=0

In this section we present a theoretical analysis of the number of
fake queries with regard to the cache size and security parameter. We prove that our algorithm has a constant overhead of fake
queries per real query and a constant cache size for a given security
parameter 𝑑.

𝑘−1
∑︁

2𝑗 𝑓𝑗 =

𝑘−1
∑︁

𝑗=0

𝑗=0

(2 𝑗

2𝑗 𝑛
− 1)𝑑 + 𝑖𝑐𝑎𝑐ℎ𝑒 )𝐻𝑚
(2)

𝑘−1
𝑛 ∑︁
2𝑗
.
=
+
𝑖𝑐𝑎𝑐ℎ𝑒 𝐻𝑚 𝐻𝑚 𝑗=1 (2 𝑗 − 1)𝑑 + 𝑖𝑐𝑎𝑐ℎ𝑒 )

𝑛

Theorem 1. For a security parameter 𝑑 in a 𝑑-smooth query pattern, the overhead (the number of fake queries per real query) and the
cache size is O (1), i.e. constant in the database size 𝑚.

We now investigate the summation in the second term of Eq. (2):
𝑘−1
∑︁
1
2𝑗
=
.
𝑗
(2
−
1)𝑑
+
𝑖
𝑑
+
(𝑖
− 𝑑) 21𝑗
𝑐𝑎𝑐ℎ𝑒
𝑐𝑎𝑐ℎ𝑒
𝑗=1
𝑗=1

𝑘−1
∑︁

Proof. Let 𝑚 be the number of keywords, 𝑖 be the index of a
keyword sorted in non-increasing order of frequency and suppose
that 𝑠 is the exponent value characterizing the Zipf distribution.
Then the frequency of the 𝑖-th keyword out of a population of 𝑚 is
defined as:
1
𝑓 (𝑖, 𝑠, 𝑚) = 𝑠
𝑖 𝐻𝑚
Now let 𝑄 be a set of real queries of size 𝑛 and let 𝑘 denote the
number of sections. Let 𝑑 be the security parameter, i.e. the size
of first section in our definition of a 𝑑-smooth query pattern. To
simplify our analysis in the following proof, we assume that 𝑠 = 1
and 𝑑 is a multiple of 2. Recall that 𝑖𝑐𝑎𝑐ℎ𝑒 is the index of the first
keyword that is not in the cache.
Following the above assumptions, for a given section 𝑗 = 0, 1, . . . , 𝑘−
1, we can define 𝑓 𝑗 as the frequency of the 𝑖𝑐𝑎𝑐ℎ𝑒 -th most frequent
keyword that is
𝑓𝑗 =

𝑛
((2 𝑗 − 1)𝑑 + 𝑖𝑐𝑎𝑐ℎ𝑒 )𝐻𝑚

𝑖𝑐𝑎𝑐ℎ𝑒 is then computed as
𝑖𝑐𝑎𝑐ℎ𝑒 =

𝑛
− (2 𝑗−1 − 1)𝑑
𝑓 𝑗 𝐻𝑚

(3)

The value of (𝑖𝑐𝑎𝑐ℎ𝑒 − 𝑑) 21𝑗 is negative, since 𝑖𝑐𝑎𝑐ℎ𝑒 < 𝑑. Thus
1
1
(𝑖𝑐𝑎𝑐ℎ𝑒 − 𝑑) 𝑗 ≥ (𝑖𝑐𝑎𝑐ℎ𝑒 − 𝑑) .
2
2
And therefore we can write Eq. 3 as
𝑘−1
∑︁

1
<

1
𝑗=1 𝑑 + (𝑖𝑐𝑎𝑐ℎ𝑒 − 𝑑) 2 𝑗

2(𝑘 − 1)
.
𝑖𝑐𝑎𝑐ℎ𝑒 + 𝑑

Note that since 𝑖𝑐𝑎𝑐ℎ𝑒 > 0
𝑘−1
∑︁

1

𝑗=1

𝑑 + (𝑖𝑐𝑎𝑐ℎ𝑒 − 𝑑) 21𝑗

< 2(𝑘 − 1)𝑑 < 2𝑘𝑑.

Thus
𝑛
2𝑘𝑛
+
)
𝐻𝑚 𝑖𝑐𝑎𝑐ℎ𝑒 𝑑𝐻𝑚
Consequently, the number of fake queries per real query is
N <𝑑

N
𝑑
2𝑘
<
+
𝑛
𝐻𝑚 𝑖𝑐𝑎𝑐ℎ𝑒 𝐻𝑚
We set the number of fake queries per real query equal to the total
cache size, since we aim for constant number and size for both. I.e.,

if we obtain a constant bound on one, we have a constant bound
on the other. Then we have
𝑑
2𝑘
+
= 𝑘𝑖𝑐𝑎𝑐ℎ𝑒 .
(4)
𝐻𝑚 𝑖𝑐𝑎𝑐ℎ𝑒 𝐻𝑚
Turning Eq. 4 into a quadratic equation of 𝑖𝑐𝑎𝑐ℎ𝑒 , we have
𝑑
2
2
𝑖
−
= 0.
(5)
𝑖𝑐𝑎𝑐ℎ𝑒
−
𝐻𝑚 𝑐𝑎𝑐ℎ𝑒 𝑘𝐻𝑚
Finally, solving Eq. 5 yields the desired 𝑖𝑐𝑎𝑐ℎ𝑒 :
√︄
√︄
𝑑
1
1
𝑑 ª
©
+
𝑖𝑐𝑎𝑐ℎ𝑒 =
+
= O
®
2
𝐻𝑚
𝑘𝐻𝑚
𝑘𝐻𝑚
𝐻𝑚
«
¬
The number of fake queries per real query and the total cache
size is hence
√︄
N
𝑑𝑘
= 𝑘𝑖𝑐𝑎𝑐ℎ𝑒 = O (
)
𝑛
𝐻𝑚
If we choose 𝑑 = O (1) constant, then 𝑘 = O (log 𝑚) is logarithmic
in the database size and since 𝐻𝑚 = Θ(log 𝑛), the total cache size is
also O (1) constant and the number of fake queries per real query
N , i.e. the overhead of our scheme, is O (1) constant.
𝑛
𝑑 = O (1) =⇒

N
= 𝑘𝑖𝑐𝑎𝑐ℎ𝑒 = O (1)
𝑛

1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

function Query(𝑞)
/* 𝑊 = {𝑎 1 , . . . , 𝑎𝑚 } is a set of available keywords */
/* 𝑓 : 𝑊 → N is the observed, real keyword frequency */
/* 𝑎˜𝑖 ∈ 𝑊 */
/* 𝑖 < 𝑖 ′ =⇒ 𝑓 (𝑎˜𝑖 ) ≥ 𝑓 (𝑎˜𝑖 ′ ) */
/* 𝑓 𝑗 is the target frequency of a keyword in section 𝑗 */
/* N is the total number of fake queries */
/* 𝑑 is the security parameter */
/* 𝐶 is a map used as the cache */
/* 𝜋 is a random permutation function */
/* 𝑆 is a multi-set of queries over 𝑊 */
/* 𝑞 ∈ 𝑊 */
𝑆←∅
if 𝑞 ∈ 𝐶 then
Lookup 𝑖 , such that 𝑎˜𝑖 = 𝑞
𝑗 ← ⌊log 𝑑𝑖 ⌋
Lookup 𝑓 𝑗 , 𝑓 (𝑎˜𝑖 )
𝑓𝑗

18:
19:
20:
21:
22:
23:
24:
25:
26:

Flip coin 𝛾 1 with 𝑃𝑟 [𝛾 1 = 1] = 𝑓 (𝑞)
if 𝛾 1 = 1 then

𝑆 ← 𝑆 ∪ {𝑞 }
else

𝑆 ← 𝑆 ∪ {𝑞 }
N
Flip coin 𝛾 2 with 𝑃𝑟 [𝛾 2 = 1] = N
𝑛 − ⌊𝑛 ⌋
if 𝛾 2 = 0 then
𝑆 ← 𝑆 ∪ {𝑑𝑢𝑚𝑚𝑦 }
while |𝑆 | < N
𝑛 + 1 do
$

□
𝑘𝑖𝑐𝑎𝑐ℎ𝑒 = O (1) implies that while the number 𝑘 of section increases, the cache size per section decreases, but their sum stays
constant. In our allocation strategy of caches, this means that the
higher numbered section may not even have a cache.

4.4

Algorithm 1 Fake Query Generation

27:
28:
29:

Uniformly choose 𝑖 ← [1, 𝑚]

30:
31:
32:
33:
34:

Flip coin 𝛾 3 with 𝑃𝑟 [𝛾 3 = 1] =

𝑗 ← ⌊log 𝑑𝑖 ⌋
Lookup 𝑓 𝑗 , 𝑓 (𝑎˜𝑖 )
max(0,𝑓 𝑗 −𝑓 (𝑎˜ 𝑖 ) )
N/𝑚

if 𝛾 3 = 1 then

𝑆 ← 𝑆 ∪ {𝑎˜𝑖 }
𝑆 ← 𝜋 (𝑆 \ {𝑑𝑢𝑚𝑚𝑦 })
Send result query 𝑆 to server, each query at a time

Algorithm

The final query smoothing algorithm is presented in Algorithm
N + 1 = O (1) queries and permutes them before
1. It chooses N+𝑛
sending them to the server. Note that the expected probability of
the coin flip 𝛾 3 in line 30 is constant.
N
O (1)
=
𝐸 [𝑃𝑟 [𝛾 3 = 1]] =
N + 𝑛 O (1) + 1
Hence the while loop from lines 26–32 is expected to terminate in
a constant number of rounds and the expected runtime complexity
of Algorithm 1 is O (1).

5 IMPLEMENTATION
5.1 Security Evaluation
In Section 3, we presented a query frequency analysis attack that
used background information about the query distribution. Given
this auxiliary information, we showed experimentally that an adversary controlling the server is able to infer query keywords leaked
by the query frequency with high accuracy.
In this section, we investigate the effectiveness of our query
smoothing algorithm as a countermeasure to defeat this attack.
Note that the query frequency analysis is the most simple, yet
most effective attack exploiting the frequency leakage of the query
pattern. Hence we conjecture that preventing this attack implies
preventing other attacks that exploiting the same leakage. Since
our query smoothing algorithm transforms the observed query
distribution to a uniform distribution by interspersing each real

query with a number of fake queries, the adversary will not observe
the true frequency of real queries. Thus, the observed frequency of
each keyword is distorted in the attack and indistinguishable from
at least 𝑑 − 1 other keywords. Hence frequency analysis – the most
effective attack method [29] – has limited accuracy and is limited
to a guess among the at least 𝑑 keywords.
To validate that our query smoothing algorithm protects against
leakage-abuse attacks we ran the query frequency attack from
Section 3 again and obtained the results depicted in Figure 3. As
before we assume that the adversary has a background query set
|𝑄 𝐵 | = 107 that is drawn from a Zipf distribution with specified exponent 𝑠 = 1.001 over 𝑚 = 16384. We again choose 5 observed query
sets with 106 ≤ |𝑄𝑂 | ≤ 107 real queries. Then for each 𝑄𝑂 , we
intersperse fake queries using our smoothing algorithm for sections
𝑘 = 1, . . . , 4. This increases the size of each observed query set to
′
′
𝑄𝑂 such that |𝑄𝑂 | ≫ |𝑄𝑂 |. Finally, we computed average rank dis′
tance 𝑑𝑎𝑣𝑔 (𝑄𝑂 , 𝑄 𝐵 ) as defined in Section 3. We can see from Figure
3 that our query smoothing algorithm achieves a protection level
that withstands the query frequency attack. The average distance is
always higher and does not decrease with an increasing observed
query set size. Furthermore, the number of correct guesses by the
′
adversary is very small. When |𝑄𝑂 | = 106 , 𝑑𝑎𝑣𝑔 (𝑄 𝐵 , 𝑄𝑂 ) = 5450
with 𝑘 = 1 and the number of correct guesses is only 2. Similar
numbers can be observed for a large query set |𝑄 𝐵 | = |𝑄𝑂 | = 107
with the same number of sections. Obviously, when 𝑘 increases the

average distance decreases in Figure 3. For example, with 𝑘 = 4
′
and |𝑄𝑂 | = 107 , the average distance 𝑑𝑎𝑣𝑔 (𝑄 𝐵 , 𝑄𝑂 ) = 2093, and
the number of correct guesses is 4, yet that is still not a significant
advantage for the adversary compared to 134 correct guesses and
𝑑𝑎𝑣𝑔 (𝑄 𝐵 , 𝑄𝑂 ) = 804 without our query smoothing algorithm. Thus,
our results underpin the effectiveness of our protection model to
thwart the query frequency analysis attack.

Figure 3: The average distance between guesses and true keyword ranks over different observed query set sizes (106 ≤
|𝑄𝑂 | ≤ 107 ) and a fixed-size background set (𝑄 𝐵 = 107 )
with our query smoothing algorithm employed. Different
lines depict different numbers of sections: 𝑘 = 1 to 𝑘 = 4.
The colored symbols represent the number of keywords that
have been guessed correctly by the adversary controlling the
server, averaged over 10 runs.

5.2

Performance Evaluation

We experimentally measured the performance of a searchable encryption scheme protected by our query smoothing algorithm in
comparison to an ORAM implementation. We next describe our parameter choices and show how our scheme scales for large database
sizes when compared to an ORAM-based solution.
Setup. Two experimental results are compared: a dynamic symmetric searchable encryption (𝐷𝑆𝑆𝐸) scheme by Cash et al. [6]
protected by our fake query generation algorithm and a simple
search over ORAM by Stefanov [44]. We use the same libraries
(implementation) also used in related work comparing the same
cryptographic schemes [10, 21]. We evaluated the performance
of both approaches on a 64-bit Ubuntu machine with AMD phenom(tm) II X4 955 Processor and 8GB RAM. Moreover, we used a
block size 𝐵 = 4096 bits and security parameter of 128 bits.

DSSE. We used the Java implementation of the most efficient
𝐷𝑆𝑆𝐸 algorithm namely Π2𝐿𝑒𝑣 that is available in the Clusion library [2] running over MongoDB for comparable results. We used
10 documents of keywords drawn uniformly such that each keyword appears at least in one document. In this experiment, we
measured the total wall clock time required by the server to retrieve the document identifiers associated with a set of keyword
queries including both – real and fake ones.
PathORAM. We performed our ORAM-based experiment by
choosing the C++ implementation of PathORAM, available in SEALORAM library [1]. The difference in programming languages between 𝐷𝑆𝑆𝐸 and PathORAM should improve the relative performance of ORAM. We measured the computation time necessary to
retrieve the blocks for each query containing only the real queries.
We used the simplest form of query where we queried 𝑖 for keyword
𝑎𝑖 . Note that in any practical searchable encryption scheme, one
would first have to query an index which can potentially increase
the overhead even superlinearly [34]. We set 𝑍 = 4, which gives
the number of blocks for each bucket on the server.
The results on query performance for varying database sizes
210 ≤ 𝑚 ≤ 216 are depicted in Figure 4. For a set of 𝑛 = 106
real queries, we observed that the PathORAM search time grows
when the size of database increases as expected. While the time for
searchable encryption is constant using Π 2𝐿𝑒𝑣 with a set of queries
containing 106 real queries and a variable number of fake queries.
Note that the number of fake queries varies depending on the size
of database and the number of sections. For Π2𝐿𝑒𝑣 , we computed
the search time of sections 1 to 4 for 210 ≤ 𝑚 ≤ 216 , respectively,
i.e. using a constant overhead as computed in Section 4.3. For 𝑚 =
65536 and 𝑘 = 7 the Π 2𝐿𝑒𝑣 on a query set takes 1710 seconds
while PathORAM takes 46970 seconds using the same database
size. As a result, in practice our Π2𝐿𝑒𝑣 using real and fake queries
achieves up to 27× improvement in performance compared to the
most simple PathORAM construction while still hiding the query
pattern. In conclusion, we can confirm that the performance of
our query smoothing algorithm in combination with Π 2𝐿𝑒𝑣 has a
constant overhead as we proved in Section 4.3, while ORAM has at
least a logarithmic overhead in the database size. Furthermore, the
practical performance of our approach is much better than that of
ORAM.

5.3

Overhead Evaluation

In our analysis in Section 4.3 we proved that the number of fake
queries per real query is constant for a given security parameter 𝑑.
Here, we present an experiment to show that this fact can also be
observed in practice for different, large database sizes. We examined
the ratio of total fake queries over real queries for different database
sizes and different, but constant security parameters 𝑑. We chose
the parameters sets 217 ≤ 𝑚 ≤ 219 , 𝑛 = 107 real queries, and
𝑑 ∈ {256, 512}. The reported results are averaged over 100 runs
and shown in Figure 5. We set the initial database size to 𝑚 = 217
and then observe the total number of fake queries over the total
number of real queries doubling 𝑚 and increasing the number of
sections 𝑘 by 1 at the same time. The red and blue lines correspond
to 𝑑 = 256 and 𝑑 = 512, respectively. The first point 𝑚 = 217 on
the blue line depicts the ratio N
𝑛 for 𝑘 = 8 sections, while the

Figure 4: The red line with squares depicts the search time
of our query smoothing algorithm with security parameter
𝑑 = 512 combined with Π2𝐿𝑒𝑣 to retrieve document identifiers
(for 𝑛 = 106 real queries). The number of sections starts at 𝑘 =
1 and increments as the database size doubles. The blue line
depicts the time needed for PathORAM to retrieve blocks for
a set of 𝑛 = 106 real queries.

Figure 5: The ratio of total number of fake queries over
𝑛 = 107 real queries with security parameters 𝑑 = {256, 512},
averaged over 100 runs.

corresponding point on the red line has 𝑘 = 9. We observe the line
slowly approaching a constant overhead of N
𝑛 for both security
parameters. Indeed for 𝑚 = 218 , the ratio N
=
13.80
and for 𝑚 = 219
𝑛
the ratio is 12.60. As a result, we can confirm that N
𝑛 is constant
independent of database size. To better understand the behavior
of our query smoothing algorithm, we performed an experiment
with different sections, 𝑘 = 1, . . . , 7, while setting the number of
real queries to 107 , and the database size to 210 ≤ 𝑚 ≤ 215 . The
goal is to analyze the ratio N
𝑛 as we increase the database size 𝑚
for a given number of sections 𝑘. Clearly, when 𝑘 increases the
ratio N
𝑛 decreases in Figure 6. When 𝑚 increases and 𝑘 is fixed, the
N
ratio 𝑛 increases with a decreasing derivative, i.e. the increase is
lower for larger database size. This suggests that one can maintain
large security parameters 𝑑 even for large database sizes 𝑚.

6

RANGE QUERIES

We now turn from keyword queries to range queries. Our 𝑑-smooth
query scheme can be implemented with range-searchable encryption scheme that does not have static leakage, e.g. [9, 20, 46]. Instead,
of 𝑚 possible queries there are now 𝑂 (𝑚 2 ) possible queries. However, this information may be stored in a compressed form. For
example, one distribution may characterize the starting point of
a query and another, independent distribution the length of the
range query. The database still contains 𝑚 elements, each of which
returns a fixed-size result when queried.

Figure 6: The ratio of total number of fake queries over 𝑛 =
107 real queries for different numbers of sections 𝑘 = 1, . . . , 7,
averaged over 35 runs.

It has been observed that the leakage from range queries is more
detrimental than that from keyword queries. Recent attacks on
encrypted range queries [13, 14, 17, 24, 28] demonstrate that even
with a few, i.e. linear in the database size, range queries one can

reasonably reliably reconstruct large parts of the database plaintext.
These results put into question the feasibility of efficient, secure
range queries over encrypted data. Hence, it is important to devise
protection techniques for secure range queries.

6.1

Overview of Attacks

First, we briefly review the generic attack [24] which served as a
blueprint for all subsequent attacks that improve its efficiency. At a
high level, this generic attack operates as follows: For a database
of 𝑛 records, each with a unique keyword drawn from a larger
range 𝑅 = [1, . . . , 𝑁 ] (𝑁 > 𝑛), the scheme retrieves the order
of records by sampling enough queries drawn from a uniform
distribution, i.e. independent of the keyword distribution. Its first
step is to determine a guess for the minimal (or maximal) position
of a record, i.e., a position with value 1 or 𝑁 . Once this position
is identified as the keyword least frequently queried, we assume
that it corresponds to value 1, i.e. the algorithm takes the order 𝐼 1
to be the symmetric difference of all sets. Given 𝐼 1 , it determines
𝐼 2 by searching the query results for the smallest proper superset
of 𝐼 1 . Similarly, position 𝐼 𝑗 can be determined by searching the
query results for the smallest proper smallest proper subset of
𝐼 1, . . . , 𝐼 𝑗−1 . Thus, based on a simple analysis on Chernoff bounds
[24], the author showed that after observing the required number
of 𝑁 4 queries, where 𝑁 is the domain size, their attack successfully
recovers the plaintexts of the entire database. This requires only
O (𝑛 2 ) number of queries for dense databases.
A crucial assumption in this attack is that the each range query
[𝑎, 𝑏] is drawn from the set of queries where 𝑎 ≤ 𝑏. In reverse,
it assumes that a range [𝑎, 𝑏] where 𝑎 > 𝑏 is never queried. This
assumption has dire consequences on the security of any rangesearchable scheme with access pattern leakage. In particular, if
the endpoints of the query are drawn uniformly or from a Zipf
distribution, elements near the middle of the order over the domain
are much more likely to be queried than elements near the ends
of the order. This implies that the frequency of access is directly
proportional to the rank of the element and that the rank of an
element can be derived from its access frequency. Knowledge of
this distribution is exploited by all attacks on range queries [13, 14,
17, 24, 28]. The attack above uses it to reconstruct the first or last
element in the order.
In this paper we do not question the validity of this assumption
in practice, albeit it is not guaranteed, but show that even if it is
true, one can deploy successful countermeasures.

6.2

Fake Queries as a Countermeasure

We now show how to protect against the order leakage from overlapping range queries. We again assume that the querier has knowledge of its own query distribution as also assumed in many works
in data management, e.g. [11, 37]. This distribution does not contain
any queries [𝑎, 𝑏] where 𝑎 > 𝑏, but it contains a frequency for all
queries 𝑎 ≤ 𝑏. Note that in order to smooth the query distribution
it is necessary that all ranges, including those where 𝑎 > 𝑏, are
feasible queries. Assume only ranges where 𝑎 ≤ 𝑏 are queried. Then
keywords belong to a different number of ranges depending on
their rank. If the frequency of queries per keyword is smooth, the
frequency of queried ranges is not. Vice versa, if the frequency of

queried ranges is smooth, the frequency of queries per keywords is
not. This conflict can be broken by including ranges where 𝑎 > 𝑏
as feasible queries.
A range query with 𝑎 > 𝑏 may be interpreted as two range
queries of the form where 𝑎 ≤ 𝑏. Let 𝑚𝑖𝑛 be the minimum element
in the order of the domain and 𝑚𝑎𝑥 be the maximum element in
the order of the domain. Then a range query [𝑎, 𝑏] where 𝑎 > 𝑏,
may be written as [𝑚𝑖𝑛, 𝑏] ∪ [𝑎, 𝑚𝑎𝑥]. Range covers can be easily
extended to these ranges and hence most range-searchable encryption schemes, including [9, 20], can use a single search token to
implement a query of the form [𝑚𝑖𝑛, 𝑏] ∪ [𝑎, 𝑚𝑎𝑥]. Hence these
query tokens are indistinguishable from real range query tokens to
an adversary controlling the server.
Let 𝑄 be the query distribution for ranges 𝑟 = [𝑎, 𝑏] where 𝑎 ≤ 𝑏.
𝑄 consists of pairs 𝑟, 𝑓 (𝑟 ) where 𝑓 (𝑟 ) is the frequency of each range.
We assume that 𝑄 is sorted in descending order of the frequency,
i.e. ∀𝑖, 𝑗 𝑖 ≥ 𝑗 ⇐⇒ 𝑓 (𝑟𝑖 ) ≥ 𝑓 (𝑟 𝑗 ). Let 𝑄 ′ be the set of ranges
𝑟 = [𝑎, 𝑏] where 𝑎 > 𝑏. The querier randomly intersperses the
ranges of 𝑄 ′ among the distribution 𝑄, i.e. for each range 𝑟 ∈ 𝑄 ′
2
uniformly randomly select a rank 𝑖 (0 ≤ 𝑖 ≤ 𝑚2 ) and insert 𝑟 after
rank 𝑖 (or before rank 1 in case of 𝑖 = 0). Let 𝑄 𝑅 be the resulting
query distribution. Note that 𝑄 𝑅 contains ranges at a rank 𝑖, such
that there exists a range at a rank 𝑗 > 𝑖 where 𝑓 (𝑟 𝑗 ) > 0, but
𝑓 (𝑟𝑖 ) = 0 < 𝑓 (𝑟 𝑗 ).
The querier again divides this distribution into 𝑘 sections and
computes the number of queries 𝑓 𝑗 for each section under our
protection scheme. Given a range query as in Algorithm 1 the
querier now chooses fake queries according to the distribution
max(0, 𝑓 𝑗 − |𝑄 𝑅 ∩ {𝑟𝑖 }|)
𝑃𝑟 [𝑟𝑖 ] = Í 2
𝑚 max(0, 𝑓 − |𝑄 ∩ {𝑟 }|)
𝑗
𝑖
𝑅
𝑖=1
Let 𝑄 𝐹 be the fake queries drawn according to the above distribution. The adversary controlling the server observes the query
set 𝑄 𝑃 = 𝑄 𝑅 ∪ 𝑄 𝐹 . We conjecture that 𝑄 𝑃 results in a uniform
access pattern distribution over all 𝑚 elements 𝑎𝑖 in the database.
We empirically confirm this conjecture in the next Section.
We now explain how a uniform access pattern distribution thwarts
the attacks [13, 14, 17, 24, 28]. Clearly, the access frequency no
longer correlates with the rank of the element and hence this cannot be exploited directly. In the generic attack [24] described above
this prevents the first step of identifying the two endpoints in the
keyword domain.
Furthermore, the intersection relation of two accesses can also
no longer be used to determine the rank of an element. To see this,
we observe the effect of range queries where 𝑎 > 𝑏. Since these
queries may “wrap around” the endpoints of the domain, intersecting result sets are no longer necessarily sorted, i.e. non-intersecting
parts of the range may be smaller or larger than the intersection.
Although two ranges may now have two distinct regions of intersection indicating that one range is a fake one, the adversary
cannot determine which one of the two is the fake one and hence
this does not help in reconstructing the rank of an element. The
adversary can still arrange the elements, since intersecting results
sets are adjacent, but the arrangement is only a random rotation of
the order. Hence, all attacks that rely on the intersection relation
of range queries to reconstruct the order are also prevented.

In summary, in combination with the ciphertext frequency smoothing techniques of [22, 23] our technique of smoothing the query
frequency distribution using fake queries can prevent all known
reconstruction attacks on range-searchable, encrypted databases
[13, 14, 17, 24, 28]. This results in a searchable encryption schemes
that can protect against attacks that not even ORAM by itself can
protect against. However, we emphasize that our scheme is not
leakage-free and reveals information, such as a random rotation of
the order, which could be used in future attacks. Furthermore, as
we have shown in Section 5.2 our scheme is an order of magnitude
faster than ORAM and scales better with increasing database size.

Then we used our query smoothing algorithm in order to smooth
the range queries using fake queries drawn as above, i.e. including
ranges where 𝑎 > 𝑏. We did this for 𝑘 = 1 (blue line) and 𝑘 = 2 (red
line) sections and the distribution of queries per keyword is now
also smooth. We can see that the red line is lower than the blue
as expected, since with more sections the number of fake queries
per real query decreases. We conclude that our query smoothing
algorithm results in an access frequency for each keyword that is
approximately the same, i.e. smooth, and hence prevents attacks
abusing this leakage.
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CONCLUSION

In this paper we presented a query frequency smoothing algorithm.
This algorithm can hide the frequency information in the query
distribution by interspersing fake queries and we give a formal
definition of the security achieved. Furthermore, we show theoretically and empirically that our frequency smoothing algorithm
incurs a constant overhead on Zipf distributed queries, i.e. there is a
constant number of fake queries for each real query independent of
the database size. We also show that this number is low in practice,
i.e. between 7 and 13 for large security parameters. Furthermore,
we show that our algorithm not only scales better than ORAM but
outperforms it in practice by an order of a magnitude. We then
evaluate the practical security against the most effective, yet simple
attack, and show that it provides reasonable protection.
Lastly, we show that our algorithm can be used to protect rangesearchable encryption. Our query smoothing algorithm can be
combined with most range-searchable encryption schemes and
we show that our algorithm prevents all known reconstruction
attacks on encrypted range queries when applied properly. This
results in the most efficient range-searchably encrypted database
that withstands all known leakage-abuse attacks.
Figure 7: The frequency corresponding to 29 keywords observed in a query set with 106 real range queries of the form
[𝑎, 𝑏] (𝑎 ≤ 𝑏). The black line depicts each keyword frequency
observed in a query set drawn uniformly randomly with
𝑎 ≤ 𝑏 . The blue and red lines depict the frequency of each
keyword observed after interspersing fake queries including queries where 𝑎 > 𝑏 with numbers of sections 𝑘 = 1 and
𝑘 = 2, respectively.

6.3

Evaluation

We evaluate whether our query smoothing algorithm prevents order
leakage from the access pattern frequency and hence the attacks on
encrypted range queries. We implemented the algorithm described
in Section 6.2. We executed it over a database with 29 keywords
which results in 218 ≈ 3 · 105 possible ranges. We uniformly randomly selected an order for the Zipf distribution of the start point
of the range and uniformly randomly selected an order for the Zipf
distribution of the length of the range. Using these two distributions
we used rejection sampling to draw 106 ranges of the form 𝑎 ≤ 𝑏,
i.e. we discard samples of the form 𝑎 > 𝑏 and redraw the length
of the range. We expect the distribution of queried ranges to be
smooth. However, the distribution of queries per keyword is not
smooth as depicted by the black line in Figure 7.
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