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Abstract personalized those ads are the better chance retailers have
of connecting with those customers.”

Personalized services attract high-value customers. While the added value of personalized services is evi-
Knowing the preferences and habits of an individual dent, the process of profiling, i.e. generating personalize
customer, it is possible to offer to that customer well services itself is non-trivial. The main obstacle is that
customized and adapted services, matching his needs and profile of each individual customer is necessary in
desires. This is advantageous for the entity offering the order to create such personalized services, posing severe
service (e.g., a retailer) as well, as it helps in creating risks regarding privacy and data protection. Current so-
additional sales or improve customer retention. The main |utions [2], [3] only consider the shopping history of a
unsolved problem today is that the profile of each indi- customer with respect to a specific retailer while genegatin
vidual customer would be necessary in order to create recommendations. Clearly, the profiling accuracy increase
such services, posing severe risks regarding privacy andas more data is available. In an ideal scenario, personalize
data protection. This paper proposes efficient encryption services for a customer should be generated based on his
schemes that allow profiling to be outsourced while pre- shopping history across multiple retailers, as well as data
serving privacy. The schemes ensure that the customer if other customers with “similar” interests. Unfortungtel
always in control of his profile data, at the same time the lack of trust prevalent in today’s Business-to-Custome
making shopping data across multiple retailers availalole t (B2C) environment prevents customers from sharing their
third party service providers to be able to provide targeted shopping history with retailers due to fear of privacy loss,
services. possibility of spamming and even data theft, among others.

Even retailers are unwilling to share their respective cus-
tomer shopping data with other retailers due to competitive

I. Introduction reasons.
Our proposal overcomes the above limitations by en-

Personalized services attract high value customers. Proabling profiling in a privacy preserving fashion. The pro-
filing is the process of generating personalized servicesposed solutions allow generating highly personalized ser-
adapted to match the shopping needs and preferences of invices based on shopping data of customers across multiple
dividual customers. Personalized services are advaniageo retailers. The solutions promote data sharing between cus-
for a customer as he is presented only with offers he mighttomers and retailers, as well as among multiple retailers,
actually be interested in (compared to being spammed withby providing strict security guarantees that privacy wat n
general advertisements), and as such helps in enhancinge violated.
the overall shopping experience. The entity providing the  From a security perspective, the problem is related
service also benefits as it helps create additional sales andib “searching over encrypted data”. This is an active
improves customer retention. research area in the field of cryptography and various

A recent survey [1] confirms the above observation: PEKS (Public-key Encryption with Keyword Search)
“Advertisers that are spending premiums to target the schemes [4], [5] have been proposed. Applyin BK S
biggest spenders and the most frequent shoppers shouldcheme, a retailer would store the shopping data of its
take note that those shoppers want intelligent ads thatcustomers in a shared space in encrypted form. The
speak to their specific needs and shopping intent. The moreaetailer then provides trapdoors to authorized third party



service providers allowing them to search over the storedthe retailers (by mistake or intentionally) to the service
encrypted data with respect to specific keywords. However, providers, the customers should have an opportunity to
such an application oPEK S leaves the customer com- verify the integrity of uploaded data before it is exposed
pletely out of the loop, which would never be acceptable to the service providers. The customers can also use this

to a privacy conscious customer. We exteR&K S in

opportunity to select portions of their shopping data that

such a way that the customer can not only verify but also becomes available to the service providers for profiling.
select his shopping data that gets exposed to the servic&he customers are thus always in control of their data.

providers. We defer a detailed comparison with related
works to Section VI.

The rest of the paper is organized as follows. In
Section I, we formulate the problem domain including
the security requirements of the different parties invdlve
Section Il presents our first encryption scheMERK. In
Section 1V, we provide a detailed outline of hdAERK
can be applied to perform privacy preserving profiling.
In Section V, we present an alternate encryption scheme
PERK, that allows privacy preserving profiling with pre-
defined keywords, agreed up on in advance between the
retailers and service providers. Section VI discussesagtla
work and Section VIl concludes the paper.

Il. Problem Formulation

The problem domain consists of customers buying prod-
ucts at retailers. The customers are interested in reggivin
services personalized to their shopping needs and prefer-
ences. We refer to the providers responsible for profiling
the shopping data across retailers and serving ads to the
customers as the service providers. In real-life, a retaile
and service provider may be the same entity. The profiling
performed by service providers can be with respect to
a specific retailer, e.g. a service provider could compile
a shopping list for the customer, matching the types of
regularly bought items with what is currently on sale at
the retailer.

To enable profiling, the retailers need to share the
shopping transactions data of the customers at their re-
spective stores with the service providers. This sharing is
achieved by each retailer uploading the customer shopping
data to a shared storage space. The storage provider is
responsible for providing this shared storage space where
all the customer data including personal contact details

To summarize (Fig. 1), the different parties in our
ecosystem and their privacy requirements are as follows:

o Customers €): The customers would like to remain

as anonymous as possible. So it should not be possible
for a retailer to relate the various shopping transac-
tions performed by a customer at its store. Further,
the customer should be in a position to:

— verify the integrity of his shopping data uploaded
by the retailers, and

— Control which of his shopping data is exposed to
the service providers.

Retailers R): While the retailers agree to make the
shopping transaction details of their customers avail-
able to the service providers, they would like to re-
strict access to this data only to authorized customers
and service providers. The authorization of customers
is by purchase history, i.e. a customer should only
be allowed access over shopping transactions data
pertaining to his purchases. The authorization of
service providers is by keywords (detailed below). In
particular, it should not be possible for a retailer to
access the data of other retailers.

Storage provider ): The storage provider itself
should not be able to access any of the customer data
stored on its servers.

« Service providers ): The service providers should

only have access to the shopping data exposed by the
customers (and not the data uploaded by the retailers).
Further, we consider that each service provider caters
to specific products, categorized by a set of keywords.
Given this, a service provider should only be able to
access the exposed customer shopping data containing
his authorized keywords.

and shopping data are stored. The storage provider is thusll. Public Key Encryption with Proxy Re-
in a position to charge the customers, retailers and evenencryption and Keyword Search (PERK)

the service providers for providing the storage facility.
Technically, the customer might also want to sell his data,
e.g. to market analysts (a special type of service provider

We define and construct our first encryption scheme
'Public Key Encryption with Proxy Re-encryption and Key-

though the provided service in this case is for the retailers ;1.4 search PERK) in this section. APERK scheme

the customer only gets monetary benefits). We do not
expand on the various possible payment scenarios here
rather focusing on the technical details needed to make
privacy preserving profiling a reality.

To ensure that false customer data is not exposed by

consists of the following polynomial time randomized
algorithms:

« KGEN(1*) outputs a public-private key pair:

(Apub 3 Apm'v ) .
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Fig. 1. Problem scenario

ENC(Apup, m) outputs c4q, the messagen en-
crypted under public keyl, .

PRK(Apriv, Bpuy) oOUtpUts a re-encryption key
rka_p that allows ciphertexts generated usidds
public key to be decrypted b§’s private key.
RENC(rka_p,ca1) outputs the ciphertextz, gen-
erated by re-encrypting,; underrk,_.p.
DEC(Bpriv; cp2) decryptscgs using By, return-
ing the message:.

SENC(Apu, W, m) outputs a searchable encryption
sw of messagen under keywordi/ and public key
Apup.

DOOR(A,,,, W) outputs a trapdooty, that allows
to search by keywordV .

TEST(Apus, sw,tw) outputs the message: if
w=Ww".

We give a construction of th& FRK scheme based
on the Boneh et. al. [4PEKS and Ateniese et. al [6]
proxy re-encryption schemes. The construction uses bilin-
ear maps as defined below:

Definition 1 (Bilinear Maps):We say a mag : Gy x
G1 — G4 is a bilinear map if
1) G; andG are groups of the same prime order
2) giveng € G4, there is a polynomial time algorithm
to computeé(g, g) € Gs.
3) for all integersz,y € Z,,9 € Gi, we have
é(g”,9%) = é(g.9)™.

4) the map is non-degenerate (i.e.gifgeneratess,,
thené(g, g) generatesss).

O

The algorithms in ourPERK scheme can now be
constructed as follows: We define hash functiaids :
{0,1}* — Gy and Hy : Go — {0, 1}1o9p.

KGEN(1%) generates bilinear map&; and G
of size p based on the security parameter The
algorithm then picks random, 5 € Z*, a gener-
ator g of Gy, and h = é(g,g9) € Gso. It outputs
Apub = (gvgavhﬁ) and Apriv = (avﬁ)'
ENC(Apup,m) encryptsm € Go as cax
(g",mh7").

PRK (Apriv = (o, 3), Bpuy = (9,97, h°)) generates
rka_p = gﬁ'y.

RENC(rka—p,ca1) re-encrypts cpo
(hBE c41hPF), wherehP 7k = ¢(gk, ¢b7).
DEC(Bpriv = (7,9),cp2) outputsm = y/x/7.
SENC(Apup, W, m): Compute sy = (¢",m @
Hy(t")), wherer € Z5 andt = é(Hy (W), g%).
DOOR(Apyin, W) outputstyy = Hqi(W)®.
TEST(Apup, sw,tw): Letsy = (z =¢",y = m®
Hy (7). f W =W,

TEST(Apub, SW, tw)
=y @ Ha(e(tw,))

=y ® Ha(e(H (W)*, g"))
=y & Hy(e(H1(W),9)*")
=y & Ha(e(H1(W),g%)")
=y ® Hy(t")

= (m & Hy(t")) & Ha(t")

Security We define security for th& ERK scheme in the
sense of standard semantic security as follows:

1) Only user B can decrypt ciphertextsgs (re-
encrypted using-k._.g). Note that the encrypted
ciphertextsc4; are exactly like El-Gamal [7], and
as such their security only depends on Decisional
Diffie-Hellman (DDH) in Gs.

2) SENC(Ayu, W, m) does not reveal any informa-
tion with respect toV unlessty, is available.

The proof of security relies on the difficulty of the
Decisional Co-Diffie-Hellman (CoDDH) problem.

Definition 2 (Decisional Co-Diffie-Hellman (CoDDH)):
The CoDDH problem is defined as follows:
Given (g,9%,¢°,h7,Q) for a generatorg of G,

h =¢(g,9),Q € Gy and randomy, 3,v € Z*, decide if
Q = hoB7, O



Note that the security of our scheme relies on the
difficulty of the CoDDH problem as compared to the
Decisional Bilinear Diffie-Hellman (DBDH) problem in-
tractability required for the? EK S scheme in [4]. This is
because of the additional parametet in the public key
of our encryption scheme required for re-encryption.

Theorem 1:The encryption schemePERK
(KGEN, ENC, PRK, RENC, DEC, SENC,
DOOR, TEST) is semantically secure against a chosen
plaintext attack in the random oracle model assuming
CoDDH is intractable. O

In the next section, we describe in detail how the
PERK encryption scheme can be applied to perform
privacy preserving profiling.

IV. Privacy Preserving Profiling with PERK

We divide the profiling application scenario into the
following phases: Fig. 2 gives a pictorial description of th
application scenario, highlighting the interactions besgw
the different parties. The step numbers below correspond
to the step numbers in Fig. 2.

Initial Setup

1) Retailer R and customerC run the algorithm
KGEN(1%) to generate their respective public-
private key pairs{Rpyus, Rpriv) and (Cpup, Cpriv)-
CustomerC' registers with storage provides: C
sends his public key’,,, and contact details on
which he would like to receive notifications t8.
Various modes of communication need to be ac-
commodated, e.g. emails, pushing information to
mobile phones, among others. Specifically, we need
the preferred communication modes for verification
and advertised service messages (e.g. a customer
may like to receive verification messages via email,
and advertised services on mobile phone). Let the
preferred modes of communication for verification
and service messages &re andC 44, respectively.
AssumingCy andCy4 are unique, a new customer
record is created for’. The referenceucs of this
newly created record is then returneddo
CustomerC registers with retaile?: C sends the
pair < Cpyp, uc > to R.
R generates the re-encryption keykr_.c
PRK (Rpriv, Cpup) for C and stores it in the record
referenced byuc.

2)

3)

4)

For each shopping transaction performed 6yat R:

« StoreC'’s shopping transaction data at the designated
storage spacé&p provided byS:
5) C presents a unique idg; to R. r¢; can be

details of this shopping transaction will be stored

at Sp. AssumingS pre-allocates storage space

for each registered customérf,can procure such

transaction ids in bulk in advance fros This

is very likely in the scenario where the customer

has to paysS for providing storage services.

R encrypts the shopping transaction dédgg of

C under its public keyR,., generating the ci-

phertextcpy = ENC(Rpuw, dci). R then stores

the encrypted datag; in the record referenced

by ro; at SD.

« Verify the integrity of stored shopping transaction data
at Sp:

7) S updates the record referenced by, re-
encrypting cg; under rkr_¢c, generating the
ciphertextcoz = RENC(TICR_,Cg CRl)-

S sends a notification t@' via Cy, notifying

him that new shopping transaction data is now

available for verification at the data record ref-

erenced byr¢;.

C accesses the ciphertext, from Sp by

referencerc;.

C' then decrypts:co using his secret keg,,,,

to obtaindc; = DEC(Cpriv,cco2). C is now

in a position to verify the integrity of his stored

shopping transaction daté:; at Sp.

« Generate searchable encryptio6sgenerates search-
able encryptions of his shopping datg; with respect

to the keywords he would like to make available for

profiling by the service providers. For each chosen

keyword f,

11) C generates a corresponding searchable encryp-
tion valuesy = SENC(Cpup, f,dc;). C then
updates the shopping transaction record refer-
enced byrc; at Sp, inserting the ciphertexd;.

12) C gets the list of authorized service providers
Py, ---, P, with respect to keyword from S.

13) C generates the trapdoor ¢¢
DOOR(Cprin, f), and sends it td,, - - -

6)

8)

9)

10)

s P

Profiling by the service providers

14) For each authorized keyworf] service providerP
compares his trapdoor values with the searchable
encryption valuess; exposed by each customer
C. On successful matchP obtains the shopping
transaction datéc; = TEST (Cpup, S5, t5).

15) P uses the acquired shopping data of customers to
perform profiling.

16) P provides targeted services to customers, notifying
each custome€’ via C'44.

O
(Step13) Note that the trapdoors need to be generated

the reference of the storage record where the only once per (authorized) service provider, and not for

4



3. Register(Gy, Uc)

5. d.; = Purchase Goodsg(y

Customer (C)
1 (Cpubcpriv) =KGEN1¥)
10. Verify decrypted g = DEC(Cy,,Cc)

13 Send 16. Send targeted
t;= DOORCyi,,f) services VieCygq
toP,...,P,
8. Notify(rg;) viaCy
",

14. Access g = TESTCyyp St

Service Provider (P)
15. Profile on customer shopping datg d

2. Uuc = Register(G, Cy,.Cag)

9. &, = Read(g)

11 Insert = SENGC,;,f,dy) at I
12. Access authorized,pP..,R,w.r.t f

Retailer (R)
1 (Rpuvapriv) =KGEN1Y

4. Store ri_,c = PRK(R,, Cou)
at 4

6. Store g; = ENQ(R,0)

at I

Storage Provider (S)
7. Update g with cc,= RENQrkg_,c,Cr1)

Fig. 2. Applying PERK to perform privacy preserving profiling

each transaction. If the set of keywords with respect interest to the customer.
to which C would like expose his shopping data & As before, we first give the construction for such an
remains constant over time, then the trapdoors can also bencryption scheme and then present its usage.
generated as part of the initial setup.

A. Public Key Encryption with Proxy

V. Privacy Preserving Profiing with Pre-  Re-encryption and Pre-defined Keywords

defined Keywords

Search (PERK,)

A PERK, scheme consists of the following polyno-

In this section, we present an alternate scheme wheremial time randomized algorithms:

the retailers and service providers agree on a pre-defined
set of keywords for profiling. This scheme is particularly
relevant when the retailer and service provider are the
same entity. The customer can still regulate for which
keywords his shopping data becomes available to a service
provider for profiling, however he can only choose among
the set of pre-defined keywords (i.e., he cannot add any
keywords that are not in the pre-defined set of keywords).
The storage provider no longer needs to provide access
control for the service providers (with respect to their
authorized keywords). We consider a more ad-hoc setting
where a service provider can directly approach a customer
to get access to his shopping data with respect to some
of the pre-defined keywords, possibly in return for some
monetary benefits for the customer. The monetary benefit

« KGEN,(1%) outputs a keyAy.,.

o ENCy(Akey,m) outputs cai, the messagen en-
crypted under keydy.,.

e PRK (Ajey, Brey) oOUtputs a re-encryption key
rka—p that allows ciphertexts generated usidAcs
key to be decrypted by3’s key.

e RENCy(rka—p,ca1) outputs the ciphertextpgs
generated by re-encryptingy; underrk_.p.

o DECq(Byey, cp2) decryptscps using By, return-
ing the message:.

e DOORgy(By.,, m) outputs a trapdoot,, that allows
to search with respect to message

. TESTd(mBQ7tm/) OUtpUtS/YES/ if m=m'.

The algorithms in thePERK,; scheme can be con-

can of course also be in the form of targeted services ofstructed as follows: The construction as in cas@é&fRK



is also based on bilinear maps (See Definition 1).

KGENy(1%) generates bilinear map&; and G-
of size p based on the security parameter The
algorithm then picks random, 3 € Z*, a generator
g of G1. It outputs Age,, = («, B).

ENCy(Agey, m) encryptsm € G asca1 = (z =
g",y =mPg"), wherer € Zy.

PRK;(Akey = (o,),Brey = (7v,0)) generates
rkawp=n=7v—aX=4/p).
RENCy(rka—p,ca1) re-encryptscgs = (2/,v'),
wherez’ = 2* = g™ andy’ = y z'm = mog"™,
DECd(BkEy (’)/,5),032) outputs m

() (@'g")re.

DOORi(Bjey, m) outputst,, = (ti,t2,t3), where
t1 = g% to = g*7, t3 = é(g°,m°) for randoms € Z7.
TESTd(mBQ, tm/): If m=m/,

é(9°,y') = tzé(g®, 2")
= é(g°, mog™) = é(g°,
é

Security

Theorem 2:The encryption schemePFERK,

(KGENy4, ENCy, PRK,, RENCy, DEC4, DOORy,

TEST,) is semantically secure against a chosen plaintext

attack.

We do not give the proof here due to space restrictions.
We suffice it to say that the proof depends on standard
security assumptions, and does not need any new hardness

assumptions.

B. Privacy Preserving Profiling with
PERK,

The PERK, scheme can be applied to perform privacy

preserving profiling as follows: LeF denote the set of

pre-defined keywords. Fig. 2 gives a pictorial description
of the application scenario, with the step numbers below

corresponding to the step numbers in the figure.

Initial Setup

1

2)

3)

Retailer R and customerC' run the algorithm
KGENy4(1%) to generate their respective keys:
R}gey = (a,ﬁ) and Ckey = (7,5).

C registers withS: C' sends a random € Z,; and
his contact detail€’y, andC 44 (for verification and
service messages, respectively)foAssuming the

4) R stores the paik v — «a+r,0r/8 > in the record
referenced byuc.

5) S extracts the re-encryption keyeg_.c = (y—a+
r —r,dr/Br) for C' with respect toR, and updates
the record referenced hyc.

For each shopping transaction performed 6yat R:
« StoreC'’s shopping transaction data at the designated
storage spac&p provided byS:

6) C presents a unique storage referengeto R.

7) For each pre-defined keyworfi € F present
in the shopping transaction datk; of C, R
stores the ciphertextry = ENCq(Rgey, f) In
the record referenced hy; at Sp.

« Verify the integrity of stored shopping transaction data
at Sp:

8) S updates the record referenced by;, re-
encrypting eachfg; underrkgr_.c, generating
the ciphertextfco = RENCy(rkr—c, fr1)-

9) S sends a notification t@' via Cy, notifying
him of his newly added shopping datarai;.

10) C accesses the ciphertexto, from Sp by
referencerc;.

11) C verifies each keyword by decryptingf =
DECq(Chey, fo2)-

« Generate trapdoors:

12) For each keywordf requested by a service
provider P, C generates the trapdodry =
DOORy(Crey, f) and sends it taP.

Profiling by the service providers
13) For each pre-defined keywoyd service provider
checks the presence ¢f in C's shopping records
by comparing his trapdoor valug; with the en-
crypted keyword valuesfco stored atSp using
TESTy(fo2,ty).
14) P uses this acquired keyword-based shopping data
for profiling.
15) P sends targeted services to custom@rsia C 4.
O
Comparison with profiling based oRERK (Section V)
The first noticeable difference is clearly the lack of an
SENC operation in thePERK,; scheme. Recall that
on applying the PERK scheme, a custont@ris in a
position to choose the keywords with respect to which
he would like to make his data available to the service
providers.C' generates searchable encryptions and provides
corresponding trapdoors to the service providers for his

contact details are unique, a new customer recordchosen set of keywords (Steps-13 in Section 1V). With

is created forC. The referenceuc of this newly
created record is then returned @

C registers withR: C sends the triplet< ~ +
r,0r,uc > to R.

PERK,, it is actually the retailer who generates the
searchable encryptions of customer shopping data, with
respect to the set of pre-defined keywogkigStep7). The
customer can regulate this data by only providing trapdoors



3. Register(+r,8r,uc)
6. do; = Purchase Goodsg(y

Customer (C)
L. Gey= KGEN(1Y) = (1.5)
11 Verify decrypted g = DECCyefc)

Retailer (R)
1. Rey= KGEN1H = @)

2. U = Register(r,G,Cag)
10. fe, = Read(g)

12. Send 15. Send targeted
t;= DOORY(Cyey,f) services VvieCyq
toP

4. Store {-o+r,8r/B,uc)
aty.
7. For each fin g, store

9. Notify(rg;) viaCy fr1= ENGy (Reey:f) at 1

[—]

. - Teoa

13. Check customer shopping data for keywolBSS (. t;)

Storage Provider (S)
Service Provider (P) 5. Update @ with rkg_,c = (y-a+r-r,8r/pr)
14. Perform profiling 8. Update & with fo,= RENG (rkg_c.fr)

Fig. 3. Applying PERK, to perform privacy preserving profiling

of his chosen sef of keywords to the service providers implies I BE (with the reverse probably false). As argued
(Step 12). Note that 7/~ C F, and C cannot choose earlier,PEKS by itself is not sufficient for our application

a keyword f ¢ F. The other main difference is with scenario.PEKS can for instance be used by a retailer
respect to the type of data that finally becomes availableto outsource profiling to a third party service provider,
for profiling to the service providers. WhilBERK (Step however there is no scope for the customer to intervene
14 in Section V) outputs the whole shopping record on a in this process. We exten®® EKS with re-encryption
successful matchP ERK ; (Step13) only lets the service  capability to enable the customer to regulate his exposed
providers know if a shopping record af contains a  shopping data.

specific keyword. Proxy re-encryption [10], [6] is a related research area

that allows a ciphertext forA to be re-encrypted into
VI. Related Work a ciphertext forB (can be decrypted using’s secret
key). The envisioned application of such an encryption
scheme is delegation [11], e.g. an employee can delegate
his confidential encrypted emails to his secretary, without
any need to forward his secret key. As withE K S, such
delegation schemes by themselves are not sufficient for
our application scenario. We only use delegation between
d the retailer and customer. Technically, it is possible Far t

on Identity-Based Encryption BE) schemes. Shamir [8] customer. as well to use proxy re—gncryption o makg h?s
first introduced a public-key encryption scheme where any data available to t.h? service prowders. However, th|§ N
publicly known string (e.g., email address) could be used clearly not very eff|C|ent.reqU|r|ng a re-encrypted version
as a public key. In 2001, Boneh and Franklin [9] provided O_f each customer shopping recgrd for each authorized ser-
the first practical implementation of diBE scheme based  V'¢® provider to be stored, leading to a lot of redundancy.
on bilinear maps. Both [4], [5] show how dBE scheme From a profiling/personalization perspective, recent re-
can be adapted t® EK S, with [4] showing thatPEK S search [2], [3] has focused on improving the accuracy of

We mainly build on two primitives from cryptography
in this work: “searching over encrypted data” and “proxy
re-encryption (delegation)”.

The commonly used encryption scheme to search over
encrypted data is referred to @&FEKS. Most of the
recentPEK S implementations [4], [5] are actually base



recommendations [12]. Various techniques such as behavAcknowledgement

ioral/content based profiling have been used to improve
the quality of recommended services. These works are

This work is partly funded by the European Commis-

complementary to our work as we only aim to increase the sjon through the ICT program under Framework 7 grant
volume of source data available for profiling, irrespective 213531 to the SecureSCM project.

of the technique used. Our encryption schemes enable
privacy preserving profiling on shopping data of multiple
customers across multiple retailers.

[13], [14] also study privacy preserving profiling,
however their application scenario is online advertising, [t
and as such their challenges and the techniques proposed2]
are not directly relevant here. The online advertising
ecosystem consists of the following main parties: custpmer
advertiser, publisher, dealer, ad-network (service pi@vi
in our case). To advertise their products across multiple
domains, advertisers get in touch with an ad-network.
Publishers are the domain owners hosting ads served by the
ad-network. The ad-network is responsible for both serving
ads to customers as well as monitoring their clicks. The
ad-network is thus in a position to profile customer access
data across his partner advertisers and publishers. Howeve
the source data collection mechanism here is clearly very [6]
different from our application scenario. Basically, allseu
tomer access data is collected directly by the (centralized
ad-network as compared to our scenario where the retailers 7,
first collect customer shopping data (at their respective
stores) and then share it with the service providers. The
dealer is responsible for anonymizing customer access to
prevent the brokers from identifying the customers. Again,
the anonymization mechanisms used are only relevant for (]
protecting the online privacy of customers, e.g. hiding
network addresses, protecting cookies, etc.

=

(3]
(4]

(5]

(8]

(10]

. 11
VIl. Conclusion [

In this paper, we presented two encryption schemes!??!
to solve the important business problem of providing [13)
highly personalized services to customers. The serviees ar
generated based on customer shopping history at multiple
retailers in a privacy preserving fashion. Our schemes offe |14
the following advantages over state-of-the-art:

« Profiling across multiple retailers, not limited to a
single retailer.

o Full privacy control over own profile by the cus-
tomer. Others (retailers, service providers, etc.) only
get access to portions of the shopping data that the
customer explicitly gives them access to, and only in
a pseudonymised fashion.

« From a security perspective, this is the first proposal
to combine proxy re-encryption and searchable en-
cryption schemes.
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