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Abstract

Secure Multiparty Computation (SMC) protocols enable
a group of mutually distrustful parties to perform a joint
computation with private inputs. Novel e-commerce appli-
cations have emerged that could benefit from strong privacy
protection, e.g., benchmarking, auctions, and collaborative
supply chain management and planning.

However, the uptake of SMC in these applications is still
rare. We argue that this is due to poor performance, func-
tionality, and scalability, as well as architectures that do not
meet the needs of e-commerce applications. This paper ex-
plores SMC approaches and research directions, aiming at
providing better support for e-commerce applications.

1 Introduction

Secure Multiparty Computation (SMC) protocols enable
a group of parties to perform a joint computation with pri-
vate inputs. As a basic example, consider a group of n
parties, P;, Ps, ..., P,, who want to compute a function
flxz1,zo,...,2,) = (Y1,Y2,-..,Yn). Each party P; sub-
mits the private input x; and wants to obtain the output y;.

The goal is to ensure that every party P; learns its spec-
ified output y; (correctness) and nothing else is revealed by
carrying out the computation (privacy). Preserving privacy
means that the information a party can obtain by participat-
ing in the joint computation is limited to its output and what
can be inferred from its own input and output.

SMC has many potential applications, e.g., secure auc-
tions [23], privacy-preserving forecasting and benchmark-
ing [4], secure supply chain management [3], e-voting [11],
privacy-preserving data mining [19].

Research on SMC started in the 1980s and has gained
substantial momentum during the last decade. However, de-
velopment of practical SMC protocols is still a challenge.

Research has mainly focused on finding cryptographic
methods for building SMC protocols, and formally proving
the protocols’ properties in a suitable security model. A
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lot of effort was dedicated to protocols that withstand very
powerful adversaries (active and adaptive) and remain se-
cure in any execution environment (UC security framework)
[7, 9, 10, 14]. However, for many potential SMC applica-
tions, these theoretical protocols are not practical, due to
poor performance, functionality, and scalability.

We explore in this paper a broader range of approaches,
trying to identify methods for obtaining practical SMC pro-
tocols. These protocols should be suitable for implemen-
tation using common software and hardware technologies,
and should meet the functional and performance require-
ments of a wider range of applications.

Purely cryptographic solutions have not met these objec-
tives. Therefore, we take into account solutions that com-
bine cryptographic and non-cryptographic methods, and
architectures where service providers help the parties to
achieve the computation.

2 E-Commerce Applications

Many e-commerce applications benefit from privacy. As
examples, we describe several applications that are fairly
thoroughly developed and have been widely adopted in non-
privacy-preserving form: benchmarking, auctions, and sup-
ply chain management. The goal is to identify common
properties of these applications and motivate possible im-
provements for SMC protocols.

Privacy-Preserving Benchmarking. Benchmarking is a
comparison of one’s own performance measurements to the
statistics of the competition. A benchmarking e-commerce
service offers to customers access to these statistics.
Privacy is important for benchmarking because certain
performance measurements may be sensitive and should not
be revealed to competitors or the general public (e.g., finan-
cial data), and because poor performance may be embar-
rassing and diminish the brand value. Privacy-preserving
benchmarking protects the confidentiality of key perfor-
mance indicators (KPI), such that they remain private to



their respective originators. This can be realized by SMC
protocols that compute the statistics.

Privacy-Preserving Auctions. E-commerce auctions are
now a multi-billion business.

For certain types of auctions privacy facilitates finding
the optimal price. This is particularly the case for many
public tenders. An auction is being conducted by an auc-
tioneer who places the offer on a public website and re-
ceives the bids. SMC protocols can compute the winner
of an auction and hide the bids of the other bidders.

Privacy-Preserving Supply Chain Management. It is
well-known that collaborative supply chain planning, also
called supply chain master planning (SCMP), can reduce
costs compared to local decision making.

SCMP is an optimization problem of the production of
and the delivery between multiple companies. It requires as
input the costs for individual steps (e.g., production costs).

Revelation of such data significantly impacts a com-
pany’s negotiation position. Therefore, if privacy is not en-
sured, companies are reluctant to engage in collaborative
supply chain management. The supply chain can be orga-
nized by a powerful company or a logistics provider. This
party can run a privacy-preserving SCMP service.

Summary. All these applications benefit from privacy
and can use SMC protocols to achieve it. Furthermore, each
application is characterized by a central service provider
that offers a privacy-preserving service to its customers.
This service provider plays a special role in the SMC
protocol. It usually operates at a higher level of trust, al-
though not as a fully trusted third party. It is therefore nat-
ural to investigate how this special server introduced by e-
commerce applications affect the SMC protocols.

3 SMC Models and Methods
3.1 Trusted Party vs. Distributed SMC

The purpose of SMC is to enable a group of mutually dis-
trustful parties to jointly perform a computation. Each party
is supposed to supply an input and obtain an output. How-
ever, they cannot disclose their individual inputs. Moreover,
they have reasons to doubt that everybody will honestly co-
operate to achieve the computation.

Trusted party. Suppose that the parties can find an exter-
nal entity whom they can trust to protect the privacy of their
inputs and deliver correct outputs. For example, the trusted
entity could be a specialized service provider, properly mo-
tivated and having suitable technology.

If a trusted party is available, the computation can be
done using a very simple and efficient protocol: the trusted
party privately collects the secret inputs, performs the com-
putation, and (privately) delivers the output to each party.
Then, it deletes the secret data used in the computation. If
followed strictly, the protocol obviously fulfills the privacy
and correctness requirements.

The caveat of this simple solution is that in real-life a
provider offering sufficient guarantees might be too expen-
sive or simply not available. We have to look for solutions
that do not require placing so much trust in an external party.

Cryptographic protocols instead of trusted party. A
radically different approach is to enable the parties to per-
form the computation themselves, without the help of a
trusted entity. Instead, they rely on cryptographic protocols.

Most of the research on SMC has explored this path.
However, the results after two decades are mainly theoreti-
cal. Most of the SMC cryptographic protocols proposed so
far have never been used in practice.

Several approaches have recently received more atten-
tion, and have actually been implemented (mainly for ex-
perimental purposes): SMC using linear secret-sharing
schemes [9, 12], homomorphic public-key encryption [10,
11], and Yao’s garbled circuit [20, 22].

Trusted party model as reference solution. From the se-
curity viewpoint, the trusted party model helps to formulate
a rigorous specification of the task to be achieved: a sim-
ple, ideal protocol that meets the security requirements in an
obvious way, assuming an ideal, incorruptible trusted party
(an ideal functionality). We can then define a strong secu-
rity notion, requiring that real protocols must be equivalent
to the ideal protocol [7].

On the other hand, it is also an optimal solution from
the point of view of implementation and performance: it
enables the simplest implementation and provides the best
performance we can hope to achieve.

Then, the question is: How can we build SMC protocols
that do not rely on an idealized trusted party, but preserve
some of the attractive features of the model?

3.2 Adversarial Behavior

In real-life multiparty computations, a party consists of a
human and a computer process. We must take into account
both components. The human chooses the program being
run and its inputs, and controls to some extent its execution.
A human has partial knowledge about the behavior of the
program he is running. Both of them can perform malicious
actions, in cooperation or independently. An external ad-
versary can also interfere with a multiparty computation, by



controlling network communications and by running mali-
cious agents on the parties’ computers.

Honest parties, malicious parties. The traditional secu-
rity models for cryptographic protocols divide the partic-
ipants into semi-honest parties (“honest but curious”) and
malicious parties. Different kinds of adversarial behavior
are usually modeled as a single adversary, who controls the
communications and corrupts a subset of parties.

Semi-honest parties follow the protocol but try to learn
additional information from data collected while running
the protocol (passive adversary model). Malicious parties
can deviate arbitrarily from the protocol in their attempts
to break it (active adversary model). In both cases, subsets
of corrupted parties can collude, pulling together their indi-
vidual resources and coordinating their actions, to achieve
unauthorized objectives.

The theory of secure multiparty computation suggests
the design of a protocol in two stages [8, 14]. We start with
a simpler protocol that meets the security requirements if all
the parties are semi-honest. Then, we enhance this protocol
to make it secure even when some parties are malicious. Es-
sentially, this is done by adding cryptographic mechanisms
that enforce semi-honest behavior.

For non-trivial tasks, the protocols for semi-honest par-
ties are often very complex. Extensions needed to handle
malicious parties can substantially increase the complex-
ity, making a protocol impractical. This suggests we should
look for other means to control the parties’ behavior.

Classical feasibility theorems show that any functional-
ity can be securely computed in the presence of an adap-
tive, active adversary corrupting less than n/2 parties in
the cryptographic model, and less than n/3 parties in the
information-theoretic model.

The practical value of such guarantees is difficult to as-
sess. For example, if all the parties run the protocol on
the same type of platform, they are all exposed to new at-
tacks that exploit vulnerabilities of their platform. Massive
Internet-based attacks carried out during the last decade can
affect the majority of the parties, rather than a minority.

Rational parties. Rational secure computation proposes
a different model, using concepts borrowed from game the-
ory [1, 16]. A secure computation is modeled as a game
with rational players who want to maximize their payoffs.
The game must be designed such that its equilibrium corre-
sponds to the specified outcome of the computation (players
cannot improve their payoff by choosing other strategies).
Dishonest behaviors (input substitution, aborting the game,
denying the outputs to some players) should be dominated
strategies, that rational players would not choose.

Rational security is an important theoretical develop-
ment, with interesting applications (e.g., mechanism design

[16]). However, practical feasibility and efficiency have not
been properly addressed so far. Initial research focused on
new techniques, able to handle rational parties instead of
semi-honest parties. Proposed protocols are more complex,
even for simple utility functions (e.g., selfish parties [1]).

A more general model includes both rational parties, ex-
pected to follow the protocol given suitable incentives, as
well as malicious parties, with unknown utility functions
and hence arbitrary behavior [21]. Protocols designed in
this security model are inherently more complex than those
designed in the classical model.

Rational secure computation focuses on the rational be-
havior of humans and neglects the computer process. We
can try to control the behavior of a computer process, by
combining cryptography and a physically protected execu-
tion environment. This can also substantially restrict the
human’s options for malicious actions.

4 Towards Practical Protocols

In order to reduce the gap between theoretical and practi-
cal SMC protocols we have to consider the following issues.

Functionality and performance. We need practical pro-
tocols, able to meet the functional and performance require-
ments of the applications. Many of the protocols proposed
in the literature remain, essentially, mathematical solutions
to SMC problems: valuable theoretical contributions, but
insufficient for practical applications.

For example, there are various generic solutions based
on secure evaluation of boolean circuits, in different cryp-
tographic frameworks. A circuit is evaluated gate by gate
by composition of sub-protocols for individual gates (e.g.,
XOR and AND). These protocols are very useful for study-
ing fundamental theoretical aspects of secure computation
[8, 14]. However, they are much less relevant from the prac-
tical viewpoint: they can only handle (with satisfactory per-
formance) very simple computations and few parties.

We need sub-protocols able to directly compute more
complex functions, with minimum interaction, taking ad-
vantage of local processing resources (e.g., perform arith-
metic operations without having to evaluate gate by gate
boolean combinatorial circuits).

Secure protocol composition. A critical challenge is to
design sub-protocols that can be securely composed, and
used as building blocks for more complex protocols [7].

Composition is straightforward if the sub-protocols use
the same cryptographic framework, e.g., secret-sharing or
homomorphic encryption. However, it seems difficult to
obtain a full range of sub-protocols for mathematical com-
putations using the same framework.



On the other hand, if we try to use different frameworks
for different operations, composition can become hard or
impossible, without revealing intermediate results (we need
to convert the outputs of a protocol in one framework to
inputs of a protocol in another framework).

Adversarial model. Cryptographic SMC protocols de-
signed to withstand worst case adversarial capabilities (e.g.,
adaptive active adversary) are too complex for many appli-
cations. Performance is modest even for the passive adver-
sary model, simple tasks, and few parties [12, 22].

The adversarial model should be more realistic and prag-
matic. Also, we can consider combining cryptography with
other methods. For example, running a protocol task in a
tamper-resistant security module can help to ensure hon-
est behavior (instead of using zero-knowledge proofs), or to
avoid inefficient cryptographic protocols (e.g., for generat-
ing threshold decryption keys).

Communications and setup. Theoretical specifications
of SMC protocols assume communication models and setup
that are not generally available in real-life networks.

They usually require synchronous group communica-
tions with complex interaction patterns. In a protocol round,
each party sends messages to all the others, addressed 1-to-
1 or 1-to-n (for n+ 1 parties). A round may consist of n+1
interactions 1-to-n (each party to all) or n-to-1 (all parties
to each one), or combinations of other patterns. Security re-
quirements include guaranteed, timely, authentic, and con-
fidential delivery. There are specific requirements for par-
ticular interaction types, e.g., simultaneous broadcast.

These abstractions are necessary in formal specifications
and proofs, but the practical implications must be correctly
assessed. Generally available network services only offer
1-to-1 reliable channels, optionally authenticated and con-
fidential. All the other features must be provided by sub-
protocols included in the SMC implementation.

5 SMC Using Service Providers
5.1 Server-based vs. Fully Distributed SMC

There are strong reasons to consider solutions where
the parties are helped by service providers, rather than do-
ing everything themselves. This is a natural setting for e-
commerce applications. The providers can support SMC
with communications and cryptographic services, or can
perform secure computations on behalf of the parties.

Protocol overhead and resources. Fully distributed
SMC solutions do not scale up for a large number of parties
and non-trivial tasks. They require too much interaction and

processing for each party. Moreover, in SMC applications
the parties interact over the Internet. This implies longer de-
lays, lower bandwidth, and basic communications services.
Server-based solutions can simplify the protocols, and im-
prove their performance and scalability.

SMC needs substantial cryptographic processing, which
increases with the number of parties. Some SMC solutions
use expensive public-key cryptography (e.g., homomorphic
encryption, oblivious transfer).

Providers can set up servers with much more processing
and communications resources than those available to par-
ties (including powerful cryptographic co-processors). For
some applications the parties might need to use mobile de-
vices with limited resources.

Network access. Direct (peer-to-peer) interactions be-
tween parties are hindered by NAT gateways and firewalls.
They require special arrangements to enable incoming con-
nections, like running the SMC protocols on a bastion host
in the DMZ or using VPN technologies. A server-based so-
lution avoids these hurdles. In this case, a party only needs
to establish an outgoing connection to the server.

Common technologies. A client-server solution is eas-
ier to implement using common technologies, and deploy.
Since modern business applications are often implemented
as Web Services [13] in a Service-Oriented Architecture
[15], this point is very important. A party runs the client
side of the protocol, which can be considerably simplified,
such that single threaded solutions are usually feasible.

5.2 Split Responsibilities

One way to address these issues is to split the responsi-
bilities of the ideal trusted party between a service provider
and a protocol run by the parties. We can distinguish the fol-
lowing main tasks: coordination and communications, cor-
rectness of the computation, and protection of data privacy.

Coordination and communications. An obvious parti-
tion of the tasks assigns the communications services to
the provider and leaves correctness and privacy to a cryp-
tographic protocol run by the parties. This partition follows
the usual approach to SMC design, which starts by assum-
ing a certain communication model. In the UC framework
[7], it corresponds to designing a hybrid protocol, with an
ideal functionality that provides synchronous group com-
munications to an SMC protocol.

These communications services should be generic. The
server does not participate in computing the output, just fa-
cilitates the interactions between parties. The parties are re-
sponsible for authenticating and encrypting their messages.



Correctness. We can consider extending the provider’s
responsibilities regarding the correctness of the computa-
tion, and leave only privacy to the cryptographic protocol
run by the parties. For example, we could use Yao’s gar-
bled circuit technique as follows: the parties submit to the
server their encrypted inputs and the garbled circuit, the
server evaluates the circuit and delivers to the parties the
encrypted outputs, then the parties decrypt the outputs.

Distributed trust. The parties might not trust a single
provider to suitably protect the privacy of their data. How-
ever, they can distribute the trust among several providers.
For example, when using SMC based on secret-sharing, the
parties can delegate the responsibility for the computation
to a group of servers. Each server receives input shares
from every party, the servers jointly perform the computa-
tion and deliver output shares to the parties, then each party
constructs its output from the received shares.

5.3 1Ideal Architecture

We introduce in the following an ideal architecture for
e-commerce SMC applications. We focus on the typical
scenario where a service provider wants to offer privacy-
preserving services to customers.

A server-based solution offers clear benefits, and is an
obvious choice for our architecture. Ideally, only a single
server would be involved in a computation.

Given the inputs, the server would compute the output
without further interaction with the clients, and would carry
most of the computation effort. Privacy of the inputs de-
livered to the server is ensured by the SMC protocol. The
server acts as another party without input to the protocol,
not as a trusted party responsible for preserving privacy.

In a simple overview: (1) Clients drop their input at the
server. (2) The server computes the result. (3) Clients re-
trieve the result. This matches most closely the ideal model.

Ideally, the structure of the protocol would not be fixed:
a client could come any time and the three steps would be
executed. In a more strict form, the three steps correspond
to rounds in the protocol. Although farther from the ideal
model, this seems still acceptable for many applications.

The SMC service might need to record the output of
the computation at the server side for future use. In this
case, the output would ideally be obtained at the server side
(rather than at the client side).

In the distributed trust approach, the parties use a group
of mutually distrustful providers, and the protocol ensures
that security is preserved even if a subset of them are cor-
rupted and collude. The underlying assumption is that cor-
rupting several providers is harder than a single provider.

In practice, setting up a consortium of providers is more
expensive and complicated. While the parties are better

assured by distributing trust among several providers, the
providers might not be willing to accept joint responsibility.
If a privacy violation occurs, how are the providers going to
“distribute” the liabilities?

5.4 Anonymity

Anonymity can be defined as the absence of a static iden-
tifier that refers to a party. Anonymity of parties is a rarely
considered question in SMC. It seems counter-intuitive at
first glance, since most SMC protocols require secure and
authenticated channels.

Mix networks and onion routing can anonymize the
sender of a message in IP networks and e-mail, but they
cannot anonymize the recipient. Therefore, in a full mesh
where each party needs to send a message to each other
party, anonymity is not possible.

The server model enables anonymity among clients, i.e.,
a client does not know the identity of the other clients (all
know the identity of the server). This could be achieved in
many protocols, but has not been thoroughly researched.

Applications and providers might need to hide the identi-
ties of the clients to each other, so anonymity among clients
should be a feature of the ideal SMC implementation.

6 Communications Services

We consider in this section SMC protocols that use a
service provider for coordination and communications ser-
vices. In the UC framework, this corresponds to a hy-
brid protocol that uses an ideal functionality providing syn-
chronous group communications.

The parties trust the provider for guaranteed and timely
message delivery, and possibly for other synchronization re-
quirements (e.g., simultaneous multicast). These services
can substantially simplify an SMC protocol and facilitate
its implementation, deployment, and operation.

On the other hand, the parties take care of the end-to-end
cryptographic protection of their messages (authentication,
confidentiality). The provider cannot modify the protocol
messages without being detected, does not have access to
private data, and is not aware of what is being computed.

Misbehavior of the provider can affect the fair termina-
tion of the computation and the correctness of the output.
However, it can often be detected, and a dishonest provider
risks losing its reputation, and hence its business.

Physical topology. Full mesh interconnection topology is
replaced by star topology. Each party establishes a single
connection to a server, regardless of group membership, and
all messages are exchanged on this connection. The star
topology simplifies session management and protocol im-
plementation, and improves scalability and performance.



Logical topology. Since the computation is done by the
parties, the logical topology is still a mesh of secure point-
to-point channels and/or broadcast channels. Processing as-
sociated to secure channels has an important contribution to
protocol overhead, and is not reduced by these services.

Reliable broadcast. Typical SMC protocols need reliable
broadcast channels. Native multicast is not generally avail-
able in the Internet. In a mesh topology, parties have to
implement secure broadcast channels as “multi-unicast” on
point-to-point secure channels.

Dishonest parties might not send the same message to
all the other parties. Enforcing reliable broadcast in a group
with dishonest parties requires complex cryptographic pro-
tocols. A trusted server can offer more efficient solutions,
e.g., in some SMC protocols a sender can submit a single
copy of a message to the server, which replicates it to all
the other parties. This implies reliable broadcast, because
dishonest parties do not have the opportunity to cheat.

Synchronized communications. Many SMC protocols
require synchronized unicast and/or multicast communica-
tions. In a protocol round r, each party receives messages
from the other parties (sent at the end of round r — 1), does
a local computation, and then sends messages to the other
parties (to be processed in round r + 1).

A basic synchronization requirement is that all parties
receive (in the beginning of) a round r all messages sent
to them in the previous round. A communications hub can
simplify this synchronization.

A stronger requirement is to ensure that a party does
not receive any message in round r before sending its own
messages for the previous round. For example, in SMC
using secret-sharing, fair output reconstruction cannot be
achieved without synchronized (simultaneous) broadcast. A
related issue is to ensure input independence. The problem
can be solved by a trusted server that collects messages from
all the parties before delivering them. A mesh approach
would require complex cryptographic protocols.

7 Privacy and Correctness Using Providers

We explore in the following server-based variants of the
main SMC approaches: linear secret-sharing, homomorphic
public-key encryption, Yao’s garbled circuit. We consider a
group of n > 2 parties, Py, ..., P,, who want to compute a
function f(z1,...,2n) = (Y1, .-, Yn)-

7.1 SMC Using Secret-Sharing

In SMC based on secret-sharing [9], each party shares
its private inputs among all the parties that participate in

the computation. Then, the parties use SMC protocols to
perform a joint computation that takes on shared inputs
and produces shared outputs (based on the linearity of the
secret-sharing scheme).

The parties create a distributed state of the computation,
with the secret values shared among them (inputs and in-
termediate outputs), and operate on this state until they ob-
tain shared final outputs. The secret-sharing scheme and the
SMC protocols ensure that the secret values can be recon-
structed only by authorized sets of parties.

We can easily obtain a server-based solution with several
mutually distrustful providers (but not with a single server).
Essentially, the parties outsource the computation to a group
of servers, instead of running the protocol themselves.

Suppose that the parties run an SMC protocol using
secret-sharing with threshold ¢, i.e., secret reconstruction
requires the shares of ¢ + 1 parties. The computation can be
done using m > 2t servers, as follows. Every party shares
its input among the m servers, the servers run the protocol
and obtain shares of the outputs, then every party receives
its output shares and constructs the output. Privacy is pre-
served if no coalition of corrupted servers is larger than ¢.

7.2 SMC Using Homomorphic Encryption

In SMC based on homomorphic public-key encryption
[10, 11], each party distributes encryptions of its private in-
puts to the other parties. The parties use SMC protocols
that perform a joint computation taking on encrypted inputs
and producing encrypted outputs (using the homomorphic
properties of the encryption function).

The parties create a distributed state of the computation
with the secret values encrypted (inputs and intermediate
outputs), and operate on this state to obtain encryptions of
the final outputs. For n > 2 parties, a threshold decryption
scheme ensures that secret values can only be decrypted by
authorized sets of parties.

We can obtain a server-based solution with multiple
servers as in the case of SMC based on secret-sharing.

The servers run a key generation protocol to obtain a
public encryption key and shares of the matching decryp-
tion key. The parties receive the public key, encrypt their
inputs, and send them to the servers. The servers jointly per-
form the computation, operating on encrypted data. When
the computation is finished, the servers deliver to each party
shares of the decrypted output (for this purpose, each server
uses its share of the decryption key). Finally, each party
combines the received shares and obtains its output.

Efficient protocols using homomorphic encryption and a
single server are an open problem. In this case, only the par-
ties can decrypt, so they must generate the key. Few opera-
tions with encrypted data can be locally done by the server.
The others need expensive interaction with the parties.



7.3 SMC Using Yao’s Protocol

Yao’s protocol [20, 22] allows a secure evaluation of any
function represented as a boolean circuit. The core compo-
nent is a technique that transforms a circuit C into a garbled
circuit EC' by “encrypting” the gates’ wires and truth ta-
bles. We consider variants for n > 2 parties. Given EC
and its encrypted inputs E;, (z1),..., E;, (z,), any party
can compute the encrypted outputs Ey1 (1), ..., Eo, (Yn),
without knowing the secret keys used to obtain EC'. During
evaluation, a party does not learn anything about the values
for which the function is evaluated.

This technique can be used in various ways in a server-
based setting. We start with the most efficient. Each party
locally computes the garbled circuit using a common secret
seed. Then, it sends the circuit and its own encrypted in-
puts to a server (without the keys). After checking the con-
sistency of the received data, the server evaluates the gar-
bled circuit and obtains the encrypted outputs. Finally, each
party receives its encrypted output and locally decrypts it.

The server does not know the circuit’s keys, so it cannot
decrypt the value of any wire. Each party knows the keys,
but does not learn the encrypted data of other parties. How-
ever, privacy is compromised if the server colludes with any
party and discloses the encrypted data.

We can avoid this vulnerability by enabling the parties to
jointly generate a garbled circuit without learning the keys.
A variant suitable for this purpose was proposed in [5]. The
protocol allows each party to obtain a share of the garbled
circuit and of its keys. Then, they exchange shares such
that each party creates a local copy of the encrypted inputs
and the garbled circuit (without the keys), and the means
for decrypting its own output. Thus, each party can locally
evaluate the circuit and obtain its output.

This is the most secure solution, but it is not efficient.
The joint generation of the garbled circuit requires the ex-
change of large volumes of data. Performance is slightly
improved by using a server to collect the shares from the
parties, build the circuit, and evaluate it.

Finally, we can use a server GG that generates the garbled
circuit and obliviously transfers to each party its encrypted
inputs. Then, G sends the garbled circuit to the parties, they
exchange the encrypted inputs, and each party locally eval-
uates the circuit to obtain its output. However, security is
no better than in the first case, and the communication over-
head is much higher due to the oblivious transfers.

A limited improvement can be obtained by adding a
server S that gets the garbled circuit from G and the en-
crypted inputs from the parties, evaluates the circuit, and de-
livers to each party its output [23]. This variant distributes
the trust among two servers. The parties do not know the
keys of the garbled circuit. However, if G and S collude,
they can learn the private data of all the parties.

7.4 SMC Using Tamper-Resistant Devices

The solutions discussed so far meet some of the objec-
tives of the ideal architecture, but require a group of mutu-
ally distrustful providers running peer-to-peer SMC proto-
cols. Setting up and operating such a consortium is rather
difficult in practice. Also, the cryptographic methods used
in these protocols offer limited, rather poor support for real-
life applications, even for the passive adversary model.

We can extend the methods and tools used in SMC
by including tamper-resistant cryptographic co-processors.
These devices combine cryptographic methods and physi-
cal protection to provide integrity of executable code, data
secrecy, and data integrity. Several solutions using tamper-
resistant devices have recently been proposed [6, 18], but
this line of research has not received sufficient attention.

In a server-based solution, we propose the use of such
devices to realize ideal functionalities for secure computa-
tion tasks, as trusted implementations of the tasks, running
in a closed, secure execution environment.

A powerful cryptographic co-processor (e.g., [2]) has
sufficient resources to run internally a secure computation,
for simple applications and a small number of parties. The
device can interact with the parties using the ideal protocol
in Section 3.1, extended to enable the parties to verify that
the device is genuine and runs trusted code.

These devices are expensive and their resources are in-
herently limited. A more general solution uses hardware se-
curity modules only for a small set of tasks, that cannot be
(efficiently) done by cryptographic protocols, such as gen-
eration and distribution of threshold decryption keys and a
comprehensive set of arithmetic operations and mathemati-
cal functions needed in business applications.

Using this approach, straight-line programs for mathe-
matical computations could be done quite easily in a single-
server setting. Handling control flow and decryption of the
results without compromising privacy seems more difficult.
Threshold decryption could still help, and if the server may
learn the result, direct interaction between parties is not nec-
essary for decryption.

8 Conclusion

Many e-commerce applications could benefit from se-
cure multiparty computation. Poor performance and func-
tionality, and inadequate architectures prevent the uptake of
SMC protocols. Overcoming these obstacles should benefit
both consumers and producers and enable better privacy.

We reviewed current security models and methods used
for SMC protocols, and analyzed them for practical appli-
cability in e-commerce applications.

Practical aspects of distributed Internet applications have
been neglected in the design of SMC protocols. We would



like to bring them back to focus, so that realistic and prag-
matic solutions enable future uptake of SMC protocols.

We suggested possible ways to improve efficiency, in-
cluding mixed solutions, where the parties are helped by
service providers, and the protocols combine cryptography
with other methods to meet the security requirements. We
hope to stimulate future research in this direction.
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