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Abstract—The goal of the International Workshop Series on  that span across various domains. The enhanced data sharing
Security and Privacy in Enterprise Computing (INSPEC) is to  calls for innovative algorithms and protocols that respect
provide a forum for the discussion of novel research directns o ysers’ security needs. Novel cryptographic techniques
and challenges in security and privacy in enterprise compung .
among the experts from academia and industry. The following need tp be de}’e'oped anq established Ones evaluallted for
introduces the second edition of the workshop in conjunctin  industrial adoption. In addition to the security measutigs,
with the 13th IEEE International EDOC Conference in Auck- new generation of distributed systems requires techniques
land, New Zealand. for ensuring compliance with regulations on governance and

privacy of data, including those asserted by government and
I. WORKSHOPCONTEXT regulatory agencies.

Enterprise computing is a hot topic in applied informat-
ics. Automated, communicating workflows, years ago an
unattainable vision in industry, are by now widely adopted. The INSPEC workshop series sets out to provide a plat-
At their implementation level, loosely-coupled services a form for researchers and practitioners to present probiems
becoming the new building blocks of enterprise systemsenterprise computing and novel solutions there. Following
and service-oriented architectures combine them in a flexthe first edition in Munich in 2008, the second edition in
ible manner, thereby realizing the adaptivity gained fromAuckland includes the following refereed contributions.
automated workflows. In addition, with wide adoption of e- Pearson et al. [1] present a so-called “Accountability
commerce, business analytics that exploit multiple, logfer  Model Tool” to address the problem of capturing data
neous data sources have become an important practical fieldbout business processes in order to determine whether
Beyond the traditional client-server scenario, ubiqustou they comply with the privacy policies or not. The goal
computing technologies, such as RFID or sensor networkss to detect violations of privacy policies in an automated
change the way business systems interact with their pHysicananner and make subjects accountable for them. While this
environment and hence with end users, e.g. goods in a supply traditionally achieved by a posteriori audits [2]-[5]sed
chain and novel personalization possibilities. on secure logging [6], the approach proposed by the authors

The continuous development towards the automation obperate at runtime, generating compliance reports orflghe-
business processes cast a number of challenges to security
and privacy into a yet more complex and relevant context.
We are increasingly relying on IT systems for our daily The development that changed the IT industry was the
business including essential commodities, such as watkr arinternet. The ubiquitous availability of connectivity tk&o
power. The traditional forms of computer security need todramatically new forms of interactive computing. One of the
be enhanced to address the distributed nature and multipleewest such developments is cloud computing or software as
administrative domains of conducting business. For exampl a service. The low costs of communication combined with
algorithms for incorporating the new business practicesine the economies of scale on maintenance and computation are
to be identified for access control. Similarly, data confi-a convincing argument for many customers. The huge initial
dentiality cannot be provided on the network layer alonesuccess of many such offerings drives the industry even more
anymore, it needs to be built into applications and processento that direction.

II. CONTRIBUTIONS

Ill. PERSPECTIVES



Given a service provider hosting the software for many [6]
customers collaboration becomes feasible and cheap. There
are no longer high integration hurdles and complex com-
munications setups. Instead most of the data is already
stored in one database and data exchange mostly becomes an
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issue of setting the access control policies. From a sgcurit [7] W. M. P. van der Aalst, A. J. Mooij, C. Stahl, and K. Wolf,

researcher’s point of view the challenges will shift. Is the
cloud service provider the long sought for trusted third
party? Can he do something for your data security that
distinguishes him in the market from others? Most new
industrial software development projects will focus on the
cloud and as such should research.

Related to connectivity and cloud computing is the fact [8]
that we now connect business processes and the services
realizing such a services. One issue in doing so is that
of compatibility which aims at showing that communi-
cating business processes are able to achieve the goal$]
they have been designed for [7]. Broken down to standard
computer science properties, this means demonstrating, e.
the absence of deadlocks and starvation. Another issue {go
that of security assuming processes achieve the intended
business goals, do they achieve them safely? That is, do they
comply with the basic security and privacy policies? The
traditional way of doing so has focused on access contro[lll]
and authentication. With the rise of cloud computing thqugh
the usageandinformation flowcontrol, and associatetsk
management and quantificatiomas become of essential
relevance [8], [9]. In particular, information flow contidlO]
and evidence generation [11] have been receiving attention
In this setting, the task is that of identifying potential
information leaks and illegal propagation, as well as of
devising methods of closing these leaks are challenging.
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