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Abstract. Virtual Organizations enable new forms of collaborati@r f
businesses in a networked society. During their formation bespatners are
selected on an as-needed basis. We consider the problemgaugputation

system to enhance the member selection in Virtual Ordémiza The paper
identifies the requirements for and the benefits of usirgpatation system for
this task. We identify attacks and analyze their impact threht to using

reputation systems. Based on these findings we propose e¢hgf asspecific

model of reputation different from the prevalent modelsegfutation. The
major contribution of this paper is an algorithm (callethPaust) in this model
that exploits the graph of relationships among the partitépdt strongly

emphasizes the transitive model of trust in a web of tivg. evaluate its
performance, especially under attack, and show that it provadesear

advantage in the design of a Virtual Organization infragirac

Introduction

We consider the problem of member selection in Vir@edanizations (VO). A
VO is understood as a temporary coalition of geographickdipersed individuals,
groups, enterprise units or entire organizations that pespurces, facilities, and
information to achieve common business objectives.pHnmers in a VO enjoy equal
status and are dependent upon electronic connections (I@stincture) for the co-
ordination of their activities [1]. This concept of V@sadvocated as a promising
model for e-activities and it is strongly supported by the&ogean Union Sixth
Framework Program. Each VO has an initiator who is mesipte for creating and
managing the VO. The VO management function can be perfobmedgroup of
persons delegated by the VO initiator. A person becom¥® anitiator when he
notifies the system of his intention to create a VO.

A VO has a lifecycle which is a state model, whidah lvave adopted from [15] and
extended [12]:

1. Identification: the preparatory phase of a VO, where the initigteciies required
business roles (e.g. storage provider or data analyzem iCollaborative
Engineering scenario), high-level work units and interactionshat is referred to
as the “Collaboration Definition” (CD) and defines trmhrequirements [4].

2. Formation: the phase of the VO where members are discovered teskland
assigned to fulfilling the identified service requiremed&sived from the CD.
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There is therefore a period of negotiation betweenirthiator and members that

concludes with these agreements being signed by thentliateracting parties.

3. Operation: the Collaboration Definition is enacted and the enidipof the role
assignments (i.e which are selected VO members) attenal exchange messages,
documents and production information. Operation also esnbplicit sub-state
“dormant” when all members are inactive due to sombnieal or contractual
exception that needs to be handled.

4. Dissolution: the final phase of the VO, where the business tibgspecified in
the CD is met, or some technical or contractual timteoccurs that invalidates the
existence of the VO.

The focus of the paper is on the Formation phase and,@bpaoember selection
during this phase. In the Formation phase the initiator tbaserform following
actions:

1. Query: the initiator sends a query containing keywords deriverh fthe roles in
the CD to a public registry and receives a list of cdaehis that have previously
registered.

2. Invitation: the initiator contacts the candidates, informs thanhis intention to
form a VO and invites them to play a specific role stnds them the partner
profile detailing the expectations derived from the CD.

3. Negotiation: the initiator engages in negotiation about contradierhs with the
candidates that have expressed interest in joining the M@. initiator can
negotiate with multiple candidates in parallel and pausesume a negotiation to
achieve the best result possible.

4. Selection: The initiator chooses the best-suited candidate asigresshim a role in
the VO. The chosen candidate now becomes a membdreo¥® and other
candidates are finally rejected.

If we expect a VO initiator to use a reputation sysfemmember selection, it has
to provide a benefit for him. There is likely no diresbnetary benefit in using the
reputation system rather he is likely to receive bestervice (or in general
performance) by using a high reputable provider. So, gpecatation would be that
the overall number of positive transactions increasesnwising a reputation service
for member selection.

The second benefit of using a reputation system arises tieeinitiator has to
deal with unknown parties. Their business record maynkeown to the initiator and
a reputation system can help establish trust. In oalehrane would then expect that a
certain percentage of reputation values is based on tisititva trust evaluation.

We consider the question what kind of reputation systensopport the selection
of members for the VO. First, the initiator can invdtdy candidates whose reputation
is above a certain threshold. The threshold can be fixedaptive to the candidates
found (e.g. the ten best reputation values). Secondnitiegdr can choose from the
set of candidates based on reputation. There are maaydfferentiating factors for
candidates, such as price or delivery time, which hestonsidered in this decision,
but reputation can be used as another weighted compongrs imix or it can be
used to make the final decision among a group of equallyswigééd candidates.

The degree of influence reputation has varies with theetseh method, but in any
case: the higher the reputation the more likely a ceteliis to be selected. And a
higher selection ratio means more business and mdfie pigs implies that there is
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an incentive for attacking the reputation system, sheh the attacker’s reputation
increases. A reputation system suitable for membectah needs to be resistant
against this kind of attack.

We present a model of reputation that is derived from thehusiness partners are
currently selected and differs from most other modelsepiitation, as discussed in
the related work section. It is particular well-suitea withstand attacks from
participants trying to increase their reputation. We gesan algorithm that
implements this model in our framework of VOs and ewualita performance.

The paper is organized as follows: the next sectionwsvielated work, section 3
presents our model of reputation and system architectetio 4 analyzes the
attacks and outlines the design requirements on a reputatitemsyar member
selection. We then present in section 5 the designuofatgorithm and show its
evaluation in section 6. The last section concludesaperp

Related Work

From a productive use perspective, reputation systemsdgplgay a role in
several online businesses, such as eBay or Amazom the work presented in this
paper, business in those communities exhibits a traasacbehavior and the partner
selection for transactions is supported by reputatioteisys Since the transactions
are real business transactions involving money teandfieir reputations systems
were subject of several published vulnerability and attachlyais [1][5][11].
Especially Resnick et al. in [11] classified the moshown forms of attacks on
reputation systems like badmouthing, liars or collusioackft. They also put an
emphasis on initial values, what kind of reputation vatidnitially assigned to a
newly arriving entity without available prior knowledgehistory. Josang et al. in [5]
provide a quite exhaustive survey of reputation systems in imydastl academic
research. They also address the previously mentiotecksifor particular reputation
systems. Bolton’s analysis in [1] revealed that mostipetive reputation systems are
susceptible to fraudulent behavior, for instance cheated liars in an eMarketplace.
Addressing this particular issue of liars, Padovan et abrél] Sen et al. [14] present
reputation systems which try to counteract fraudulerttatder or provide an
augmented decision process. The work we present in this igaga¢her changing the
internal reputation mechanism/algorithm than working around meraible system.
An experimental evaluation of reputation systems was dorf&3]. Many attacks,
including fake transactions have been considered, butrttegir draw-back was the
model of reputation that only considered global reputatadnes. We have designed
a reputation algorithm that uses personalized reputatiorgsadand can show that it
significantly performs better against this very imporiattack.

For Peer-to-Peer (P2P) networks several reputation thigwrihave been proposed.
These algorithms are related to ours, but usually needrtsider different kind of
attacks as they occur in real P2P networks. The algoptiomosed in [8] implicitly
uses a personalized model of reputation, but is simplerailvadue to the restriction
that it needs to be computed in a distributed fashion. ThenErust algorithm
suggested in [7] is a global reputation system, but explicitlids on the notion of a
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web of trust by computing the global reputation from theremtiatrix of ratings. It
has been evaluated against attacks in P2P networks andrfiootie in [13]. It is
based on Google’'s PageRank algorithm and therefore hdsestablished basis. We
use it as our reference to compare against. A persaaiizs EigenTrust has been
attempted in [3] by applying an extension for PageRank tgerHirust, but the
personalization is very limited. A related approach been followed in [10], but the
reputation is not feed-back based.

A reputation algorithm for eCommerce P2P networks has feggested in [18]. It
is a global reputation algorithm, but uses the reputatfothe rater in a restricted
fashion without explicit reference to a web of trushds been evaluated against some
attacks, but not fake transactions. In [19] a reputatigarithm also for electronic
marketplaces is described that exploits the graph for giepeof the ratings to
compute a personalized reputation. The algorithm itself albgmths instead of our
maximum-weight path which deteriorates in cyclic, fulhnnected graphs like ours
and, most importantly, is not evaluated (or has any design properties) to resist
attacks from fake transactions. The Beta reputatiaesyby Josang et al. [5] tries to
predict future performance based on a statistical apiprdtzfollows the global model
of reputation and is suggested for eCommerce applicationgl7lnit has very
successfully been made resistant to the related attackfaif ratings, but a brute-
force attack of fake transactions has not yet beelatenl.

Voss suggests the use of reputation for VOs [16], but doesdetatl its
suggestions, nor evaluates the threats that are dervexdtfre suggested uses. The
main contribution of the paper, an algorithm to privatehve feed-back ratings, is
unrelated to our contribution.

Model of Reputation

In the non-electronic business world business partnersselected based on
personal relationships. A business owner has experiehdeteracting with his
partners and therefore bases his trust in them perfgrinisiness transactions as
expected on this experience. The more (positive) experfembas with a partner, the
more trust he usually places in that partner. In a highigamic, electronic,
geographically dispersed environment such as VOs it is uiffito form such
personal relationships. Often one is confronted to nthlcdces among candidates
with which one has no previous experience. The reputatgiera can help form trust
in such candidates. We view such relationships as theioation of previous
performance and recommendation trust, since we bdlimtean established positive
relationship will foster honesty in future recommetiales and vice-versa.

In most reputation systems [7][13][18] reputation is scakdue R(A) for each
participant A that is a global ranking of the participantst @putation model views
the system as a web of trust relationships, sucheapdisonal relationships formed
by the business owners. Reputation is the relatiorpafticipantA wishing to engage
in business with participarB: R(A, B). It is a two-variable function of the two
participants, i.e. two participangsandC may have very different viewR(A, B) and
R(C, B) of B's reputation.
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The idea of using a web of trust is not new and mangratbputation system
involve the relationships of the participant in the corapah of the reputation []. Our
algorithm operates directly on the trust relationshigb@mbines transitive trust (as
in e.g. certificates or PGP keys) with a reputatiomgatlf a participant A trusts
participant B (with a certain rating) and participant Bsts participant C (with a
certain rating), then participant A trusts participanfwith a rating as a function of
the other two ratings). One can also compare our #igotio a recommender system.
In some sense, B recommends C to A in the example aliogealso necessary to
evaluate this model of reputation and its specific algaritunder the attacks
important in its intended area of use (here selection oftrees for VOs).

This model of reputation (using the trust relationships @sithe participants)
particularly lends itself to resistance against thacktbf faking positive feedback. A
group of attackers collaborate in order to boost their a¢ipatrating by leaving false,
positive feed-back for each other. In our model of remriatiis will only strengthen
the trust relationship among themselves, but not nadlssstrengthen the path from
an honest inquirer to the attacker, such that the réputltom the honest inquirer’s
point of view should remain unaffected. We test this btypsis in the evaluation
section of our algorithm.

The trust relationship between two participants is &fnbased on the past
experience they had with each other. A participantdgavfeed-back rating after each
transaction and these ratings are accumulated to &nslaip value. The reputation
R(A, B) can therefore also be seen as a function of aligateft in the system, i.e. the
ratings are the only input to form the pairs of reputegtio

Another benefit of exploiting established relationshipsnember selection is the
formation of long-term relationships. By relying on piwsi past experience well-
performing members are likely to be selected again and lsssinetworks of
participants can form. Such networks have the benefitttiey can exploit further
long-term optimization of business processes by inwgstin infrastructure and
business process adaptation technology rather than jusidhteterm satisfaction of a
common (temporary) business objective.

System Architecture

Underlying each VO there is an Enterprise Network siftacture (EN). This
infrastructure provides basic services, such as ragi@ir and notification. It also
provides the reputation service.

Each participant of a VO must first register with M in order to be eligible for
membership status in a VO. He must present some cred@ngialan entry in local
administration’s business registry) in order to obtaembership status in the EN.
Each VO in turn is registered with the EN, as welle Bet of registered participants
is queried for candidates for a role in a VO during Fdiom phase. This service is
also provided by the EN.

The reputation service is a centralized service offénedhe EN. We anticipate
there being one reputation service for all VOs, buteddht EN providers might
choose to allow competing reputation services to caderdifferent needs and
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preferences. In the dissolution phase of each VO athbers leave feed-back ratings
with the reputation server for the other members witlom they have completed
transactions. Each such rating can be authenticated assoeiated with a specific
VO and one cannot leave unsubstantiated feed-back. Nedesstliteis difficult for the
EN provider to verify that a business transaction h&srt place and an attacker can
create fake VOs and leave feed-back for these withefnatation server, i.e. it is still
possible for an attacker to create fake transactions.

Since each EN participant needs to register with smeabéworld credential in
order to obtain EN member status, the multiple idestiitack on the reputation
system, where a participant always starts with a idewtity once he has ruined his
reputation of the old one, is sufficiently deterred,af impossible.

Since the reputation service is central, it has admesdl ratings and can do its
computation locally instead of distributed, preventingiditties in the reliability of
the computation and the overhead of communication cash Huery just sends the
two parties A andB) to the reputation service, which does a local trustetpatation
and returns the result.

Analysis of Attacks and Design Requirements

Analysis of Attacks

As described in the introduction the use of reputation imbee selection can
provide substantial gains to participants with high repntatt is therefore necessary
to prevent attacks that raise reputation.

The first attack we consider on the reputation systenthé creation of fake
transactions with positive feed-back. In most reputasigstems this clearly raises the
expected reputation of the participants the positive feel-as left for. It therefore
has the potential to increase profit when reputasomsed for member selection and
the attack is very critical. We evaluate the perforoeaof our algorithm under this
attack in section 6. A potential mitigation of this ektas to collect fees for every
transaction that are supposed to capture the additionfif geined by the fake
transactions, but the more vulnerable a reputatioresys to this attack, the higher
the fees have to be. A built-in resistance to thiachtallows the fees to be lower
covering the costs of the transaction rather than beied as a deterrence to create
fake transactions. We don’t consider using the valuehef ttansaction in the
reputation a useful deterrence of this kind of attack as steghén [18], since the
value of the transaction can be faked as well. Eveonifbined with fees, the attacker
then can just replace several small fake transactidisone big one or vice-versa.
Also the value of the transaction might be confiddnti several business cases.

An attack on the overall system rather than on thetaépn system itself is to
consistently deliver bad performances. This attaclkcasmimonly considered for
reputation systems in P2P networks, since it is agtibelng pursued in many real
P2P networks. We do not consider this attack here, siecgo not believe that any
successful business model can be built on consistenfigrpeng badly. Differently
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from P2P networks, we do not see a motivation for #tiack in our scenario and
therefore ignore it in our evaluation. We consider éasv subtle differences in well
performing participants, which are supposed to be highlighted dyraputation
system.

A third attack is to leave false or no feed-back ktRtst, currently methods are
being researched in the TrustCbkroject that leave feed-back automatically and,
second, leaving no or false feed-back has an immediegative impact on the
participant’s own feed-back left by the partner. If a pgént is allowed to change
his feed-back he is capable of reacting to such actiortBebpusiness partner, even
after he has left feed-back. Since in our setting iih i$e attacker’s best interest to
raise (and not lower) his reputation this attack seerilselynand we do not evaluate
its impact.

There have been “successful” fake business attacks wherattacker offered
some services, engaged in many business transactidiesterd payments, but never
delivered the goods or services. One could imagine tteckat exploiting the
reputation service to lure customers to his business. citiresponds to the erratic or
changing behavior attack considered in other reputatiomragstLuckily there are
some economic deterring factors to using reputation ferkimd of attack, besides
the “legal deterrence” of prosecution. First, buildingutation can be a slow process
and requires real (successful) transactions. Theréfierattacker would be required
to at least set up a minimal real business whiclofig,ourse, associated with the
initial investments. Second, there are many othégrdntiating factors, such as prices
or advertisement, which can attract customers to a ksssithe@t work much faster
than building a good reputation. We opt for the “legal detere” and leave this
attack as a whole to the authorities.

The last attack on the reputation system is to createidentities every time one’s
reputation drops below a certain threshold. This attapkegented in our system by
requiring a real-world credential (such as an entry intalladministration’s business
registry) to enter the system. Furthermore, thekdtaalways starts out with an initial
reputation that is lower than the one of establishedesstul businesses leaving him
at a competitive disadvantage.

Design Requirements

Besides attacks on the system and the reputation sylseemdre other scenarios
that a reputation system might have to deal with. Arfmss’ reputation might be
subject to a rapid decline, e.g. if it has entered aohiescy process. Such
participants should not be selected as members in a MGt s very difficult to
represent this scenario using a reputation systeme seartion would need to be
immediate and harsh (upon the first indication of sucbunistances). Such harsh
action often invites another kind of attack where titecier leaves false feed-back in
order to eliminate a competitor (similar to spreadingefalsnors). Although, one can
design for such cases, e.g. using authorization for \eggtive feed-back, we didn’t

1 www.eu-trustcom.com
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and would like to see such cases handled outside the scdpe reputation system,
since they only provide means for an “emergency” case.

Another important aspect for a B2B system, such a¥®e is to support growth.
The system will need to start slowly and continuoushyaet more and more
participants. New participants need to be able to entamtirket. We believe that VO
system offers sufficient differentiating factors for iness to be able to enter
established markets and build good reputation. Furthermaresereices are offered
all the time and allow business to build a good reputatian can be transferred to
markets of established services in order to enter tnaskets as well.

Algorithm

Based on our model of reputation, the requirements andksittae designed an
algorithm for a reputation system used for member setectialledPathTrust. As
described earlier, the input to PathTrust is the set dditithigs. For each transaction in
the system, the user of a service can leave feed-badkd provider. A feed-back
ratingr is a binary value, either positive or negative. pet/i, j] be the number of
positive feed-back ratings left by participant®r participantj andneq[i, j] be the
negative ones.

PathTrust sees the system as fully connected graph egitfes between all
participants registered with the EN. Each edgis a function ofpodi, j] andned[i,
il

pos[i,j]-mm{lgpos[i,k] kzj;neg[i,k]j rheg, |
3" (podf, ]+ negli k]

k=0

c; =max 0.00%

We lower-bound the system to the interval§01 and normalize each edge by
the number of total transaction a participant has peddr thereby limiting the
weight to the interva]0.001, 1]. This provides a relative measure of trust for the
participant in another participant (compared to his dvesgperience), but prevents
comparison between edges from different participantsalldws us nevertheless to
interpret the weight in our path-searching algorithra @sobability value. The lower
bound allows our selection algorithm to choose edges vatlexperience, even if
there are edges with experience from that participantwéight negative feed-backs
by the ratio between positive and negative feed-backstigipant has given to allow
the algorithm to react even to fine-grained perforreatifferences. This normalizes
average performances to the lowest possible ratireyrdftio is not defined, because
the denominator is zero, we default to the other omtfdhe max operation.

We define the weight of a pathi,j,k> from participanti to participantk via
participantj as:wW.ij = G;Lk. Upon receiving a querR(A,B) for reputation ofB
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from A PathTrust computes the path with the maximum weight fdota B. Since

0< ¢ =1 (and therefore each path weight is constantly decrggrsive can do this
simply using Dijkstra’s shortest path algorithm. The maximpath weight is
returned as the reputation 1&¢A,B).

The algorithm fully exploits the graph properties of tlystam, and therefore
should provide the required resistance against fake t@oss An attacker
generating fake (positive) transactions just incredsesveight of the edges with his
colluders, but no trust relationship is formed with theeotparticipants. Therefore the
path between the honest participants and attackers istoahgthened if they engage
in real (positive) transaction with each other. Waleate the algorithms performance
against this attack in the next section. Neverthelessaltgorithm can form indirect
paths based on transitive trust between participantsiaticssuccessfully querying the
reputation of participants with whom there is no pewperience.

The algorithm supports the growth of the system for pierg as described in the
previous section, but the first query of an initiator wéturn equal reputations for
every other participant. This applies to the very firstrguanly, and therefore an
initiator entering the system should be offered to chaosmall set (one is actually
enough) of trusted business partners. The vpase/]/ will be initialized to1 for
these participants simulating one positive transactibe. fifst query will then return
the trust of those trusted partners. Over time agiti@or engages in more and more
transactions the influence of the initial choicelvidé marginal. If an initiator is
entering the system for the purpose of engaging in a Bptraifisaction, this step can
be replaced by the first transaction.

Evaluation

We ran several simulations to evaluate the performahoer proposed algorithm
for VO member selection. The design of the experimems their results are
described in this section.

First, we need to describe how we intend the reputatystem to be used for
member selection. The service registry returnsedarthiator a list of candidates from
which the initiator chooses one (after negotiatidn).our experiments we do not
model negotiation or other differentiating factor bedwecandidates, such as price.
We assume that all candidates offer similar conditiand propose the weighted
reputation selection algorithm: Let be the set of candidates andllee the initiator,
then for each candida@ /7 @ the probability that she is chosen is

plc)= 20O

> R(I,A)

This approach supports our notion that reputation is tacsiéérion for choosing
candidates, since it is probabilistic and allows loveerked candidates to be selected
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as well, e.g. they could have differentiated using additiservices, such as payment
options or price.

Besides the actual algorithm we proposed a specific noddeputation that views
reputation as a function of the inquirer and the queriedasyaed that this model
provides inherent benefits in attack resistance compgaretdels that see reputation
as a function of the queried only. We therefore compane algorithm to the
EigenTrust [7] algorithm. The EigenTrust algorithm also warksthe web of trust,
since it uses the rater’s reputation in computing thal fieputation. Nevertheless it
still adheres to the model that reputation is a globattion (i.e. equal for every
inquirer). Furthermore it has performed well in studiesuah algorithms [13].

We used 1000 participants (nodes in the graph) in our tesBbeskrvices were
available to initiators and each participant offerseBvises. The providers for a
service were uniformly chosen from the set of pardictp, i.e. there are 100 providers
for each service.

We then simulated the formation of a VO. Each VO lem#giator which has the
need for a specific service. The initiator was uniforeiipsen among all participants
and the requested service uniformly among all servides.ifitiator then queries the
registry for all available providers of that servicelahooses a business partner using
the weighted selection algorithm explained above. Each sachkaction has a value
associated with it. The value was chosen uniformtynfithe domain [1, 100] and
given to the initiator. It represents the profit gervice provider makes when being
chosen for that VO. We did not simulate the profit @ thitiator since the inception
of the VO is random. The goal of each participant isi&ximize its profit and since
so far all choices are random, the means to achiated to boost reputation which
has a direct impact on the probability being chosenafovO. This models the
situation and risk we have been discussing for choosingmémbers using the
reputation service.

We divided the simulation into rounds. During each round\i06 where formed
in parallel and there were 100 rounds, i.e. we simulated 10866attions per test
run. The reported numbers are averages of 3 test runs.
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Resistance against fake transaction
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Figure 1 Resistance to cheating

Our first test was to create fake transactions andifséee profit of cheaters
increases compared to honest participants. Each cloeasted one false transaction
per round, i.e. about 10 fake transactions per 1 real ttamsakle always chose an
assigned collaborator for the fake transaction aneblise does not count towards the
accumulated profit. In general, each transaction waisiyedg rated, whether it was
real or fake.

The results are summarized in Figure 1. We increasefdtoentage of cheaters
from 1% to 10% and depicted the average profit a cheatearamdnest participant
makes. From the graph we can see that EigenTrustadyctaore vulnerable to this
kind of attack than PathTrust, since the average profd oheater in EigenTrust
exceeds the one in PathTrust up to a factor of 5.6. Frose thembers we can
conclude that transaction fees that consume the addifiofit of a cheater would
need to be 10 times higher in EigenTrust consuming 47% of diié pf an honest
participant compared to 4.8% using PathTrust.
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Percentage of positive transactions
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Figure 2 System performance

Our second test is supposed to measure the impact oéplation system on
overall system performance. A reputation value is supposedorédict the
performance of a participant. It therefore should help atios best provider for a
given service. Besides acquiring trust in unknown candidais is a further benefit
for the initiator. We divided the set of participants itbkm: good performers which
provide good service in 99% of the transactions andso@eod performers which
provide good service in 95% of the transactions. This atsfleur view that all
businesses need to achieve a reasonable level of penf@rt@abe successful and it
makes it difficult for the reputation system to operatetlwose small differences.
There were 100 bad performers, i.e. 10% of the participdhis implies that the
expected average percentage of good performances of alidtians is 98.6% when
using a random choice of VO members (i.e. no reputatimters at all). An
improvement over this number indicates an advantagsiog this reputation system,
i.e. the higher this number the better the reputagisiem. Even if the reputation
system managed to separate the two groups completely agdclvose good
performers, the percentage of good performances would be 88%he possible
improvement from using a reputation system in this steigsmall and even small
improvements are difficult to achieve.

The results of this experiment are summarized in Figur&/@.increased the
percentage of bad performers that cheated using fake tr@msaetiack as above
from 0% to 100%. We thought that bad performers might bécpkmtly inclined to
conceal their disadvantage by resorting to cheating. Ndi@ukli (good performing)
cheaters were introduced. The graph depicts the perceritggedotransactions given
the percentage of cheaters. We can see that the Eigeralgasithm looses its
advantage over random choice once we introduce chegtinthermore, we see that
this loss is much lower in the PathTrust, but stillobdes its advantage to random
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choice suggesting that cheating annihilates one of theiten&fusing a reputation
system. We therefore suggest using transaction feestéo cheating (which can be
much lower in the PathTrust algorithm than in the EigestTalgorithm as discussed
in the previous section) and then both systems pravédely the same benefit in
performance gain to the initiator.

Conclusion

We evaluated the requirements for a reputation systdra tsed for VO member
selection. We identified threats and attacks that camsed against the whole system
and the use of the reputation system in particular. Base these findings we
developed a model to be used for reputation system for ¥@bma@r selection that
seems particularly well suited to resist the major tsredhen we built a new
reputation algorithm in this model and evaluated its perdoca in a simulation of
VO formation against a chosen candidate from the pgavahodel of reputation. The
evaluation shows that our algorithm provides clear beniefithe presence of attacks.
It is therefore beneficial to the operators of a M@®astructure while preserving the
advantages of using a reputation system to the usdratafytstem, the VO initiators.

Currently, a VO infrastructure is being developed by thesflCoM project that is
supposed to be made available for use by business. It wewdybeat enhancement
to this work to study the use and impact of a reputatimtem and the PathTrust
reputation algorithm in particular in a real-world system
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