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Abstract increase in unauthorized activity [12], not only from external

attackers, but also from internal sources, such as disgruntled

We introduce the concept of using internal sensors to pemployees and people abusing their privileges for personal
form intrusion detection in computer systems. We show igin [59].
practical feasibility and discuss its characteristics and relatedn the last few years multiple intrusion detection systems
design and implementation issues. have been developed, both in the commercial and academic

We introduce a classification of data collection mechgectors. These systems use various approaches to detecting
nisms for intrusion detection systems. At a conceptual levehauthorized activity and have given us some insight into the
these mechanisms are classified as direct and indirect mppabblems that still have to be solved before we can have in-
toring. At a practical level, direct monitoring can be impléetrusion detection systems that are useful and reliable in pro-
mented using external or internal sensors. Internal sensfuigtion settings for detecting a wide range of intrusions.
provide advantages with respect to reliability, completenesspyost of the existing intrusion detection systems have used
timeliness and volume of data, in addition to efficiency ar@ntral data analysis engines [e.g. 18, 45] or per-host data
resistance against attacks. collection and analysis components [e.g. 30, 58]. In their im-

We introduce an architecture called ESP as a framewgjlkmentation, all of these approaches are subject to similar
for building intrusion detection systems based on interngoblems.
sensors. We describe in detail a prototype implementatiorkjrst, they continuously use additional resources in the
based on the ESP architecture and introduce the concergygftem they are monitoring even though there are no intru-

embedded detectors as a mechanism for localized data redjis occurring, because the components of the intrusion de-
tion. Our implementation shows that it is possible to builgtion system have to be running all the time.

both specific (sp_ecialized foracgrtainlintrusion) and generiCSecond, because the components of the intrusion detec-
(able to detect dn‘fer_ent types of |nt_ru3|ons) det_ectors. tion system are implemented as separate programs, they are
Performance testing of the ESP implementation shows tgcanyible to tampering. An intruder can potentially disable

impact that gmbedqed detectors can have on a computer BY?ﬁodify the programs running on a system, rendering the
tem. Detection testing shows that embedded detectors haye <ion detection system useless or unreliable.

the capability of detecting a significant percentage of new

Finally, the information used by the intrusion detection
attacks.

system is usually obtained from audit trails or from pack-
ets on a network. Data have to traverse a longer path from
their origin to the intrusion detection system, and in the pro-
cess can potentially be destroyed or modified by an attacker.

Furthermore, the intrusion detection system has to infer the

The- f'el.d of intrusion detection has rece|yeq Increasing gk avior of the system from those audit trails, which in many
tention in recent years. One reason for this is the explose/ es results in misinterpretations or missed events.

growth of the Internet and the large number of networke .
o o . Even systems designed to use software agents [e.g. 4, 70]
systems that exist in all types of organizations. The in- : . )
. . suffer from the problems mentioned, because in practice they
crease in the number of networked machines has led to,an ~. .
have implemented agents as separate processes running on

*Portions of this work were supported by sponsors of CERIAS. each host.

1 Introduction




In this document, we present a classification of data c@ly this definition, an intrusion detection system that is ex-
lection mechanisms for intrusion detection. We propopécitly monitoring several programs in a host (for example,
an architecture for intrusion detection which addresses the kernel, the email server and the HTTP server) could be
problems mentioned above, and describe a prototype implensidered as monitoring several components even if they
mentation. We describe case studies for two specific ty@s all in the same host.
of attacks, and present some performance results for our im-

plementation. 1.2 Data analysis structure

. . Intrusion detection systems are usually classified as host-
1.1 Intrusion Detection based or network-based [49]. Host-based systems base their

Intrusion detection is defined as “the problem of identifyingECiSIons on information obtained from a single host (usu-
individuals who are using a computer system without aut ly audit trails), while network-based systems obtain data

rization (i.e., ‘crackers’) and those who have legitimate alay monitoring the traffic in the network to which the hosts

cess to the system but are abusing their privileges (i.e., e connected.' e
‘insider threat’)” [49]. We add to this definition the identifi- 1OWeVer, this classification only addresses the general

cation ofattemptsto use a computer system without authgource from which data are collected by the intrusion detec-
rization or to abuse existing privileges. Our working definfion systém, and not the specific mechanisms used, or how
tion matches the one given by Heady et al. [29]; and where they are processed. To make this distinction clear,

we use the termbost-based data collectioand network-
DEFINITION 1: INTRUSION based data collectiomstead.
Any set of actions that attempt to compromise the in- With respect to how the data analysis components are dis-
tegrity, confidentiality, or availability of a resource  tributed, we classify intrusion detection systems as central-
ized or distributed, as follows [70]:
This definition disregards the success or failure of those ac-
tions, so it also corresponds to attacks against a complR&FINITION 3: CENTRALIZED INTRUSION DETECTION

system. In the rest of this paper we use the teatteckand SYSTEM
intrusioninterchangeably. An intrusion detection system in which the analysis of
The definition of the wordntrusionin an english dictio- ~ the data is performed in a number of locations that is

nary [50] does not include the concept of an insider abusing fixed and independent of the number of monitored com-
his or her privileges to perform unauthorized actions, or at- Ponents.

tempting to do so. A more accurate phrase to udatis- L iond : h lassi
sion and insider abuse detectioin this document we use SOMe existing intrusion detection systems that we classify as

the termintrusionto mean both intrusion and insider abuseqentralized are IDES [45], IDIOT [18, 40], NADIR [32] and

An intrusion detection systeris a computer system (pos—NSNI [30].

sibly a combination of software and hardware) that attempis rin1T10N 4° DISTRIBUTED INTRUSION DETECTION

to perform intrusion detection, as defined above. Mostin- gystEM

trusion detection systems try to perform their task in real ap intrusion detection system in which the analysis of
time [49], but there are also intrusion detection systems that he data is performed in a number of locations that is
do not operate in real time, either because of the nature of the directly proportional to the number of monitored com-

analysis they perform [e.g. 39] or because they are geared for ponents.

forensic analysis [24, 78].

The definition of an intrusion detection system does ndpme existing intrusion detection systems that we classify as
include preventing the intrusion from occurring, only detedtistributed are DIDS [68], GrIDS [71], EMERALD [58] and
ing it and reporting it to an operator. There are some intrAFID [70].
sion detection systems [e.g. 15, 69] that try to react wherNote that these definitions are based on the number of
they detect an unauthorized action. This reaction usually menitored components and not of hosts (as has been tradi-
cludes trying to contain or stop the damage, for example, tignally the case), so it is feasible to have an intrusion detec-

terminating a network connection. tion system that uses distributed data analysis within a single
In some of the definitions given below we use the terhpst if the analysis is performed in different components of
monitored componerats follows: the system.
In the definitions above, bbcation is defined as an in-
DEFINITION 2: MONITORED COMPONENT stance of running code. So for example, an analysis compo-
A host or a program that is being monitored by an iment implemented in a shared library could be considered as
trusion detection system. a distributed analysis component if the library will be linked



against multiple programs, because each running progrefficiency—as the data on which it bases its decisions. For
will execute the analysis component separately. Howevinis reason, the way in which data is obtained is an impor-
if the shared library will be linked against a single progratant design decision in the development of intrusion detec-
and all the data analysis will occur there, we would consid@éwn systems. If the data is acquired with a significant delay,
it as centralized analysis. So we can see that these defileitection could be performed too late to be useful. If the
tions depend not only on how the analysis components dega is incomplete, detection abilities could be degraded. If
implemented, but also on how they are used. the data is incorrect (because of error or actions of an in-
Both distributed and centralized intrusion detection sysuder), the intrusion detection system could stop detecting
tems may use host- or network-based data collection methrtain intrusions and give its users a false sense of secu-
ods, or a combination of them. In the last few years, an inty. Unfortunately, these problems have been identified in
creasing number of distributed intrusion detection systemdsting products. After examining the needs of different in-
has been designed and built [e.g. 6, 34, 58, 70, 71]. trusion detection systems and the data provided by different
operating systems, Price concluded that “the audit data sup-
1.3 Coupling between data collection and plied _by conventigna!'operating systems lack content useful
for misuse detection.” [60, p. 107]

data analysis With the goal of better understanding the characteristics

Data collection and data analysis are usually consideredh@ make data collection mechanisms suitable for intru-

two distinct steps of an intrusion detection system. Concéjen detection, in this section we provide two conceptual
tually, this distinction is useful for analysis and for reasoni entralized/distributed and direct/indirect) and two practical

about the intrusion detection process. Its usefulness has tnetwork-based and external/internal) classifications of
shown in efforts to model the intrusion detection process [8§t@ collection mechanisms. We discuss the advantages and
and intrusion detection systems [57]. disadvantages of each one of them.

In practice, essentially every intrusion detection system
has followed this separation by making data collection a@dl Data collection structure: centralized and
analysis two distinct steps separated in time and often in  djstributed

space. However, this separation has the following shortcom- . . . .
ings: When talking about data collection architectures for intru-

sion detection, the classification normally refers to the locus
e It creates a window of time between the generation apfidata collection. The following definitions are based on

the use of data. This can cause inconsistencies betwiggsse provided by Axelsson [2].
what the intrusion detection system “sees” and the state
of the system at the time the data is analyzed. It also IREFINITION 5 CENTR_AL'ZE,D DATA COLLECTION.
creases the possibility that the data get modified before D2ta used by the intrusion detection system is collected
the intrusion detection system analyzes them, either by &t @ humber of locations that is fixed and independent
accident or malicious action. Furthermore, it reduces of the number of monitored components.
the timeliness of the reactions of the intrusion detection

system: by the time it analyzes the data and reacts toXRFINITION 6: DISTRIBUTED DATA COLLECTION
intrusion, it may be too late to do anything about it. Data used by the intrusion detection system is collected

at a number of locations that is directly proportional to
e It lengthens the path through which the data has to flow the number of monitored components.

between its generation and its use. This increases th? _— L . .
- L n these definitions, bbcationis defined as an instance of
amount of traffic in the system (within the host or over

. " . . tTunning code, in the same sense as in Section 1.2.
the network), reducing the scalability of the intrusion L . .
: . : Both distributed and centralized data collection have been
detection system. It also increases the time betweenthg . L : .
: . idely used in existing intrusion detection systems [82]. A
generation and use of the data and brings along all the
roblems described in the previous item report by Axelss_on_[Z] shoyvs thz_;\t the trenc_i over the years has
P ' been towards distributed intrusion detection systems, which
For these reasons, in practice, the data collection and aRged distributed data collection. o
ysis Steps should be as close together as possib'e_ The.dISFInCtIOI’l betWeen Centra“zed and d|Str|buted.d.a.ta
collection is the feature most commonly used for describing
] ) the data collection capabilities of an intrusion detection sys-
2 Data collection architectures tem. However, for our purposes, we are more interested in
discussing the mechanisms used to perform data collection
The performance of an intrusion detection system cand the data sources utilized. These are described in the next

only be as good—in terms of accuracy, reliability, anskections.



2.2 Data collection mechanisms: direct and could make the data unavailable to the intrusion detec-
indirect monitoring tion system.

In the physical world, a direct observation is one in whichompleteness:Some events may not be recorded on an in-
we can use one or more of our senses to observe or measuredirect data source. For example, not every action of the
a phenomenon, and an indirect observation is one in which inetd daemon gets recorded to a log file.

we rely on a tool or on an observation by someone (or some- Furthermore, an indirect data source may not be able
thing) else to obtain the information. to reflect internal information of the object being mon-
We build similar definitions in the context of data collec-  jtored. For example, a TCP-Wrappers [79] log file can-
tion for intrusion detection. When an intrusion detection not reflect the internal operations of tmetd daemon.
system can measure a condition or observe behavior in the |t can only contain data that is visible through its exter-
monitored component by obtaining data directly from it, we  nal interfaces. While that information may be sufficient
use the terndirect monitoring When the intrusion detection for some purposes (for example, knowing what address
system relies on a separate mechanism or tool for obtain- a request came from), it may not be sufficient for oth-

ing the information, we use the terimdirect monitoring In ers (for example, knowing which specific access rule
other words, direct monitoring is the measurement or obser- caused a request to be denied).

vation of a characteristic of an object, and indirect monitor- o o )
ing is the measurement or observation of the effects of t4glume: With indirect monitoring, the data is generated by
object having that characteristic. me_chanlsms (for example, the code that writes thg audit
For example, using thes[77] command to observe CPU tr_all) that h:?\ve no knowledge_of the ngeds of the intru-
load on a Unix host is considered a case of direct monitor- Sion detection system that will be using the data. For
ing becauses directly extracts the load data from the corre-  this reason, indirect data sources usually carry a high
sponding data structures in the kernel. By comparison, ifthe Volume of data. For example, Kumar and Spafford [41]
CPU load is recorded in a log file and later read from there, Mention that a C2-generated audit trail might contain
we consider it a case of indirect monitoring because we are S0K-500K records per user per day. For a modest-
relying on a separate mechanism (in this case, a file) for the Siz€ user community, this could amount to hundreds
observation. of megabytes of audit data per day, as pointed out
Based on the above discussion, we state that all data col- PY Mounji [48].
lection methods can be classified as direct or indirect accord- For this reason, when indirect data sources are used, the
ing to the following definitions: intrusion detection system has to spend more resources
in filtering and reducing the data even before being able
to use them for detection purposes.

A direct monitoring method has the ability to select
and obtain only the information it needs. As a result,
smaller amounts of data are generated. Additionally,

DEFINITION 7: DIRECT MONITORING
The observation of the monitored component by obtain-
ing data directly from it.

DEFINITION 8: INDIRECT MONITORING the monitoring components could partially analyze the
The observation of the monitored component through a - gata themselves and only produce results when relevant
separate mechanism or tool. events are detected. This would practically eliminate

the need for storing data other than for forensic pur-

Common examples of mechanisms through which indirect
monitoring can be performed are log files and network pack-
ets. The data obtained from these mechanisms is an effegilability: The larger volume of data generated by indi-
of the data having been present in the components that gen- rect monitoring results in a lack of scalability. As the
erated the data. If the data were obtained directly from the number of hosts and monitoring elements grows, the
component that generated them (for example, by reading the overhead resulting from filtering data can cause degra-
appropriate data structures on the host before a packet is sentdation in the performance of the hosts being monitored
to the network), we would be performing direct monitoring.  or overload of the network on a centralized intrusion

To perform intrusion detection, direct monitoring is better  detection system.
than indirect monitoring for the following reasons:

poses.

Timeliness: Indirect data sources usually introduce a delay
Reliability: Data from an indirect data source (for example, between the moment the data is produced and when the
a log file) could potentially be altered by an intruder intrusion detection system can have access to them. Di-
before the intrusion detection system uses it. It could rect monitoring allows for shorter delays and enables
also be affected by non-malicious failures. For exam- the intrusion detection system to react in a more timely
ple, a disk becoming full or a log file being renamed fashion.



Few existing intrusion detection systems use some fosystems [49] and the types of monitoring described in
of direct monitoring [82]. This can be attributed to the maiSection 2.2 is as follows: Intrusion detection systems
disadvantage of direct monitoring: complexity of implememormally considered as “network-based” correspond to
tation. Direct monitoring mechanisms have to be designedidirect/Network-based monitoring mechanisms, whereas
a more specific manner to the monitored component and thdirect/Host-based and all Direct monitoring mechanisms
type of information that it generates. correspond to the “host-based” intrusion detection systems.

Both host-based and network-based data collection have
2.3 Data collection mechanisms: host_baseobeen widely used in intrusion detection systems. In recent
d network-based years, an increasing number of intrusion detection systems
an have started to use both host-based and network-based com-
In practice, data collection methods are commonly classifie@nents [82] in an attempt to obtain the most complete view
as host-based or network-based according to the followieighe hosts being monitored.
definitions:

DEFINITION 9: HOST-BASED DATA COLLECTION 2.4 .Data collection mechanisms: external and
The acquisition of data from a source that resides ona  internal sensors

host, such as a log file, the state of the system or thg girect monitoring methods are host-based. Direct moni-
contents of memory. toring of a host can be done using external or internal sensors
according to the following definitions:

DEFINITION 10: NETWORK-BASED DATA COLLECTION
DEFINITION 11: EXTERNAL SENSOR

The acquisition of data from the network. Usually done A piece of software that observes a component (hard-
by capturing packets as they flow through it ware or software) in a host and reports data usable by

Most of the intrusions detected by intrusion detection sys- &n intrusion detection system, and that is implemented
tems are caused by actions performed in a host. Examples of PY code separate from that component.
this type of actions are executing an invalid command, or ac-
cessing a network service and providing it malformed daf§eriniTiON 12: INTERNAL SENSOR

The attacks act on the end host although they may occur over A piece of software that observes a component (hard-

a network. ware or software) |n a host and reports. data usable by

mfrastructure components such as routers and switches. py code incorporated into that component.

Most of those components can be considered as hosts, and

they have the ability to perform monitoring tasks on them- For example, a program that uses fieecommand [77]
selves [6]. Therefore, attacks on the network infrastructueobtain process information on a Unix system would be
can also be considered as acting on hosts. considered an external sensor. If the process-information

The only attacks that act on the network itself are thogathering component was built into the Unix kernel, it would
that flood the network to its capacity and prevent legitbe considered an internal sensor. A library wrapper [42] is
mate packets from flowing. However, most of these atensidered as an external sensor because its code is separate
tacks can also be detected at the end hosts. For exanmifpten that of the program it monitors. According to our def-

a Smurf attack [36] could be detected at the ICMP layer imitions, an internal sensor could also be built into hardware
the host by looking for the occurrence of a large number @dmponents; for example, in the firmware of a network in-
ECHO_RESPONSE packets. terface card.

We consider network-based data collection as a form ofinternal sensors are part of the source code of the moni-
indirect monitoring because the network traffic is an effetdred component. They can be added to an already existing
of the data and activity at the hosts (see Definition 8). program, and in that case they can be considered as a case of
general, it is advisable to use host-based data collection §sdrce code instrumentation. Ideally, internal sensors should
cause it constitutes a form of direct monitoring, which resulte added during development of the program when the cost
in some specific advantages, such as the possibility of mand effort of making changes and fixing errors is lower [56].
itoring encrypted traffic, and the avoidance of insertion ardso, at that point the sensors could be added by the orig-
evasion attacks Ptacek and Newsham [61]. Network-baseal authors of the program instead of by someone else—
data collection also has some advantages, including easelod would have the added cost of understanding the pro-
deployment. gram first.

The relationship between the traditional host- Note that by our definitions, any portion of a program can
based/network-based classification of intrusion detectiba considered as an internal sensor, as long as it provides



data that can be used by an intrusion detection system. thians of monitoring and detection abilities, resilience and
specification is made about how the data should be produbedt impact. Both types of sensors can be used in an in-
or transmitted. trusion detection system to take advantage of their strengths
External and internal sensors for direct data collecti@ecording to the specific task each sensor has to accomplish.
have different strengths and weaknesses and can be used tDespite their advantages, few existing intrusion detection
gether in an intrusion detection system. Table 1 lists the agstems use internal sensors [82], and most of those were
vantages and disadvantages of each type of sensor. designed for detecting specific types of attacks. This can
From the point of view of software engineering, interndle attributed to the considerable difficulty in the implemen-
and external sensors present different characteristics in tdt@n of internal sensors: the monitored components them-
following aspects: selves have to be modified. On closed-source systems, this
is impossible unless the vendor provides the modifications,
Introduction of errors: Itis pOtentially easier to introduceand on Open_source Systems |t can be Cumbersome and t|me
errors in the operation of a program through the use @nsuming.
internal sensors because the code of the program be-
ing monitored has to be modified. Errors can also . . - C .
introduced by external sensors (for example, an ag?ri? Experlences _'n building a distributed in-
that consumes an excessive amount of resources, or an  trusion detection system

interposed library _caII that inco_rrectly modifies its ary pF|p [70] is a framework for distributed monitoring of
guments). We claim that most internal Sensors can |« in a network specifically oriented towards intrusion de-
fairly small pieces of code. Their size allows them tQ,.jon |t uses a hierarchical structure of entities. At the low-
be extensively chepked for errors. Also, thls'probleggt level in the hierarchy, AAFID agents perform monitoring
would be reduced if sensors were added during devglqcions on a host and report their findings to the higher
opment of the program instead of afterwards. levels of the hierarchy where data reduction is performed.

Maintenance: External sensors are easier to maintain inde-Puring the implementation of the AAFID system, we
pendently of the program they monitor because they daged decisions regarding the type of monitoring to use, and
not part of it. However, when internal changes to tH¥€ experienced the limitations of indirect monitoring and of
program occur, it can be simpler to update internal se@xternal sensors. Even when trying to do direct monitoring,
sors (which can be changed at the same time the pi& encountered problems with the specific techniques used

gram is modified) than external sensors (which havel@perform it. These experiences prompted us to investigate
be kept up to date separately). new data collection techniques for intrusion detection.

AAFID was designed to use host-based data collection;
Size: Internal sensors can be smaller (in terms of code sirerefore the agents run in each host and collect data from
and memory usage) than external sensors because theyAudit trails are the most abundant source of data in a
become part of an existing program. For this reason, thaix system and are the data source used by most intrusion
base overhead associated with the creation of a sepagatection systems. In the first implementation of the AAFID
process is avoided. system, most of the agents obtained their data from log files.
: However, audit trails are an indirect data source and suffer
Completen_ess:_lnternal Sensors can access any piece of Wom the drawbacks mentioned in Section 2.2.
formation in the program they are momtormg whereas To perform direct data collection appropriately, operating
external sensors are limited to externally-available dag stem support is needed, possibly in the form of hooks to
For th|s reason, internal sensors can have more Colliw insertion of checks at appropriate points in the sys-
plete information about the behavior of the monltoret m kernel and its services. Lacking this support, we imple-

program. Furthermore, because internal SENSOrs Caithied direct monitoring using the following mechanisms:
placed anywhere in the program they are monitoring,

their coverage can be more complete than that of an exs Separate entities that run continuously, obtaining infor-
ternal sensor which can only look at the program “from  mation and looking for intrusions and notable events.

the outside. This is the form of most existing AAFID agents. Some

Correctness: Because internal sensors have access to more agents obtain information from the system by running
complete data, we expect them to produce more correct commands (such gss [77], netstat [75] or df [73]),

results than external sensors, which often have to act Others by looking at the state of the file system (for ex-
based on incomplete data. ample, checking file permissions or contents) and oth-

ers by capturing packets from a network interface (note
External sensors are better in terms of ease of use and that this is not necessarily the same as doing network-
maintainability whereas internal sensors are superior in based monitoring because in most cases these agents



Advantages

Disadvantages

External sensors

Easily modified, added or removed from a host. .
Can be implemented in any programming language
that is appropriate for the task.

There is a delay between the generation of the data
and their use because after the data are produced
they have to be made available on an external source
before a sensor can access them.

The information can potentially be modified by an
intruder before the sensor obtains it (for example, if
the data are read from a log file).

Can potentially be disabled or modified by an in-
truder.

Added performance impact because the sensors are
separate components—processes, threads, or loaded
libraries—possibly running continuously.

Limited access to information because they depend
on existing mechanisms (such as user-level com-
mands or system calls) to obtain it.

Internal sensors

Minimum delay between the generation of the infor- e
mation and its use because it can be obtained at its
source. °
It is practically impossible for an intruder to mod-

ify data to hide his tracks because data are never
stored on an external medium before the sensor ob-
tains them. .
Cannot be easily disabled or modified because they
are not separate processes. °
Network traffic and processing load are reduced be-
cause embedded sensors can look for specific pieces
of information instead of reporting generic data for e
analysis. Also, they can partially analyze the data at
the moment of acquisition.

Embedded sensors do not cause a continuous CPls
overhead because they are only executed when re-
quired. This makes it possible to incorporate a larger
number of sensors on a single host.

Because they are implemented as part of the pro-
gram they are monitoring, they can access any in-
formation that is necessary for their task.

Their implementation requires access to the source
code of the program that needs to be monitored.
Arguably harder to implement because they re-
quire modifications to the program being monitored.
However, if the sensors are added during develop-
ment of the program, this problem is reduced.

Need to be implemented in the same language as the
program they are going to monitor.

If designed or implemented incorrectly, they can
severely harm the performance or the functionality
of the program they are part of.

Harder to update or modify and to port to different
operating systems, or even to different versions of
the same program.

Reduced portability, because the sensors depend on
the specifics of the code where they are imple-
mented.

Table 1: Advantages and disadvantages of external and internal sensors.



will only capture packets destined to the local host, and new audit events (which could be classified as internal
not to other hosts). Some agents have to resort to g@nsors) and the implementation of methods for detecting
direct monitoring by looking at audit trails because ioertain vulnerabilities.

some cases an audit trail is the only place where i”for'ErIingsson and Schneider [23] described the usefai-
mation can be obtained by an external sensor. ence monitor¢o monitor the execution of a program. The
« Wrapper programs that interact with existing applic reference monitors th(_ay describe are im_plgmented as code
tions or utilities and try to observe their behavior b?hat evaluates a s_ecurlty _automaton and is inserted automat-
looking at their inputs and outputs. %:ally before any instruction that accesses memory. These
reference monitors could be considered as internal sensors

o Wrapper libraries using library interposition [42]. that check for generic violations of policy. The monitors

. . . . . also halt the program when a violation is detected, so it can
Using this technique, calls to library functions can be . o . .
. X o e considered as a reactive intrusion detection system.
intercepted, monitored, modified or even cancelled By

the interposing library. This is a powerful technique 1he concept of application-level intrusion detection has
that can detect a wide range of attacks, but it is limit&¢€n described by Sielken [67], who discussed its advan-
because it can only ook at the data available as ar§@des from a theoretical standpoint. Internal sensors are an
ments to each call and at the global variables of a pfgal tool for performing application-specific intrusion de-
gram. It cannot have access to any other internal d&§tion because they can be embedded into any program,
of the calling program or the called subroutine. whether it is a system program or a user-level application.
] ) -~ The idea of using library interposition for intrusion de-
All these techniques of data cqllqcnc_m can be glasaﬁed@aion’ as described by Kuperman and Spafford [42] was
external sensors and have the limitations described in SgGirst step in doing direct data collection for intrusion de-
tion 2.4. Eor this reason, we sta}rteq further eXp|0f<_’:l'U0n ction. we classify it as a form of external sensors, but we
the use of internal sensors for doing intrusion detection. tnink it can be further developed to provide good application-
specific intrusion detection by, for example, tailoring inter-
posed libraries to specific applications, or combining data
3 Related work generated by interposed libraries with data provided by in-

The lack of adequate audit data for intrusion detection v\}gsmal sensors to get a complete picture of what is happening

documented by Price [60], showing that most intrusion (g.a program.
tection systems in existence today operate with incompletd-€W intrusion detection systems have been developed us-
data’ which are insufficient to Support adequate detectijﬂg internal sensors. CylantSecure [80] utilizes internal sen-
Internal sensors are able to overcome limitations in audi@rs butonly inthe form of counters whose values are used to
ing systems by performing direct monitoring and completeliild a profile of program behavior. The values reported by
skipping the operating system’s auditing system. the sensors are analyzed and profiled by an external program.
The work by Crosbie and Spafford [19, 20] provided thEhe LIDS [35] and Openwall [54] projects have developed
foundation for using a large number of small independéfftrnel patches for Linux [5] that prevent certain operations
components in intrusion detection. This work also providégfined as “dangerous.” These patches add checks that con-
an idea of how internal sensors could become more compiéute internal sensors specifically tuned for preventing those
entities when necessary. They could even learn or evolvePRgrations.
they capture data about their environment. Another example of the use of internal sensors is Format-
The analysis of system call sequences to detect intrusi@sard [17]. This is a specialized tool for detecting and pre-
proposed by Forrest et al. [25] is a technique that lendsventing format-string-based buffer overflows [51, 65]. By re-
self naturally to be implemented using internal sensors. Thi@mpiling the affected programs, code is inserted for check-
was demonstrated in practice by the further developmentig when a format string attack is attempted against any of
the pH system based on that technique [69], which is impteae functions instrumented. These pieces of code constitute
mented almost completely inside the Linux kernel. The pHternal sensors that detect attacks in a distributed fashion
system also responds to attacks by slowing down or abort{bbgcause even within a single host, the “data analysis” is
system calls, showing the potential that internal sensors hdeae by the sensors at each monitored component). For-
for providing not only detection but also response capabifivat string attacks are difficult to detect, and FormatGuard
ties. is one clear example of one of the advantages of internal
The collection of data using specialized mechanisms f®nsors over external sensors: They can access internal in-
detecting certain vulnerabilities in a Unix kernel was déermation of the monitored component and can even add or
scribed by Daniels and Spafford [21]. That work focuse@-implement functionality or information as needed to aid
on low-level IP vulnerabilities, and described the generationthe detection.



4 Embedded detectors 4.2 Relationship between internal sensors and
embedded detectors

To investigate the use of internal sensors for intrusion det%’e difference between an internal sensor and an embedded
tion, we have defined an architecture for intrusion detectialgteCtor is that sensors can observe any condition in a pro-

called ESP that uses embedded detectors for d|str|butedgpa—m and report its current state or value; whereas a detector

calized data reduction. looks for specific signs of attacks. Embedded detectors are a

specialized form of internal sensors.

DEFINITION 13: EMBEDDED DETECTOR Conceptually, an embedded detector can be considered as
An internal sensor that looks for specific attacks aff internal sensor with added logic for detecting attacks. In
reports their occurrence. some cases, the internal sensor is clearly differentiable in the

code. For example, a detector for port scans [27] bases its
decision on a sensor that keeps track of connections to ports
Embedded detectors should exist in the code at the paingd reports their number and sources. N
where an attack can be detected by using the data availablk other cases, the internal sensor is implicitly built into
at that moment. If implemented correctly, detectors are alfie embedded detector and its value is immediately used
to determine whether an attack is taking place by performitfgtake a decision. For example, a detector for a Ping-of-
simple checks. death [8] attack can check the size of a ping packet by com-

Because of their detection abilities, embedded detectBf{iNg a variable against a certain threshold and emitting an
are a mechanism for performing localized data reductiglertif itis larger. Inthis case, the conceptual “sensor” would
This is particularly important in a distributed intrusion de2€ the act of reading the value of the variable, and the "de-
tection system for reducing the amount of data generated;f)%or portion would be the comparison of the value against

the system. rgshqld. .
This difference between the data collection and data anal-

ysis portions of an embedded detector can be significant in
practice. In some cases, data from a single internal sensor—
4.1 How embedded detectors work for example, the accumulated non-requested packets that
have been received from a host—can be used by multiple
Figure 1 shows an example of a simple embedded deteatietectors to look for different attacks. It is also possible that
The code on the left is potentially vulnerable to a buffea single detector collects data from multiple sensors.
overflow attack [1] because the value of the HOME environ-
ment variable is bging ciopied to a buffer without checking 3 Stateless and stateful detectors
its length. On the right, lines 2—6 have been added and con-
stitute an embedded detector. This detector computes @i of the distinguishing characteristics of internal sensors
length of the HOME environment variable. If it is longefand of embedded detectors by extension) is that they can
than the buffer into which it will be copied, the detectdpe placed at any point in the monitored component. Ideally,
generates an alert. This example assumes that the functiwy should be placed at the point at which the information
log _alert has been defined elsewhere. The string “buffeeeded to detect an attack is readily available.
overflow” is shown only as an example—in a real detector, aHowever, there are some cases in which a detector may
more descriptive message should be provided. need to collect information over a period of time to detect an

This example gives an idea of how embedded detect8F&ck- One example is the detection of port scans. A port
work in general: they look at the information available in thgf@n cannot be signaled at the first packet received from a

program to determine if an attack is taking place. If such'@St because other packets could be on their way, and they
condition is found, an alert is generated. should be observed to make a proper determination about the
pe and scope of the port scan that is taking place. So the de-

- t
The example n Figure 1 does not t_ry to prevent the 0V‘?\é'ctor (or its associated sensor) needs to accumulate informa-
flow from happening. It only reports its occurrence, as pg

our definition of embedded detector. Potentially, embed about packets that have been received from other hosts.

: . en enough evidence is accumulated, an alert should be
detectors could try to stop the intrusions they detect. Eﬁ’rroduced
example,. our sample detector could cut the HOME envir .n'Considering this possibility, embedded detectors are clas-
ment variable to 255 characters to ensure that it will fit fied in two groups:

the allocated buffer. However, the effects of detectors mod- '
ifying data or altering the program flow are much harder DEFINITION 14: STATELESS EMBEDDED DETECTOR
analyze. Our current work has focused on detection and not A detector that bases its decisions solely on information

on reaction. See also the discussion in Section 5.1.2. present in the program at the time of evaluation, or that



1 char buf[256]; char buf[256];
2 strcpy(buf, getenv("HOME")); {
if (strlen(getenv("HOME"))>255) {

log_alert("buffer overflow");

}

}
strepy(buf, getenv("HOME"));
Code before inserting detector Code after inserting detector

~N~NoohbhwNE

Figure 1:Example of code vulnerable to a buffer overflow before and after inserting an embedded detector. On the right,
lines 2—6 form the embedded detector.

can be obtained from the system at the moment it3sl.1 Types of data observed

needed. L
ESP does not observe network packets or audit trails. By

being part of the programs that are monitored, embedded de-
DEFINITION 15: STATEFUL EMBEDDED DETECTOR tectors can obtain all the mform_atlon thr?lt could _be obtam(_ad
. ; from those sources plus more information that is not avail-
A detector that adds information to the program for thaeble from them. The data on which an ESP intrusion de-
purpose of detection. It may decouple data gatheri{]e%tion system bases its decisions is a combination of the
and evaluation into two separate tasks. y

following elements:

This classification has an impact in the way sensors are des The execution flow of the program being monitored as
signed and implemented. Stateless sensors are usually shortreflected by the location of the detector.
because they check for an existing condition. Stateful de-
tectors almost always add additional state-keeping code, and
the state kept is used later for the detection.

In many cases, a stateful detector has a clearly differene Other system and program state that can be obtained by
tiable internal sensor associated with it as discussed in Sec- the detector.
tion 4.2.

The data being used by the program as stored in the
variables and data structures available to the detector.

By performing direct monitoring, ESP has all the advan-
tages described in Section 2.2. When compared to other
. intrusion detection techniques that observe program behav-
5 The ESP architecture ior [e.g. 33, 34], ESP has the advantage of being able to ob-

] ) serve the internal data and state of the program and not only
The ESP architecture consists of three classes of COMpOexternally observable behavior.

nents: Because all the data is being observed from within the pro-
gram that uses it, embedded detectors are able to examine
e Internal sensors and embedded detectors. information that would normally be unavailable. One exam-
ple would be data that is only decrypted in memory while
e Per-host external sensors the program is running. This improves the completeness of
the data that is available to the intrusion detection system. It
o Network-wide external sensors also makes it possible for detectors to use the existing de-

fense mechanisms of the monitored component (for exam-

The main class of components, which we describe in tiile, if the program already looks for malicious activity) and
paper, is the internal sensors and embedded detectors, wB@hbine them with detection.
is used for direct monitoring of a host and for localized anal-
ysis of the data. 5.1.2 Types of detectable attacks

Embedded detectors can look for attempts to exploit a vul-
5.1 Distinguishing characteristics nerability independently of whether the vulnerability actu-

ally exists in the host where the detector is running. For this
The use of internal sensors gives intrusion detection systaweesson, embedded detectors can detect attacks against vul-
implemented based on the ESP architecture some unigeeabilities that have already been fixed, or even that are spe-
characteristics with respect to how they collect and procesfic to a different platform or operating system. For exam-
data, and also impacts some of their operational featuresple, a detector in a Unix system could detect attacks specific

10



to Windows NT. In this manner, embedded detectors canvkile they are happening) and creates the possibility of tak-
used to implement a “universal honeypot” (a honeypot is thregy preemptive report, control and response actions. It is
name given to a host that is connected to a network with thlso conceivable that the intrusion detection system could
purpose of allowing attackers to explore it, usually with theso stop the intrusions before they cause any damage.
objective of studying the attacker in action). We used this

feature for exploring the detection of intrusions over mults 1 7 |mpact on the host

ple architectures and platforms.

Figure 2 shows code similar to the one in Figure 1, bﬁmbedded detectors in the ESP architecture are intended to
this code is not vulnerable to a buffer overflow because tp@rform simple checks to determine whether an attack is tak-
strncpy  function is being used. However, the same dég place. For this reason, they can have low impact on the
tector can be added to this code as shown on the right di@st they are monitoring. For the same reason, it is possi-
of Figure 2. This examp|e shows how embedded detectbi@ to have a Iarger number of detectors in a host, increasing

can exist even in code that is not vulnerable to the attacks #&tection capabilities without imposing a large overhead.
which the detectors look. However, note that because sensors and detectors can exist

anywhere in the monitored components (even in critical sec-
tions of the code), a defective or poorly implemented detec-
tor has the possibility of significantly harming performance
or reliability.
As mentioned in Section 1.3, data collection and data anal-
ysis have traditionally been two loosely coupled steps of the, g Resistance to attack
intrusion detection process.

The use of embedded detectors reduces this distinctionethe lowest data collection and analysis level (that of the
cause in most cases the data used for detecting attacks idritnal sensors and the embedded detectors), the ESP archi-

composed of discrete events that are collected and later dfgture is completely integrated into the monitored compo-
lyzed, but of the factors described in Section 5.1.1. nents, and there are no separate processes that belong to the

intrusion detection system running on the host. For this rea-
son, such an intrusion detection system is less vulnerable to
tampering or disabling by an intruder. To disable the intru-
sion detection system, an attacker would have to disable the
Application-based intrusion detection systems [67] can daenitored component.
tect high-level attacks and are a good complement toBecause the monitored components have to be modified,
network-based and operating-system—based intrusion detiee-cost of implementation for an intrusion detection sys-
tion systems. tem that uses the ESP architecture may be higher than that
The ESP architecture can be used to perform intrusion fte- one which uses only external sensors. |If the intrusion
tection at the application, operating-system and network leletection system is implemented on an existing system, the
els. In general, embedded detectors can be implementegdoatrce code must be available, and the implementer needs
any point in the system depending on where the informatitmstudy and understand the source code before making any
that identifies malicious activity is available. modifications. Ideally, ESP sensors and detectors should be
incorporated into a program during its development.

5.1.3 Tighter coupling between event collection and
event analysis

5.1.4 Intrusion detection at the application and operat-
ing system level

5.1.5 Size of the intrusion detection system

Embedded detectors can be written to look specifically for  Implementation

the pieces of information that they need to perform the de-

tection without having to go through a generic process lof this section, we describe the implementation details for
event collection and analysis. This makes it possible for ther ESP prototype, that uses embedded detectors for intru-
lowest-level components in the ESP architecture to be higlsipn detection.

optimized to their task and in most cases to be simple and

short. 6.1 Specific and generic detectors

516 Timeliness of detection Related to the ESP implementation, the concepts of specific

and generic embedded detectors are introduced.
Embedded detectors can be located at the point where an in-

trusion would have an adverse effect, or at the point at whiDiEFINITION 16: SPECIFIC DETECTOR
the malicious behavior can first be detected. This allows the An embedded detector designed to detect one specific
ESP architecture to detect problems before they happen (or attack.
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1
2
3

char buf[256]; char
strncpy(buf, getenv("HOME"),

sizeof(buf));

}

coO~NO A WNE

Code before inserting detector

buf[256];

if (strlen(getenv("HOME"))>255) {

log_alert("buffer overflow");

}
strncpy(buf, getenv("HOME"),

sizeof(buf));
Code after inserting detector

Figure 2:Example of code not vulnerable to a buffer overflow before and after inserting an embedded detector. On the

right, lines 2—6 form the embedded detector.

DEFINITION 17: GENERIC DETECTOR
An embedded detector designed to look for signs of in-
trusive activity that can be used to detect a group of

attacks with certain common characteristics. °

For example, a detector implemented in &ject program
that looks for long command-line arguments in an attempt to
exploit buffer overflows in that program would be considered
a specific detector. A detector implemented in the Unix ker-*®
nel that looks for long command-line arguments passed to
any program is considered a generic detector, and it would
detect not only the attacks agairgject, but also against
other programs.

Our overall methodology was to start by implementing
different specific detectors. The expectation was that through
this implementation, some patterns would start to emerge,
and those patterns would lead to the creation of generic de-
tectors.

6.2 Sources of information

The detectors we have implemented map directly to en-
tries in the CVE (Common Vulnerabilities and Exposures)
database [13, 47]. The CVE is not a taxonomy or a clas-
sification scheme and is used only as a fairly complete an
recognized list of known vulnerabilities and attacks. Lin

system programs. Extensive documentation is avail-
able [46, 72] about the internals of the kernel.

The source code is managed and distributed as a sin-
gle directory tree. The source tree of OpenBSD closely
mimics the layout of the system itself, making it easy to
locate the code for different programs and subsystems.

The OpenBSD project is known for its attention to secu-
rity and has gone through an extensive line-by-line code
security audit process. Most of the security problems
for which detectors are implemented have already been
fixed in OpenBSD. Looking at the security patches and
at the change log for each file makes it easier to locate
the portions of code where the problems existed, and
helps in determining where the detectors for each attack
have to be placed. In some cases the code that fixed the
problem could be identified, helping in the determina-
tion of where to put the detector code for producing a
notification. Additionally, because the problems them-
selves no longer exist, it is easier to try attacks against
the instrumented system without worrying about the ad-
verse effects they could have on the host.

A\s described in Section 5.1.2, although OpenBSD is
jsed as the implementation platform, we can build detec-

ing each detector to a CVE entry facilitates discussion af@§S for attacks that are specific to other platforms, or for

reference, and ensures that no repeated detectors are i
mented. For the work reported in this document, versigh
20000712 of the database was used. This version was g
lished on July 12 of 2000 and contained 815 entries.

n@mgl_oitations of vulnerabilities that have already been fixed

in OpenBSD. Furthermore, because most of the detectors are
(rlemented with simple modifications or additions to exist-
ing code, they should be relatively easy to port to other sys-

Information about the attacks themselves, including dems without extensive redesign, particularly for other Unix-

ploits, was gathered from common sources on the Intd
net[e.g. 7, 55, 63, 66, 81].

ke systems.

6.4 Reporting mechanism

6.3 Implementation platform

All the detectors need a mechanism for generating reports

The detectors in our prototype have been implemented in tgen they detect an attack. The following characteristics
OpenBSD 2.7 operating system [53]. This operating syst¥f™® determined to be desirable for the reporting mecha-

was chosen for the following reasons:

nism:

e The source code is available, which makes it eaBxclusivity: The reporting mechanism used by the embed-

to instrument the detectors both in the kernel and in

12
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in the host. This ensures that detector reports can b&his mechanism also has some drawbacks. User processes
obtained from a single source without having to filtereed to make a system call (causing a context switch) when
extraneous messages. they need to generate a detector message, which may have
a negative impact on performance. Additionally, there is no
Efficiency: Because large numbers of embedded detect@ffe-grained access control in the current implementation of
will exist in a host, the reporting mechanism needs tRe reporting mechanism both for reading and for generating
use a minimum of resources in terms of memory amgessages. This results in two problems. First, if an attacker
CPU. Also, reports need to be available as soon as pgfanages to open thdev/esplog device before the in-
sible after a detector generates them. trusion detection system, he will be able to read messages

Note that because embedded detectors only generat@gflerated by the detectors. Second, any program can gener-
ports when they detect an attack, the generation of i€ messages, so it is possible for an attacker to generate bo-

ports should be a relatively rare event on a normal hod#S messages to interfere with authentic detector messages.
Note that these drawbacks are limitations of our current

Security: It should be difficult for an attacker to disrupt thémplementation of the detector reporting mechanism and not
reporting mechanism, either by inserting invalid mesf the ESP architecture itself.
sages, or by intercepting or modifying the messages thaf\ccess to thesp _log system call and some other utility
detectors generate. functions is provided through a library we implemented for
this purpose, calletibesp

We considered the intra-host communication mechanisms
described by Balasubramaniyan et al. [3], but decided
against them primarily because of the overhead they req® Design and implementation considera-
and because they are geared towards exchanging messages tions for detectors
between separate processes.

We decided to implement the reporting mechanism f¥fe developed a few guidelines for the design and implemen-
embedded detectors as a new system call in OpenBSD gitpn of embedded detectors. These guidelines help to im-
to base it partially on the kernel-messaging mechanism tRE@ve the maintainability and usefulness of the detectors.
already existed in the operating system. Itis implemented byonce an intrusion is detected, it would be relatively easy
a circular buffer in kernel memory. Messages are written f@y the detector to react to it, possibly even modifying the
the buffer using a new system call callesb _log , and read behavior of the program under attack. However, for research
through a new device callddev/esplog . purposes, the effects of detectors modifying the behavior of

This mechanism satisfies the requirements we set alnmgtrogram is harder to analyze, so we decided to use the
completely. Itis exclusive to the detectors because it is coftgtectors only as observers. For this reason, an early design
pletely separate from all other logging mechanisms in tHecision was that detectors must not modify any data used
host. Also, it is efficient for generating messages from dey the program, nor alter its flow in any way. We refer to
tectors within the kernel because the call happens within thés guideline as “the prime directive for detectors” [52].
kernel context, and the only operation performed is copyingTo make them more understandable and easier to main-
the message to the buffer. When called from user-level ptain, detectors must be as short and unfragmented as possi-
cesses, a context switch occurs. ble. This means that detectors should not perform any unnec-

The messages are stored inside kernel memory, so tBggary actions. In most cases, because detectors only need to
cannot be modified by an attacker unless it has root pritgst for certain specific conditions, this is possible to achieve.
leges, and even then, it is a complex task to locate the bufféere are some detectors that need to keep a certain amount
within the kernel memory and overwrite the messages. Faf-state to compare between different points in the program.
thermore, messages disappear from the buffer when theylaréose cases detectors must be composed of more than one
read, so if an intrusion detection system is constantly readifle fragment, but they should be easily identifiable.
the messages, they exist in kernel memory for only a shoriVe should be careful to notice cases in which the detector
period of time. already exists in the program—for example, many modern

With respect to access control, thdev/esplog de- operating systems include code to detect SYN Flood [64]
vice provides exclusive access, so that only one process atiacks—to avoid adding unnecessary code to the system.
read it at a time. Therefore, if an intrusion detection systemTo increase their effectiveness, detectors should look for
opens the device and never closes it, no other processesexguoitations of the general vulnerability that allows the in-
access the messages generated by the detectors. Moretusipn to take place. However, during our development we
messages are never stored on a disk file or any other extehaake found that in some cases it is difficult to differentiate
storage medium from the moment they are generated uh@tween normal behavior of a program and its behavior un-
they are read by an external process. der attack. Thisis particularly true when the detector is being
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implemented in a version of the program in which the vul.1.1 Detectors implemented

nerability has been fixed. In these cases, we have resorted to . .
some heuristics to detect attacks, such as examining the ?achose network-based attacks because several interesting

rvoled and comparig (i e Gt use by commdf-cis f 1S UPe haue spoeated over e et e year.
attack scripts for the corresponding entry. tems using network-based data collection usually detect, and
our implementation shows how effective embedded detec-
6.6 Naming and measuring detectors tors can be for these attacks.
Table 2 lists the detectors that were implemented for
Each detector is given a unique identifier. For detectors etwork-based attacks during the initial study phase.
spired by CVE entries, this identifier is the corresponding | the next sections, we describe some representative at-
CVE name. For example, “CVE-1999-0016" and “CVEtacks. We show the code of the corresponding detectors (in
2000-0279" are valid CVE names. many cases the code has been reformatted for space) and
For other detectors (particularly generic detectors), tBgplain where they have been placed within the operating
identifier consists of the string “ESP” followed by a descrigystem. We will see that detectors are short and simple, yet
tive name. For example, “ESP-PORTSCAN" and “ESRyrovide advanced detection capabilities.
TMP-SYMLINK?” are valid identifiers. The lines of code added or modified by a detector have
An important aspect of the ESP detectors is their smbBen highlighted in each code section. The detectors have
size, so we were interested in measuring them. The unit gen wrapped iifdef  directives and in aif clause, so
used for measuring detector size was the “number of exeey can be disabled both at compile time and at run time.
cutable statements added to or modified in” (ESAM) a prove explored the possibility of integrating the run-time con-
gram to implement the sensor or detector. We used the dedt variables to the kernel parameters mechanism available
inition of “executable statement” as provided in the Sourge OpenBSD through which some kernel parameters can be
Code Counting Rules described by Jones [37] and as impieadified at run time. The ability to disable the detectors
mented by Metre [44]. at runtime may not be desirable in a production system be-
For example, the detector shown in the right side of Figause it offers the possibility for an attacker to disable the
ure 1 has an ESAM count of 2 because ithstatement and detectors if he manages to obtain sufficient privileges in the
the call tolog_alert() each count as 1 executable statemensystem. However, for the purposes of testing, the capability
As a measure of the “fragmentation” of each detectod enabling and disabling detectors at runtime was consid-
implementation, we used the number of Blocks of Codged appropriate.
Added or Modified (BOCAM). For example, the detector
shown in Figure 1 has a BOCAM count of 1, because all1 2 Stateless Detectors

its code is in a single contiguous block. )
Twelve of the 16 detectors in Table 2 are stateless. Those

detectors test if an attack condition is met and call the alert
7 Case studies mechanism. They use information from the network stack
and are placed within its execution path. An example of this

As an initial proof of feasibility, two groups of detectordYP® Of attack is the Land [10] attack (CVE-1999-0016). It

were selected for implementation: those for attacks agaiHQ;FSiStS of a TCP SYN packet sent t.o a_n open port with the
the Sendmail program, and those for network-based attagdrce address and port set to destination ao!dress and port.
We describe these two groups in detail as a representafRRENBSD filters those packets when processing SYN pack-
sample of the issues encountered during the implementafish !N the TCELISTEN state and drops them. The detector

process. In some cases the code has been reformatted g5RIPItS this and is placed before the packet drop, so it is
some of the messages changed) for reasons of space. effectively only a single statement (with additional code for
detector management).

7.1 Embedded detectors for network-base

attacks if (ti->ti_dsts_addr ==

We implemented a number of embedded detectors for co/m-ES;":/t'—SrC'S—addr) {

mon network-based attacks. We use _the teatwork-based uitqef ESP_CVE_1999 0016

attacksto encompass those that exploit both low-level IP vul- it (esp sensors.land)

nerabilities and network-based vulnerabilities as described esp_logf("LAND attack \n");
by Daniels and Spafford [21]. In this section, we describgndif

this implementation and the results obtained. goto drop;

g case TCPS_LISTEN: {

14



ID Description Type ESAM BOCAM
CVE-1999-0016 Land Stateless 2 1
CVE-1999-0052  Teardrop Stateless2 1
CVE-1999-0053 TCP RST DoS Stateless2 1
CVE-1999-0077  TCP sequence number prediction Statele8s 1
CVE-1999-0103  Echo-chargen connections Stateless 4
CVE-1999-0116  TCP SYN flood Stateless 2 1
CVE-1999-0128  Ping of death Stateless3 1
CVE-1999-0153  Win nuke Stateless 3 1
CVE-1999-0157  Pix DoS Stateless 2 1
CVE-1999-0214  ICMP unreachable messages Statele8s 1
CVE-1999-0265  ICMP redirect messages Stateles® 1
CVE-1999-0396 NetBSD TCP race condition Stateful 3 2
CVE-1999-0414 Linux blind spoofing Stateless 3 1
CVE-1999-0513  Smurf Stateful 22 5
CVE-1999-0514  Fraggle Stateful 12 5
ESP-PORTSCAN Port scanning Stateful51 9

Table 2: Summary of network-related detectors that were implemented during the initial study phase. All but CVE-1999-
0103 exist in the kernel code. The Type column indicates whether the detector is stateful or stateless as defined in
Section 4.3. The ESAM and BOCAM columns indicate the sizes as defined in Section 6.6.

3 packets still may exploit those vulnerabilities.

} 7.1.3 Stateful Detectors

The CVE-1999-0103 (Echo-chargen denial-of-service attateful detectors accumulate data about events that indicate

tack [9]) detector was implemented within theetd [74] attacks. In some of our detectors, a separate timer routine
program and not in the kernel. Also, it is longer than othé¢ads these data and triggers an alarm if a threshold has
detectors because it has to query additional information tRgen met. Two typical examples are the Smurf and Frag-
is not readily available outside the kernel. gle [11, 36] attacks. They try to flood the host with packets
SYN flooding [64] is a denial-of-service attack based dif & certain type and make it unavailable to its users.

exhaustion of the resources allocated in a host for half-oper] N0Se attacks rely on traffic amplification mechanisms.
TCP connections. The detector for SYN flooding was infraffic amplification is based on mechanisms that generate a
plemented as stateless. OpenBSD does resource allocdfi§RONSe significantly larger than the request that originates
for half-open connections and drops old connections aftef-al his enables a single attacker to generate the amount of
threshold has been reached. The detector triggers when [RfC necessary to exceed the victim's capacity. Stateless
a connection is dropped. This shows an advantage of emt#gfectors may detect the packets that use those mechanisms
ded detectors: they can use the defense mechanisms ofQrenerate the attack. However, often the attacked site and

operating system itself and combine them with detection. the amplifying site are different, so a different detector for

Other attacks are ICMP unreachable messages (C\?Ee- victim host is necessary. ldentifying the vulnerability at

1999-0214) and ICMP redirects (CVE-1999-0265), both §t€ amplifying site can assist in tracing the attack.

which allow an attacker to cause a denial-of-service attack! '® Smurf attack [11] sends ICMP ECHRESPONSE

by faking ICMP control messages. The problem is that thd¥&Ckets. Those do not differ from legitimate packets (for
faked ICMP messages may be indistinguishable from legfiX@MPple, in response toping command [76]) except that
mate messages created by hosts at the end points of the B¥f€ IS N0 program expecting them. For implementing the
nection or by interior routers. These type of attacks are figt€ctor, we assumed the semantics of g program,
herent to the design of TCP/IP. OpenBSD tries to protect igat stores its Process ID in the ICMP ID field to identify
self from malicious messages with extensive checks agaffisfePlies. Based on that technique, we store the Process ID
its local state and we placed the detectors after those, 9g2ll ICMP raw sockets in the socket data structure when
that packets that are accepted by OpenBSD will not rafSgY are created:

an alarm, while rejected will. Nevertheless cleverly forgethse PRU_ATTACH:
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The test suite was run supervised from a remote machine on

I* ESP * the same local area network (LAN) and all attacks were de-
#ifdef ESP_CVE_1999 0513 tected reliably.
if (esp.sensors.smurf && An independent tester ran the same set of attacks. The

((long) nam) == IPPROTO_ICMP)

‘ - attacks were run over the campus network, with different
S0->s0_pgid = curproc->p_pid;

network technologies and possibly even filtering in between.
The results were that only a small number of attacks arrived
We check this information at arriving ICMP echo replies arat the target. This experience shows that most attacks are
increase a counter for unrequested echo replies if there ificather low quality and are dependent on the network envi-
matching socket (this is done in tlesp _smurf() func- ronment. The packet log shows that all received attacks were
tion, not shown). detected. The test was repeated from a machine on the same
LAN and the results match those of the supervised test.

In the testing period the host reported some attacks not

#endif

case ICMP_ECHOREPLY:

I* ESP */ :
#ifdef ESP_CVE_1999 0513 generateq as a controlled experiment, notably port scans. To
if (esp.sensors.smurf) { verify their correctness, _they were compared to the packet
if (esp_smurf(ip, icp)) log and all could be verified as real events.
goto freeit;
) goto raw; 7.2 Embedded detectors for sendmail attacks
#endif

Sendmail [16] is the most widely used mail-delivery agent on

The technique used above shows another advantage of g machines. A number of security problems have been
bedded detectors: additional information can be made avgficountered in sendmail over the years, and many of them
able when necessary for the purposes of detection. can still be found in systems connected to networks [14].

The alarm for Smurf is rate-limited. A legitimate use of Sendmail is a complex user-level process with multiple
ping will probably be interrupted when there are still echglearly identifiable vulnerabilities in its past. For this reason,
reply packets in the network to be delivered to the host, JbMvas an ideal candidate for the implementation of detectors
those packets should not raise an alarm although theyQygside the kernel.
match the signature. A network layer timer that runs for three
seconds examines the counter and raises an alarm only %1 Detectors implemented

exceeds a threshold.

Port scanning [27] is a probing technique used to det;_(yg implementeq thg detectors_in version 8.10.1 of sgndmail
mine what ports are open on a host, and is commonly p.\e’/,lf]!ch is the version included Wlth OpenBSD 27 During the
formed as an exploration phase by an attacker. For this ré4{ial test phase, 11 sendmail detectors were implemented,
son, although port scans themselves are not attacks, we @l they are summarized in Table 3.
sider it desirable to detect them. We implemented a port scai the next sections we will describe in more detail some
detector that reacts to all known types of port scanning te@ithese detectors. As with the network detectors described
niques (including stealth and slow scans) by using the stite>ection 7.1, the sendmail detectors are surrounded by
of the network stack. Also, it has more advanced monitori#ﬁdef statements that allow to disable or enable them indi-
and reporting capabilities because it reports multiple propddually at compile time. No runtime mechanism exists for
as one scan and identifies its type. disabling or enabling these detectors.

The NetBSD race attack detector (CVE-1999-0396) is a
special case of the port scan detector and uses its reporfirg2  Stateless detectors
routine. For this reason, CVE-1999-0396 is “detected—bg’ . ) o
ESP-PORTSCAN. even of the 11 sendmail detectors implemented in this

A detailed description of all the detectors for networihase were stateless. Most of the vulnerabilities to which
based attacks is available [38]. these detectors correspond have been fixed in the newer ver-
sions of sendmail. In some cases the new code specifically
looks for and avoids the corresponding attacks. In those
cases, the detectors consisted of simple checks or only the
A test suite of exploit programs was assembled to test the dalls to the reporting mechanism. This is the case for most
tectors. The exploit programs were acquired preferably fravhthe detectors that consist of only one or two executable
the same sources that published the vulnerabilities when tgtements.
made them available. If they were not available or not work-As an example, we present the detector for CVE-1999-
ing, we wrote our own exploits according to the descriptior3096 corresponding to the use of the “decode” alias to over-

7.1.4 Testing the detectors
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ID Description Type ESAM BOCAM

CVE-1999-0047 Buffer overflow vulnerability in sendmail 8.8.3/8.8.4 StateflLi! 7t
CVE-1999-0057 Multiple vendor vacation(1) vulnerability Stateles® 1
CVE-1999-0095 Debug command in sendmail Stateless 1
CVE-1999-0096 Sendmail decode aliases can be used to overwrite files Statefiess 2
CVE-1999-0129 Sendmail group permissions vulnerability Statelegs 1
CVE-1999-0130 Sendmail Daemon Mode vulnerability Stateful 3 3
CVE-1999-0131 Sendmail GECOS buffer overflow and resource starvation Stateless 1
CVE-1999-0204 Execution of root commands using malformed identd responses Stateful 2
CVE-1999-0206 MIME buffer overflow in sendmail 8.8.0 and 8.8.1 Stateful5 8
CVE-1999-0478 Denial-of-Service attack using excessively long headers Stateless 1
CVE-1999-0976 Sendmail allows users to reinitialize the alias database, then coBtateless 1 1

the alias database by interrupting sendmail

1 These counts include a subroutine that is shared with CVE-1999-0206 that consists of 4 executable statements.

Table 3: Summary of sendmail-related detectors implemented during the initial study phase. All but CVE-1999-0057 exist
in the sendmail program itself. The Type column indicates whether the detector is stateful or stateless as defined in
Section 4.3. The ESAM and BOCAM columns indicate the sizes as defined in Section 6.6.

write arbitrary files on a system. This alias is no longer eander the namemtpd and the user that invoked it must not
abled by default in new versions of sendmail, but becauseroot. Because these two pieces of information are avail-
there are still old versions of sendmail in use on the Inteble at different points in the program, the detector is split in
net, it is important to detect attempts to use those aliasestvio code segments. The first one sets a flag when sendmail
this case, the detector specifically looks for mail sent to theebeing run asmtpd:

decode address or the equivalentidecode address: #ifdef ESP CVE 1999 0130

bool esp_RunAsSmtpd = FALSE;

a->q_next = al; #endif

a->q_alias = ctladdr;

#ifdef ESP_CVE_1999_0096 else if (stremp(p, “smtpd”) == 0) {

OpMode = MD_DAEMON;

i 1= - 1=
{1if (@ '= NULL && a->q_user 1= NULL) { #ifdef ESP_CVE_1999 0130
if((strcmp(a->g_user,"decode")==0)|| = .
" e esp_RunAsSmtpd = TRUE;
(strcmp(a->q_user,"uudecode")==0)) { sendif
esp_logf("CVE-1999-0096: name='%s’ \n",
a->q_user); }
} The second code segment is executed in the same block in
} which sendmail already generates an error message when
} _ “daemon mode” is requested by a non-root user, and gen-
#endif erates the corresponding alert:

usrerr("Permission denied");
Note that this detector works even if the addresses it looks fiflef ESP_CVE_1999_0130
do not exist on the system and shows one of the advantagédesp_RunAsSmtpd) ~ {
of embedded detectors: they can look for attempts to exploiteSP_I0gf("CVE-1999-0130: user=%d \n*,

vulnerabilities that do not exist on the host being monitorec& RealUid);
#endif
7.2.3 Stateful detectors finis(FALSE, EX_USAGE);

Stateful detectors are more complex than stateless ones. 8 more complex example of a stateful detector is the
the simplest cases, the detector has to collect some pieceraf for CVE-1999-0047, which detects attempts to exploit
information at an early stage before being able to make auffer overflow in the MIME-decoding subroutine of send-
decision later on. For example, the detector for CVE-199%ail 8.8.3/8.8.4. This detector is interesting because it il-
0130 needs two pieces of information to determine that lstrates how in some cases it is difficult to differentiate be-
attack is occurring: the sendmail program needs to be tween normal and intrusive behavior.
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Under normal circumstances, theme7to8() function once when the binary string is encountered (otherwise a
of sendmail uses a fixed-length buffer that gets repeatebdiyffer overflow would not have occurred in the vulnerable
filled and flushed as necessary while decoding a MIME me®de), so the detector also keeps track of how many times
sage. Inthe vulnerable versions, a typo in the code (checkihg buffer has been filled:
the wrong variable to see if the buffer was already full) pre-
vented the buffer from being flushed, allowing the program -

o . putxline((char *) fbuf, fbufp -
to keep writing past the end of the buffer and causing t%%f, mci, PXLF._MAPFROM):
buffer overflow.

. . foufp = fbuf;
Once the problem was fixed, the buffer is correctly flusheg o pESP CVE 1999 0047

every time it fills. However, itis impossible in the fixed code ggp filled++:

to detect an attack against this vulnerability by looking atndif

the behavior of the program because both regular and attack

data behave exactly the same: they fill the buffer, which gets

flushed, and the process repeats as many times as necessalfiis detector keeps track of several pieces of information
Therefore, to build this detector we resorted to heurigvailable only inside the sendmail code, which shows the

tics. In this particular case, we look at the data that a€vantage that embedded detectors have by being able to ac-

being Written into the buffer and Compare them against tﬁ@SS internal information Of the program. ThIS detector a|SO

data used by the most common exploit script that was ¢#ows one of the drawbacks of the embedded detectors ap-
culated for this vulnerability. This is done in the functiofroach: when the vulnerability for which the detector is built

esp _mime_buffer _overflow() no longer exists in the qode, it can be difficult to diffe_rentiate
between normal behavior of the program and behavior under

#ifdef ESP_CVE_1999_0047 attack. This problem is common to all existing signature-

char : based intrusion detection systems.
esp_mime_buffer_overflow(char c,
int filled, char *msg) {
char egg[]= 7.2.4 Testing the detectors
" \xeb \x37 \x5e . ) . )
(more binary data omitted) " Each detector was tested using the exploit scripts available
static int pos=0; for each vulnerability. In most cases the exploit scripts were
static int count=0; available from the same sources in which the problem was
if (esp_match_char(egg, ¢, &pos, &count, described, but in others we had to develop our own exploits.
0x00, 0) && filled) { Each detector correctly signaled the attacks when they were
esp_logf("%s  \n", msg); launched using the exploit scripts.
pos=0;
Eeturn c; 7.3 Additional detectors
iendif After the initial case studies, a number of additional detec-

tors were implemented. We followed a consistent methodol-
This subroutine does a character-by-character matchigig for their implementation:

against the binary “egg” used by the exploit script and re-

turns success when a complete match is found. In a more. Select a detector to implement. In the case of specific
complex version of the detector, a fuzzy or partial match detectors, this corresponded to selecting an entry from
could be done, or the search could look for more than one the CVE database. Entries were selected at random

binary string in the data. from the CVE to ensure coverage of different types of
From the mime7to8() function, the esp _mime._- attacks.

buffer _overflow() function is called every time a

character is inserted in the decoding buffer: 2. Obtain information about the entry, including advi-

sories, exploit scripts, patches and workarounds, etc.
The first step was to check the references provided with
the CVE entry, followed by consulting other sources of
information as described in Section 6.2.

*fbufp = (cl << 2) | ((c2 & 0x30) >> 4);
#ifdef ESP_CVE_1999_0047
esp_mime_buffer_overflow(*fbufp,
esp_filled, "CVE-1999-0047");

frendif 3. Determine if the attack corresponding to this entry

would be detected by an existing detector. In this case,
An additional heuristic used to signal an attack is that the mark it as “detected by” the existing detector and return
decoding buffer must have been filled and flushed at least to step 1.
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4. Examine the source code of the affected program, and?®
determine where the vulnerability occurs. This was
usually the most time-consuming step because it in-
volved studying and understanding the source code of 8 €@
the program.

9

(C)

7 4

dified

5. Implement the detector. Once the vulnerability was ur§ .
derstood the code for the detector was added and tﬁe
program was recompiled and tested. g 5 o@D

In some cases, the new detector can be implemented%’y4

extending the functionality of another existing detectoﬁ? @
(for example, by adding code to check for a different bug 34 ® o (@)
S|m|Iar case). In this case, the new detector is mark@
s “implemented by” the existing detector. (D0 O

Generic detectors were constructed as they became ap—l T (30
parent during the implementation of the specific detectors. o | , ,
For example, after a few specific detectors were built for 1 10 100 1000
checking the length of command-line arguments in differ- Executable Statements Added or Modified
ent programs, a generic detector for checking the length of
command-line arguments in the whole system became Bgure 3:Graph of detector sizes by combination of the

parent and was implemented. ESAM and BOCAM metrics. Bubble size repre-

As a special case, we implemented a file integrity monitor- sents the number of detectors that have each com-
ing detector [22] that can provide detection capabilities for bination of parameters. The horizontal axis has
successful attacks that modify system files. This monitoring been made logarithmic to better display the differ-
is similar to that performed by other tools [e.g. 39], but with ent values at the lower end of the scale.

a tighter integration into the operating system.

8 Detector size statistics counts only the 91 detectors that have an actual implementa-
tion; the average counting all the detectors is 3.31 ESAM).
In total, 130 specific detectors were implemented. During| the detectors are under 50 ESAM in size, except for
this process, 20 generic detectors and 3 “pure” sensors (#88P-PORTSCAN. This is the most complex of the detec-
collect and report information of some kind, but do not pefors implemented: it includes a sensor that collects informa-
form any detection) were designed and implemented, resylin about suspicious packets received by the host and pe-
ing in a total of 153 sensors and detectors implemented. §3fdically traverses the list and produces the port-scanning
the 130 SpeCiﬁC detectors, 91 had code associated with th%ﬁorts' The same sensor is used by other detectors which

and 39 were detected by one of the generic detectors.  make a decision based on packets received by the monitored
One of the distinguishing characteristics of the ESP arcRigst.

tecture is its ability to perform effective detection with little

overhead on the system, both in terms of CPU and megﬁ existing programs with few modifications to the code, and

ory usage. Because the detectors exist at the point in St they do not add significantly to the program they monitor
programs where the information necessary for deteCt'or}rﬁerms of size

readily available, they can be small in size.
As described in Section 6.6, we used two metrics for the
size and fragmentation of the detectors: Executable State-
ments Added or Modified (ESAM) and Blocks of Cod
Added or Modified (BOCAM), respectively. Figure 3 com @ TeStmg ESP
bines the ESAM and BOCAM measurements and shows the
count of detectors against each combination of ESAM aAdter the initial ESP implementation was completed, a series
BOCAM values. This graph shows that most detectors aritests was performed to measure its responses and to obtain
small and non-fragmented, with 78% of the detectors beiggalitative and quantitative results about its behavior. The
4 ESAM or less in size. tests were designed to evaluate the performance impact of
All the detectors implemented account for 507 ESAM, réhe ESP intrusion detection system on an instrumented host
sulting in an average detector length of 5.57 ESAM (th@ad its detection abilities for previously unknown attacks.

These results show that embedded detectors can be added
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twenty runs of the test were performed. All the runs were

duplicated in two blocks: one for host B with detectors (ESP

block) and one without detectors (NOESP block). Each

run lasted for 60 seconds and during that period, snapshot
observations of the CPU load in host B were taken each
second. The CPU load was obtained using tiye [43]

) command, which uses information gathered in $es-

Figure 4:General setup for the performance tests of the E I%ck() function within the kernel context switch [46,

implementation. Host B is the server, host Ais thg 5g1" Three observations at the beginning and the end of
client, and R represents a host acting as a ralisp, ryn were ignored (to eliminate ramp-up and ramp-down
parent bridge between A and B. The three hoslg, o \rements), and the rest (54 observations) were averaged
are on.dedlcated point-to-point connections over Jpu-in o0 average CPU load for each run.
100Mbit/s full-duplex Ethernet. Although we attempted to arrange the experimental setup
to minimize extraneous effects on the measurements, there
are still factors that could affect them, including virtual
9.1 Performance testing memory, process scheduling and caching. The measurement
process itself runs on the CPU being measured, which may
We present performance results for the detectors describéfdct the observations as well. Finally, as mentioned, the re-
in Section 7.1 for network-based attacks. We decided to fults reported consist of an average of averages, which may
cus on this group because they are one of the largest groeg®ipound errors in the measurements.
of detectors in the ESP implementation (24 detectors). AlsoHowever, the purpose of these experiments was to com-
many of these run in the kernel, so their performance is cridare the behavior of hosts with and without detectors, and
cal for overall system performance. Detectors are additiomat to establish absolute measurements of performance. As
code to be executed, and because they do not interfere wiigh, this setup and methodology is adequate for showing
their surrounding code, their main impact is additional e#e impact that embedded detectors have on the host in which
ecution time. We measured CPU utilization and compargty reside.
kernels compiled with and without detectors.
The setup for the test was as shown in Figure 4. O
server B, that would be the one instrumented with the detgé'l Performance test results
tors when appropriate, and where the CPU utilization wowttgure 5 shows the CPU measurements obtained in host B
be measured; and a client A, from which the tests wowdrring the execution of the NetPerf experiment. There are
be launched against B. These two machines were on a dedipoints at each value of the independent variabléor
cated point-to-point network connected with a third machirech block (ESP and NOESP) and the lines connect the mean
R operating as a transparent bridge between A and B. Tgues at each value of. We can see in this graph that
purpose of R was to allow the artificial reduction of thgor lower values ofX, the CPU utilization is essentially the
bandwidth available for the connection between A and Bame, but the difference grows larger Esincreases, be-
Hosts A and B were 600 MHz Intel Pentium Ill machinegsause the detectors in the networking layers of the kernel
with 128 MB RAM running OpenBSD 2.7, and host R wasiatroduce additional work that needs to be done for every
700MHz Intel Celeron machine with 128 MB RAM runningpacket that is received. To quantify the difference, a pair-
FreeBSD [26] andummy_net [62] for imposing constraints wise F-test was done for each valueXof and its results are
on the bandwidth. shown in Table 4. The p-values in this table show that the
The test was done using a subset of the NetPerf [3lifference in means between ESP and NOESP can be con-
benchmark. The NetPerf test we used measures network piglered statistically non-significant up to abdit= 20, but
formance as the maximum throughput between two hostsafter that point it is statistically significant.
sending a stream of data from a source to a sink over a TCRhe results of this experiment show that detectors have a
or UDP connection. We selected the TCP version of the tesiger impact as the amount of work that the system does in-
because 16 of the 24 detectors implemented in the netwatkeases. The detectors can have a visible impact on the CPU
ing sections are in the IP or TCP layers. In this test, the indead of the host, particularly for high values &f. How-
pendent variable was the maximum bandwidth allowed l@er, we should keep in mind that this test was specifically
tween the source (A) and the sink (B) and was controlled bgsigned to stress the host by maintaining a constant stream
setting bandwidth constraints on R usidgmmy_net. We of the appropriate bandwidth fed to it. Under normal operat-
measured CPU utilization on B under increasing bandwidthg conditions, the average network load being processed by
from 5 Mbps up to 100 Mbps. a host is lower; therefore the impact of the detectors should
For each value of the independent variable (bandwidthpt be as noticeable. Furthermore, although the difference
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Figure 5:Plot of the CPU utilization measurements frord.2 Detection testing

the network performance experiment, showing tbﬂ\e purpose of the detection test was to determine the pos-
mean values for the ESP and NOESP cases.

70 80 90

Mean CPU %

X NOESP ESP Diff. p-value
5 1.83 1.79 —0.04  0.8507
10 3.24 3.02 —-0.21  0.3330
15 4.35 451 0.16  0.4647
20 5.50 5.99 049  0.0270
25 5.97 7.38 1.41 < 0.0001
30 6.81 8.47  1.66 < 0.0001
35 7.64 9.10 1.46 < 0.0001
40 839 1096  2.56 < 0.0001
45 9.02 11.77  2.75 < 0.0001
50 9.39 13.09 3.71 < 0.0001
55 10.24 1454 4.31 < 0.0001
60 11.12 1543 4.31 < 0.0001
65 11.16 16.07 4.90 < 0.0001
70 1194 17.03 5.09 < 0.0001
75 1222 1727 5.05 < 0.0001
80 1232 1716 4.83 < 0.0001
85 10.88 17.54  6.66 < 0.0001
90 11.67 17.82  6.14 < 0.0001
95 1220 1848  6.27 < 0.0001
100 13.85 1882  4.97 < 0.0001

100

is statistically significant, it is never more than 7% of CPU
utilization, which in practical terms could be considered ac-
ceptable. At its maximum value (foX = 85), the differ-
ence in means is 6.6%. The test is exercising a maximum of
24 detectors (those implemented in the networking layers of
the kernel), so on average each detector adds less than 0.3%
to the CPU load of the system. In reality, not all detectors
have the same impact (because of their functionality, imple-
mentation, and where they are placed), but this number is an
indication of the small impact that each individual detector
has.

Our objective in presenting these measurements is not to
present absolute figures of performance, but to show our con-
clusion that in practice, the existence of embedded detectors
in a system does not cause any unreasonable difference in
performance.

sibility of detecting new attacks using embedded detectors.
Additionally, we wanted to get an idea of the effort needed to
improve the detection capabilities of the detectors when nec-
essary. To this end, a number of previously unknown attacks
were tested against a host instrumented with ESP detectors.

As a source of information, we monitored the BugTraq
mailing list [7] for a period of slightly over one month, from
May 3, 2001 to June 8, 2001. New attacks published during
these period were tested against a host instrumented with the
ESP implementation. We performed two types of testing de-
pending on the attack:

Real testing: When an attack could be directly attempted
against the OpenBSD system running ESP, we did so
and recorded any responses from the existing detectors.

Simulated testing: Sometimes an attack was not directly
executable in our test platform—for example, because it
used a program that does not exist in OpenBSD, or be-
cause it was specific to some other architecture. How-
ever, if the workings of the attack were clear enough, we
did a “simulated testing” of the attack by studying its
properties and determining whether any of the existing
detectors would react to that attack if it were attempted
against a system instrumented with ESP.

After testing, each attack was classified in one of the fol-
lowing categories (each category has a letter code associated
with it):

e Detected (D):The attack was detected by one or more

Table 4:Statistics and analysis results for data from the net-  of the existing detectors. In this case, we recorded the
work performance experiment.

names of the detectors that reacted to the attack.

e Detected if successful (DS)In some cases, the attack
itself was not detected, but its effects would be if the
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attack were to be successful. In these cases, we also
recorded which detectors would be triggered by the suc-
cessful attack.

Batches
e Detectable with modifications to existing detectors Category #1 #2 #3 #4 Total
(DM): Some attacks were not detected by any of the :
existing detectors, but a reasonably small change to one Non—appllcable 20 17 22 18 7
of them would be sufficient to make the attack be de- Applicable 20 20 20 20 80
tected. We considered as “reasonably small” changes D 6 9 8 9 32
that involved tuning some parameter of the detector, DS 1 3 0 2 6
or slightly extending its functionality. In this case, we TD (D+DS) 7 12 8 11 38
recorded the detector to which the changes would have
to be made, and what those changes would be DM 6 4 3 0 13
' ' DC 3 2 3 0 8
e Detectable with creation of new detectors (DC): SC 0 1 0 0 1
Some attacks were not detected by the existing detec- TDM (DM+DC+SC) 9 7 6 0 22
tors, but they could be by creating a new one. When DSDC 1 2 0 O 3
the new detector would be a generic one—so that it
would be able to detect multiple attacks and not only ND > 3 6 9 23

the one under testing—we considered this change as _
acceptable, because it provides for detection possifizble 5:Number of attacks in each category for the four

ities beyond the attack that prompted its creation. In batches examined during the detection tests. The
this case, we recorded the type of detector to create, its “Total” column shows the counts for the whole test.
conditions for triggering, and a proposed name for it. The TD and TDM categories represent the sum of
the other fields in each section, and correspond to
e Detectable if successful with modifications to exist- “Total number of attacks detected” and “Total num-
ing detectors (SM):This is similar to the DM category, ber of attacks detectable with changes” respectively.

but for the case in which the modifications to an exist-
ing detector would cause the attack to be detected only
if successful.

e Detectable if successful with creation of new detec-
tors (SC): This is similar to the DC category, but for the
case in which a new generic detector could be created
to detect a successful attack. 20

e Not detectable (ND):An attack was considered in this 16 | —
category when the only way to detect it would have 14 - I

been to create a new specific detector for it. 12 4

OND
ETDM
| |@TD

acks
D

10 A

The testing was divided in four batches of 20 attacks. Af€ & |
ter every batch, all the changes recorded for detectors in cat- 6 - 12 1
egories DM, DC and SC were applied, so after each batch all 4 1 7 8 —

the entries in those categories would belong to category D. 2 1
0

9.3 Results from the detection test Batch

In total, 157 attacks were examined, of which 80 were ap- _ . .
plicable to our implementation platform. Of these, 47 wefdgure 6:Total of attacks marked as “detected”, "detected

done with real testing, and 33 with simulated testing. with modifications” and “not detected” for each
The number of attacks in each category for each one of one of the batches of the detection test. In this

the batches and for the whole test are shown in Table 5. The graph, attacks belonging to the DSDC category

total categories (TD, TDM and ND) are displayed also in (both DS and DC) are counted in TD.

Figure 6.

Because each batch incorporates the changes made after
the previous batch, it is also of interest to analyze the total
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60 erated or used. Furthermore, by expanding those internal
- sensors with decision-making logic, we showed an applica-
tion of embedded detectors to build an intrusion detection
system. If necessary, this intrusion detection system can op-
erate without any external components (components that are
30 | e =o% | separate from the ones being monitored), other than those
50 necessary to read the alerts produced.

To demonstrate the feasibility of this architecture and to
learn more about its needs and capabilities, we described a
specific implementation in the OpenBSD operating system.
0 In its original form, this implementation detects 130 specific

Original Final attacks, and through the experience acquired with those, 20
generic detectors were implemented that have the capability
Figure 7:Total number of attacks that would have been dgf getecting previously unknown attacks, as demonstrated by
tected by the original detectors, and by the detegwe detection experiments performed.
tors after the changes. The results of our experiments are very encouraging. Our
specific embedded detectors achieve a 100% detection rate
for the attacks they were designed to detect. The detectors

results at the beginning and at the end. This is, if all th@ve reasonable impact on the performance of the host and
80 attacks had been applied to the original detectors, hd(§ implemented with little modifications, as shown by our
many would have been detected? By comparing this whfde-size statistics. The detectors have been the simplest in
the number of attacks detected at the end of the test (aff§ cases where the program already checks for the attack.
all the changes were made), we can observe the impact t#Hyp has been mostly the case for vulnerabilities that depend
the changes had in the detection capabilities. Figure 7 sh@Rdmplementation flaws, such as the Land and Teardrop at-
these numbers graphically. We can see that even without g}g}(s.
modifications, the original ESP detectors would have beerEmbedded detectors have the following specific advan-
able to detect 35% of the new attacks (41% if we count tfges over other mechanisms for detecting intrusions:
ones in group DS). After making the changes, the detection .
rate went up to 63% (71% with DS). ° Thgy can use internal data of the program they are mon-
We implemented detectors for 130 out of 815 entries in 'to”.”g' which allows them to more accurately detect in-
the CVE database, corresponding to 16% of the entries, both trusions.

applicable and non-applicable. Those detectors were able to They can use the defense mechanisms that already ex-

dete_ct 38 of the tptal ?57 entries (.bOth applicable and_non— ist in the program being monitored, and combine them
applicable) examined in the detection test, corresponding to with detection

a 24% detection rate. These numbers are encouraging be-

cause we can expect that by implementing detectors for morg They can collect and provide their own state informa-

CVE entries, a larger number of generic detectors could be o 10 aid in detection.

designed and implemented, providing even larger detection

capabilities for new attacks. e They can provide detailed information about the inter-
nal state of the program when the intrusion was de-

. tected, which can be helpful for further analysis of the
10 Conclusions reports. P Y
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In this paper, we studied the characteristics of different meth They can detect both successful and unsuccessful at-

ods of data collection for intrusion detection systems, and tempts to exploit vulnerabilities. Furthermore, they can
claimed that direct data collection provides more reliable and  detect attempts to exploit vulnerabilities that no longer

timely data for use in intrusion detection. Direct data col-  exist in the program, or that never existed.

lection can be performed using external or internal sensors.

Internal sensors can provide data in the most reliable and efWe showed a group of detectors that were added to the

ficient manner, while being resistant to tampering with ti@penBSD kernel for detecting network-based attacks. Be-

sensor, or to modification of the data being produced.  cause the detectors can exist at the lowest levels of the ker-
We proposed an architecture based on using internal seel; they are able to function and produce reports even when

sors built into the code of the programs that are monitorebe system is under heavy load (possibly as a result of an

that extract information from the places in which it is gerattack). Our measurements show that the detectors have a
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reasonable impact on the CPU utilization of the host beingnce of each type in new attacks could be useful in predict-
monitored, even under heavy network load. ing the detection capabilities of embedded detectors. Such
Of course, there are issues that would the practical @emodel could also be related to the expected effect that im-
ployment of intrusion detection systems based on interpabvements to the detectors have in the detection capabilities
sensors. These include the implementation difficulty of sein-determine cost-effective policies for sensor and detector
sors, the lack of tools and mechanisms for making it simpigaintenance and upgrading.
for developers to incorporate sensors and detectors into therlingsson and Schneider [23] described the usefer-
programs, the lack of formal guidelines to indicate wheemce monitorshat are automatically generated. In our work,
sensors need to be located and how they should be impie internal sensors and embedded detectors have been indi-
mented, and the possibility of severely impacting the pefidually hand-coded. It may be possible to explore the pos-
formance and reliability of a host through deficient implesibility of automatically generating those sensors in a policy
mentation. These issues should be explored and addrestestted fashion. Another possibility would be the automatic
in future work. generation of components that could be used by developers
We believe that the use of internal sensors in general (dadnsert sensors and detectors in their programs.
embedded detectors as a special case) holds promise for th#s a design decision, during this work we avoided using
development of efficient, compact and resilient intrusion dgte embedded detectors to stop an attack once its detected.
tection systems. However, this is a clear application for embedded detectors
because of their localization and their ability to perform early
detection. Automatic reaction to intrusions has not been
11 Future work widely explored in practice because of the dangers it presents
(a false alarm can result in the interruption or modification
The work presented in this paper has explored the basic cohlegitimate activity), but embedded detectors would be an
cepts of using internal sensors for intrusion detection kjeal mechanism for implementing it. The feasibility of this
showing their feasibility. However, there is a considerablask has been shown in the implementation of the pH sys-
amount of work that needs to be done to further study ategn [69], which uses internal sensors to perform both detec-
characterize their properties. tion and reaction to attacks.
Our work has focused on the use of internal sensors inwe have explored the feasibility of extracting information
a single host. We consider ESP as a distributed intrusisifout the behavior of a computer system that is more com-
detection architecture because the sensors operate indeplefe and reliable than any data that had been available before
dently in multiple components, but work is needed to shaw intrusion detection systems. This availability opens multi-
the feasibility and characteristics of using internal sens@te possibilities for future exploration and research, and may
in an intrusion detection system that spans multiple hogtsad to the design and development of more efficient, reliable
Some work is already underway [28] to study the mechand effective intrusion detection systems.
nisms that could be used in such a system in a way that
prevents overloading of both communication channels and
coordination components. References
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