Searching over Encrypted Data in Cloud Systems
Florian Kerschbaum
SAP Research
Karlsruhe, Germany

florian.kerschbaum@sap.com

ABSTRACT

Categories and Subject Descriptors

Security is still a major inhibitor of cloud computing. When
companies are testing cloud applications, e.g. for storage
or databases, they use generated data for fear of data loss.
Modern encrypted databases where the cryptographic key
remains at the client provide a solution to this problem.
Recent results in cryptography, such order-preserving encryption, and database systems [3] enable the practical use
of these systems. We report on our pre-development efforts of implementing such an encrypted database in an inmemory, column store database [1]. We highlight some unsolved research challenges: such as access control, infrequent
queries and security vs. performance query optimization.
Challenges to key management in multi-user environments
remain largely unsolved [2]. We give an overview of the architecture and performance benchmarks on our prototype
which are very encouraging for practical adoption.
The talk is structured in three parts:

C.2.4 [Computer-Communication Networks]: Distributed
Systems—Distributed databases; D.4.6 [Operating Systems]:
Security and Protection—Cryptographic controls

1. We will give background on the architecture of the
cloud database. First, we present overviews of recent
developments in cryptography, e.g., order-preserving
encryption, searchable encryption, proxy re-encryption
and somewhat homomorphic encryption. Second, we
give an introduction to new in-memory, column-store
database architectures including compression techniques
such as order-preserving dictionaries and multi-core
database operators.
2. We highlight some research challenges, such as access control, infrequent queries, security vs. performance trade-offs and key management. Particularly, in
multi-user environments databases need to handle access control, as well as sophisticated key management.
Furthermore, when using adjustable (onion) encryption selection queries can modify the (security) state
of the database.
3. We report on some initial pre-development results in
our research group. We implemented a prototype and
can give some performance figures. Furthermore, we
show our progress on some of the outlined challenges.
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