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Abstract—Many web applications are security critical, since
they involve real-world monetary transactions, e.g. onlie auc-
tions or online banking. Attackers have found new attacks
to exploit vulnerabilities in these web applications. Amoigy
these attacks reflected cross-site scripting and request rigery
attacks have received much attention in the recent scientfi
literature. There are client-side and server-side solutins which
can complement each other in protecting against these cross
site attacks. Server-side solutions are currently limitedto either
cross-site request forgery attacks or cross-site scriptip attacks
which attack the integrity of the session (session theft). fAis
paper presents a lightweight and efficient solution that preents
reflected cross-site scripting and request forgery attacksising
a gateway at the server. It is so strikingly simple (yet solve
this practically pressing problem), that it should be part of best
practices for every web site operator. It ensures that inputto a
web site originated in the user’s browser and has not been fged
by an attacker by following a link. We show the correctness obur
approach using a software model checker. Our gateway protés
a web site and all of its pages against cross-site attacks amlstill
able to function normally while not being attacked. We evalate
our approach by applying it to a number of important web sites
and see the necessary architectural changes that would ne¢ad
be made.

I. INTRODUCTION

and a web sites, such that every script that executes in this
context can access every object (in the user’s browser) from
that web sites. In order for a script to enter this security
context it needs to be embedded in a web page requested from
site s. If the attacker is able to embed a script in a web page a
valid user is requesting from site he can take control of the
entire context. Such a maliciously embedded script is dalle
cross-site scripting attack, since the script actuallgiogted

from a different site.

In order to mount this attack, the attacker exploits
vulnerable web applications. Interactive web application
require user input. If this input is used by the web
application to build the response web page, it might be
exploited by the attacker. In particular, if the input is
not checked well enough by the application. Imagine the
following web application: A user requests a web page
http://ww. website. conlindex. php?nane=Ji m
and the application responds with a personalized web page:

Many web applications are security critical, since they ~ '

involve real-world monetary transactions, e.g. onlinetions
or online banking. Manipulating such transactions is aable

<htnl >
<body>
Hello, Jim
If an attacker can trick a user
into requesting the following page:

target for attackers and protecting them is in the interést ot t p: / / www. websi t e. cont i ndex. php?name=Ji m

both, the user and the web site.

<script>alert("XSS Script")</script>then the

Web developers may use JavaScript to enhance their apfisponse might look this:

cations. JavaScript is a language that can be embedded

90 m >

an HTML page and is interpreted by the user’s browser. Th9<body>

execution of the scripts in a page is sandboxed by the browser .| |
such that all accesses and references are monitored. Tibg pol :

governing the script’s execution is tisame-origin policythat

Jim
<script>alert("XSS Script")</script>

loosely speaking states that a script is only allowed to sgce

objects that originated from the same site. Objects incluele

This script originating in the input part of the URL of the

pages (in the JavaScript document object model), cookies, dequest would be executing in the attacked user’s security
similar. A script that can access these objects has untimiteontext with web sitewebsite.com. The consequences can
control over them, e.g. a script may rewrite a web page or re@@ severe, e.g.

and send cookies to a different host. An attacker can abuse Cookie (and session) theft

these abilities, e.g. to rewrite a money transfer to his asto

« Browser hijacking, including but not limited to

or forward a cookie that authenticates the user to him. A site « User monitoring and data theft
as used in the same-origin policy, refers to a DNS domain, e.ge Request forgery and fake transactions
website.com, and all objects from that domain are considerefluch an attack is called a reflected cross-site scripting at-

to be from the same origin.

tack [1], since the input is reflected by the users’ browser.

In respect to the same-origin policy the term security cantelt is important to note, that the user does not see or interact
is often used. A security context is established betweerea uwith the input that is sent on his behalf, i.e. he has no chance



of checking it before it is sent to the web site. He simplattack. The attacker will not be able to send input on behalf
follows a link that is presented to him. of the user. It is more important to capture the method of
The complexity of the script is not limited attack and notits consequences, such that our gateway dbes n
by the input Ilength, because the attacker carevent scripts from different sources, but prevents tteckér
load the scripts code from a different pagefrom using a malicious link to embed such a script. In the end,
http://ww. website. conli ndex. php?name=Ji m  preventing either the effect or the method prevents crites-s
<script src="http://attacker.net/xss.js"> attacks, as they are currently executed, but the two differe
will result in our example application in the followingviews on the problem lead to two different solutions. The
response main contribution of the paper is to present and evaluate thi
strikingly simple idea that could become part of best pcasti

<2Lmd>> for web sites, yet eliminates the problem as other much more
Hgl I}/o Jim complex research solutions, e.g. [6], [7] (combined).

The remainder of the paper is organized as follows: Sec-
tion Il formalizes and defines the problem; section 11l gk
the concepts of our solution with details of the algorithnd an
The web site that hosts the malicious link and the sourceeof tAroves it correct under given security assumptions. Sedto
script code do not need to coincide. Further details on how déscribes our formal model and verification of the system
mount a cross-site scripting attacks are left out, but tmeept in Alloy [4], [S]. We evaluate our solution by applying
of a script embedded into the inaccessible input part ofla liff to a number of important web applications (section VI)
builds the basis of a successful reflected cross-site Bagiptand compare our solution to existing solutions in section V.
attack. Section VIl presents our conclusions.

Figure 1 shows an overview of the interactions. The attacker 1
might present the malicious link to the user not only via a L
web page, but also an e-mail or other forms of electronfe Problem Description
communication. A reflected cross-site scripting attack or cross-site rsgjue

forgery attack occurs when a user follows a malicious link.
Attacker’s Site Attacked Site This link has been tainted with some input that exploits a
vulnerability on the target web site, such that a script can
execute in the security context of the user’'s browser and the
Link with XSS Input target web site.

<script src="http://attacker.net/xss.js">

. DEFINITIONS

Definition 1. Reflected Cross-Site Scripting or Cross-Site
Scripting Request Forgery attacks can occur when a user
User Response with| x5 A requests a page fro_m a target web si;té)y.following a link

€——mm e oo from another web site’ (s # s’) that contains some input.

A 4

It is important to highlight that this definition capturesth
method of cross-site attacks and not their impact. We believ
Fig. 1. Interactions during a cross-site scripting attack that this is the right way of looking at the problem, sinceei |
us to the simple solution presented in this paper. This solut
compares favorably in our opinion to existing solutions and
The same interactions are followed by a cross-site requéstrefore we argue that this definition correctly captutes t
forgery attack. In a such an attack, the attacker exploigs throblem.
existence of a session. A session is a time-limited autatoa The impact of cross-site attacks can be achieved in other
for a user to perform certain actions. The difference to ©rosways, e.g. stored cross-site scripting attacks [1] or a €opy
site scripting attacks is the goal of the request forgergcatt paste operation of attacker provided input. A stored cross-
While a cross-site scripting attack attempts to introduce site scripting attack occurs when a user requests a page that
script into the security context, the request itself suffiter a has been tainted with the input of some other user, i.e. the
request forgery attack, since the request might initiatergefd other user’s input has been stored on the server. Such attack
transaction. The gateway presented in this paper is debigman only occur in web applications that allow this kind of
to prevent both reflective cross-site scripting and crdass-sinformation flow. We do not claim to protect against stored
request forgery attacks. Throughout this paper the terrsserocross-site scripting attacks and copy-paste of attackesighed
site attack refers to either reflective cross-site scriptor input is currently not being exploited. Our solution does no
cross-site request forgery attacks. force an architecture of copy-paste operation for legalirgs
The main idea is to enforce that the input to the webur examples in the evaluation sectionVI show. Furthermore
application originates from the user’s browser. This pnese forcing the user to copy and paste cross-site scriptingtinpu
both attacks just described by preventing the first step ©f thlearly raises the bar for an attack. First, the attackencain



hide the input anymore, as he can do with malicious linksan be applications, servlets or scripts) only via an acpais
Second, the user should be cautious what he copies and pastes an entry page, i.e. each visit must originate at an entry
input into sensitive fields, e.g. an auction or banking amioumpage (therefore the name) and can then proceed to regular
In combination, the user should at least carefully consideat pages. This way we enforce that all input of regular pages
he copies into a field. originates from the user’'s browser and not some malicious
B. Building Blocks link trying a cross-site attack. Navigating in regular psge

) _ e.g. using the browser’s back button is still feasible.
We use two techniques of web browsers: cookies and referer

strings. A cookie is a small piece of data the web brows
sends to the web site with every request of the user that ¢ - =« WebSites  NepStel .~ RS
be modified by the web site. Cookies are stored on the use  ,” \/ \,< .
computer and are associated with the web site (same orii  /
policy), i.e. a web site only receives the cookies assodiat 1
with it. A web site may be associated with more than or
cookie. .
We use cookies to authenticate users, i.e. the user opgra
the browser.

Forbidden and Potentially \\

Malicious Link \

Definition 2. An authentication cookie is a cookie that wel e it
site s accepts as a proof of the user’s identity. J i
Such a cookie can be issued by the web site after the u | D Regular Page
completed an authentication protocol, e.g. password che \ /
One way to construct an authentication cookie would be S _/\vlv\ebsneZ W eyeee

use a message authentication code with the user name

a secret key known only to the web site. Then the cookie

cannot be forged without knowledge of the secret key and Fig. 2. Web site with entry and regular pages
when presented it is tied to the user’s identity.

Authentication cookies are only one way of authenticating Natural candidates for entry pages are login pages, home
users to web applications. Others include session URLs,HThages or portal fronts. Bookmarks can be set only to entry
authentication and client-side SSL. Our solution extendslt pages. So a careful selection of these and adaptation to
of them, but we focused on authentication cookies, sincg thge application is necessary. We discuss details for certai
are used in many real-world applications and portals and 4@plications in section VI. Figure 2 depicts the entry and
simplify analysis. regular pages concept.

Another tool used, is the referer string. The referer stiing
an optional HTTP header field in the request and it contaifis Algorithm
the URL of the web page referring to the requested page.This section describes the algorithm of a gateway protgctin
The authors of [7] discourage the use of the referer due dosite s. Furthermore, we prove that this algorithm prevents
a recommendation in [2] and its optional character. If theross-site attacks with targetunder explicitly stated security
necessary precautions are taken by web browser developggsumptions.
we believe that the referer string provides a great tool andAssume each protected sitehas a gateways that
it can be assumed that a web site developer can request thg) for each access to an entry page, strips all input in the
user to enable it in its web browser. That is, we assume that  form of query URLs or POST request data, and
a referer string is present in the request or the requestwill 2) for each access to a regular page, verifies that
denied or redirected to a page advising the user to enable it. a) a cookie has been set that authenticates a user

I.t C.O.U|d be mterestlng for web browsc—_:‘r developers to_al_low b) the referer string of the request originates from site
limiting the disclosure of the referer string by the sameiori s

licy.
policy Otherwise, the request will be redirected to a default
Definition 3. The referer string is the URL of the web page entry page (and processed as before).

linking to the web page requested which is sent along with thean example set of HTTP headers for a reflected cross-site

request. scripting attack and its response are shown below:
Il. SOLUTION GET /regul ar _page. php?name=<scri pt >
The web site will be divided into two types of pages: al ert (922xss%22) <¥%2Fscript> HITP/ 1.1

entry pages and regular pages. Entry pages do not accept ldogt : www. websi t e. com
input, i.e. all provided input is either filtered by a gateway Referer: http://ww. attacker. net/
discarded. The idea is to allow access to regular pages lwhic mal i cous_|ink. htm



Cooki e: aut h=user nane: was made by the user’'s browser, then it contains the correct
9100ada74e758c76d0cch2595747¢c910 referer string (from assumption 2). If the referer stringram
site s, then it cannot be a cross-site attack, since the input
HTTP/ 1.1 302 Found originated from the same site. [ ]
Location: http://ww. website.com

default_entry. htn IV. FORMAL VERIFICATION

) _ o We verified the security of our algorithm and liveness of

In this example a user followed a page with a malicioug,e system using a software model checker: Alloy [4], [5].
link requesting a sensitive regular page on the web site Wi,Lmoy is an object-oriented modeling language and finitetest
input supplied by the attacker. The gateway would detedt thgnalyzer based on first-order logic. Given a system desgamipt
as would be necessary for a regular page, the referer striagogical formula) the Alloy analyzer tries to find a modeh (a

does not originate at the web site and redirect the requesfigtance of the system) that satisfies or disproves the flarmu
the default entry page, although the cookie which has begRhough Alloy is limited to finite states, we believe thatedu

automatically sent by the web browser correctly autheté&a g the hounded nature of our system, the results generalize.

the user. . ~ We aimed at ensuring that all aspects of the problem could
For our algorithm to be secure we place the followinge captured. Hence, we not only proved the algorithm under
assumptions on our mechanisms: the assumptions, but also proved that the model is powerful

Assumption 1. A user's authentication cookie cannot beenough to capture cross-site attacks. Our model ensures thr

forged or obtained outside of the security context betwhen f09ic formulas or statements:

user’s browser and the web site. 1) Cross-site attacks are possible, i.e. the model is poiverf
enough.

) Cross-site attacks are not possible on protected web
sites, i.e. our algorithm prevents cross-site attacks.

) Protected web sites can take input, i.e. our algorithm
allows for regular web applications.

We model our system with 3 base objects: browsers, (web)
since they protect the cookie against scripts executingiaeit s@es, and (we_b ) page requests. A web site is an abstraattobje
rwnh no association. Safe web sites are web sites protegted b

that security context. Nevertheles_s scripts are not thy Oa'g';ateway as described in section Ill-A. Although a gateway
means of acquiring such a cookie, as other malware, suc

. . 15 deployed at the web site in a network we model it as a
as browser helper objects or Trojan horses, are not bound Yiricti
- . ' . [ triction on the requests allowed.
the same origin policy and can access the files directly at t €A web browser object is an abstraction of a real browser
operating system layer. These forms of attack are excluged\R/ |

’ ) . ‘e assume it is tied to one user, i.e. there is no explicit hhode
the above assumption, but they also require a higher degreé P

. , : a user. A web browser is composed of a set of web pages
of compromise to the user's computer than cross-site attac . .
) ) . and cookies where the web pages are the display to the user.
which can occur during regular browsing.

Whether they are displayed concurrently or sequentialhyois
Assumption 2. In a safe browser (which we assume is used bigpnportant and not modeled. In general, we do not model time.
all our users) one cannot forge the referer string of a requednstead, the final state is modeled as a history (similar ¢o th

Thi tion i f impl tati f thistory list in a web browser) and if an attack was successful
is assumption is one of secure implementation o is contained in the history.

. |

b;owser anddmo?t prO\ivser dte\{_elopgrl;s _suchnb_ett(:( the goailevertheless one transition needs to be modeled: From safe
0 gecure anl tsiﬁ Imp emer:_a '0n5 i V|ous|y rlnls at ES10Cate to the state where a successful attack has occurred. If
and may vio:ale this assumptions, but a reguiarly pa Ch!“’d' %nly the final state is modeled, then the initial state cowldeh
to-date version of a common web browser should fulfill th'glready contained a successful attack. We therefore divtite
assumption. web pages of the browser (its history) into two sets: anahiti
Theorem 1. Gateway G prevents cross-site attacks on aand a subsequent set. Later the assumption is made that the
protected web site. initial state is free from successful attacks. The analgheivs
N that starting from this safe state, a state with a succeatthgk
Proof: If the cross-site link is to an entry page, the?n the history cannot be reached

ggte\{vay_will allow no input and the attack fails. If thg CMOSS |11 a web browser cookies are abstracted as a reference to a
site link is to a regular page, the request must contain web site. The contents of the cookie are not modeled, but, in

Security against forgery can be achieved with a message,
authentication code as outlined above as long as the server’
key is kept secret. Note that such cookies are transferalole a
therefore need to be protected at their storage place (ysual
along with the user's web browser). Therefore the same-
origin policy and its security context are of utmost impade,

« an authentication cookie the safe state, we assume that the attacker does not have any
« a referer string from site cookies. This assumes as before that cookies are not fdegeab
Otherwise, the input is discarded and the attack fails. and have not been compromised already.

If the request has the authentication cookie, it was madeWe combine web pages and requests into one logical object,
from the user’'s browser (from assumption 1). If the requesince web pages are the result of a request. These objects



have a source site, some optional input and an optional linkSome languages, e.g. PERL [11], offer language support for
to another page. For simplicity we assume that each pagdentifying necessary filtering. An input variable is “ted”
contains at most one link, since the user can follow at masttil it has been checked and the compiler can identify if
one link on a page. A real web page can be seen as a setaiited variables are being processed. A filtering layeratam
model objects. The link consists of a destination site andb& built beneath the language that provides protectionowrith
reference to another page. The file and directory names oWvab application developer interaction [9]. Our gatewayads n
web page are not modeled, since we place no restrictions supposed to replace input filtering, but rather augmentst, i
it. For input we only model its source (and not its content)nput filtering is an important software engineering preeti
Input can either originate from the link’s source or the padaut due to its difficult nature our solution can provide an
itself, i.e. the user enters it into the browser. additional layer of protection in case of flaws in the filtgrin
The restrictions placed on the initial state are that no paglgorithm. This is particularly important, since exploits
initially open in any browser has any input and that as statéitlering algorithms may spread very fast, e.g. using worms
before an attacker has no cookies. (malicious programs self-replicating in the network), and
The transition between web page requests is defined filering algorithms are often shared via libraries. Lilear
function cl i ck which models a user's click on a link inexpose a vulnerability to many web sites and all application
the web browser. A transition occurs in a web browser frosre dependent on the library developers to update their.code
a source page to a destination page. The restrictions on th

" Several solutions for cross-site attacks have been prdpose
transition are

o ] in the scientific literature [3], [6], [7], [8], [10]. Noxes8]

« the source page is in the browser’s history. proposes a client-side proxy that filters cross-site sagpt

« the destination page (and web site) are the target of soutggycks by disallowing requests that do not belong to the web
page’s link. _ site. This allows it to prevent most stored cross-site siogp

« the destination may take input from the source page gfiacks. It does not prevent cross-site request forgeaghat

the browser. o o ~ or cross-site scripts that do not make requests outside ¢e w
» the destination page is in the browser’s history (withoWite e g. ones that create a forged request to trigger @ioasi
the start pages). transaction. Nevertheless it provides a good complemenitto

« if the destination page is from a protected web site, thgyer-side solution and can protect the user in case the web
referer and cookies are checked. site has not been protected.

From regular (unsafe) web browsers referer strings are noﬁ

checked, since they are forgeable and therefore not reliabrle Srggilaegailés[slﬁézszgé "flf (':th(cejgtt:(;?: rg;fgxé.g;agfﬂggfs
The transition restrictions are enforced on the historyhaf t qu P i ' lou

web browser, such that any non-initial page must be ger‘braggaracters, then these are disabled. This client-sideyprax

by the functionc! i ck. rotect only against reflected cross-site scripting ataekd

This completes the model and we can check its propertigg.etrefore (iloes not.t complemtefnt our gtzt:\te\l/(vay v;ell. It_ does
Cross-site attacks provide input to a web page that origihalno prevent cross-site request forgery attacks and 1

at another site. The analyzer shows successful attacks SGhVers response.

unprotected sites and does not find a counterexample foMogt et. al. [10] use dynamic data tainting to prevent irgelct

protected sites. We check the functionality of protected wescripts to leak data to the attacker. They implemented an

site by verifying that it can receive some input. extension to popular Firefox web browser that tracks data
Our model is checked with two browsers which allowhis way. It does not prevent cross-site scripting attacksf

for the mix of safe and regular browsers which allow foforging transactions or cross-site request forgery astablat

referer forgery, but have no cookies, two web sites, whieh anicely complements our gateway, since it provides pratecti

necessary for a successful attack and eight web pages. @bainst some effects of stored cross-site scripting atack

choice of eight web pages is somewhat arbitrary, but from j,an6yic et. al. [7] describe a server-side solution fe- pr

the restricted number of relations it is not clear how a Iarg@enting cross-site request forgery attacks. It does notepre
number may result in a possible attack. The complete AllQy,ss site scripting attacks, but it does not rely on theresf
model is listed in appendix A. string and instead rewrites requests and responses bygaddin

V. RELATED WORK a token to the URL.

The widely accepted countermeasure to cross-site sajiptin SessionSafe [6] presents a server-side solution to session
attacks, reflected and stored, is input checking. If thetiipu theft via (reflected and stored) cross-site scripting &#ac
appropriately filtered no scripting code should be able tereni.e. this solution does not prevent cross-site scriptirigcis
the output (web page). The fact that the practice of filteringer se, but rather prevents successful attacks from sgealin
is not trivial is supported by the numerous flaws in wethe session. Other attacks via cross-site scripts, e.gests
applications that have been reported. Filtering also prsveto create malicious transactions are still possible, eyy. b
other web application or general application vulneraksit modifying the input. Also cross-site request forgery dttac
e.g. SQL injection attacks or buffer overflows. are still possible.



V1. EVALUATION

Authentication

A. Performance Discussion

No server-side solution [6], [7] presents absolute perfor-
mance figures, such that we could compare them to an imple-
mentation of ours. We will discuss the performance advagag

Transaction

Steps
in qualitative terms and argue why we believe our solution is Hv;’i;‘;iz’g%e Main Menu "
more efficient.
Two types of costs can be distinguished in deploying a
server-side protection mechanism. First, the cost ofrgetip Menu ltems
the system and, second, the cost for every request. . » Redirection

Jovanovic et. al. [7] implemented their solution as a PHP
wrapper and proxy and it requires no further changes to the
environment. Although their method can be extended to other
languages, such a language constraint can be quite hamgperin Fig. 3. Online Banking
for real-world web applications or portals. Every request i
intercepted by the proxy. During the request only the header
needs to be processed and a hash table look up is performed, Search Results
but during the response the entire body needs to be parsed
and URLs rewritten. Although the authors report no notiteab
difference in the web application, no measurements have bee
taken.

SessionSafe [6] poses high costs on the environment: Sev- ﬁ ..... i
eral (web) servers need to be deployed and DNS entries \\ " _~“\ / T gl m
maintained. There is a mapping between web requests and Bid  Bid

. . . " . Entry Verification
the DNS entries making replication and load balancing more
difficult. Furthermore, response rewriting needs to precest
only URLs, but also JavaScript and the HTML structure of the
web page. Additional JavaScript code executes in the user’s coones T
web browser potentially delaying display.

On the other hand, our gateway can be deployed in front
of any web application written in any language and even load
balanced ones. The gateway only needs to be able to verify the
cookie which could e.g. be done by making the cookie of the
following format: username| M AC (username, key). If the  2) Auctions: The auction web application is modeled after
gateway has the key, it can verify the cookie (and the useggw. ebay. com but focuses only on some main aspects and
identity) with one message authentication code computati¢loes not cover the entire application. Our auction apytioat
Furthermore, no output rewriting is necessary. The output provides browsing, searching and bidding. There are some
the web application is just forwarded. It is anticipatedtth@hanges that would need to be made to the application
particularly the lack of response rewriting significangluces compared to the existing one from what we can infer by

IIl Page with Input

Home Page Authentication

Fig. 4. Online Auctions

the delay for every request. analysis. First, item pages need to be pages without input,
L such that they can be bookmarked, searched by external
B. Applications search engines and forwarded to others. We cannot asses the

1) Online Banking:We modeled the example online bankimpact of this change, but the web pages do not need to be
ing application after the author’s online banking applmat static, but can include variable parts, such as the highdst b
although without access to the source code. The homepdde search page is a regular page and cannot be accessed
offers a form for logging into the online banking applicatio without visiting an entry page, e.g. the home page, firsteNot
i.e. the homepage is the only entry page and the clighiat in figure 4 we simplified the link structure. The search
does not need to present a cookie to access it. Then aftage also can be accessed without authenticating first and
successfully verifying the supplied username and passwdherefore would not need to check the cookie or a special
credentials the application redirects the user to the ma&nun “non-authenticated cookie” can be set by all entry pagehgif
which offers a selection of options. Some of these, e.g. moneser is not authenticated yet. Bids are entered into a dpecia
transfers or stock market orders, take input and then displapage accessible only after authentication. The autheiaita
confirmation page. Some include more than one step, but fiege is preceded by a login page, that is only displayed if
main structure remains. One can always return to the madhe user is not yet authenticated. Otherwise, she is radiec
menu. The application structure is displayed in figure 3. to the bid entry page automatically. After bid verification



one is redirected to the item page again. To be able to Authentication Mail Send
identify the item all pages involved in the bidding process

need to take the item identification as input. Evaluating the
auction application the item pages present a major ar¢hitac
change. The complicated authentication for different page
present a challenge that can be met by the gateway, if regular Home Page

9 A . with Login Mail Search
pages can be configured to not need authentication or ble¢ter t
“non-authenticated cookie”. A particular problem remadi
which renders our solution insufficient for auction pagebha Mail Read
of stored cross-site scripting attacks. One can enter roafic
input as a bid that may be displayed at another user’s page. Fig. 6. Web Malil

In summary, our gateway can provide only limited protection
at a potentially high cost for auction applications.

legal input for e-mails, such that sophisticated filteringda
parsing of the HTML is necessary. Our gateway presents a
good complement to this advanced filtering that can protect
mail sending and searching.

Search Results

Shopping Address
Cart Credit Card
Search Result

Login Confirmation

Home Page with
Input Form

Home Page

Browse Items Fig. 7. Search Engine
Categories

5) Search Engines:Search application do not present a
Fig. 5. Online Retailer threat by themselves, but are nevertheless importanttsarge
since they are very often start pages for users to browse
3) Online Retail: The retail web application is modeledthe Internet. So being able to place a malicious script via
after ww. amazon. com and its figure (fig. 5) very much a search engine and then control the users’ web browser is
resembles online auctions. However, our gateway is mughviable attack strategy. The example search web applicatio
better suited for online retailing than online auctions.eThis modeled aftemww. googl e. com It does not allow to
search page (and shopping cart) present the same authdrtbkmark searches or directly link to queries any longer, so
cation challenge, since they do not need to be authenticatiéds more restrictive than the model search engine. This can
but again the “non-authenticated cookie” is the best optiobe a problem considering applications, such as queries from
We assumed that the contents of the shopping cart are kejthin the users’ browser by toolbars or similar. A directKi
in a different page. Fortunately the items’ pages are ajreath the search result page is necessary. Furthermore search
pages without input in the case of online retailing and thereengine usually do not authenticate users, but rather aperat
no associated cost of converting them. The checkout proeedwithout user authentication. Therefore the cookie setting
proceeds similarly to bidding, it only includes more paged a verification mechanism in our gateway should be disabled
steps in the procedure. The one-click shopping option waempletely. Nevertheless protection would hold, sincerghe
not investigated due to its rather complicated implemésrat is no threat to the user’s identity. Since search enginealiysu
Summarizing, our gateway is well suited for online retajlin only have one input form, it might be worth protecting it
4) Webmail: Our simplified web mail application is basedwithout our gateway just by strong filtering.
on www. gmai | . com It offers mail sending, reading and 6) SAP Portal: Finally, the application that triggered the
searching. The web application structure strongly resembbevelopment of the gateway. A simplified version of the SAP
online banking with an initial login page. This method oportal is depicted in figure 8. No access is possible without
authentication is well suited for our gateway. A particulgpassing through the portal front and authenticating, algmo
challenge for web mail is to display e-mails with HTMLauthentication can be done and is often done using cli€let-si
content. This content may not, at least immediately, execl8SL certificates. Once the portal front has been passedaif ot
scripts in the user’'s web browser, since they may be makcioiregular) pages can be accessed and browsed. The user always
E-mails may originate outside of the web application ancheveemains authenticated. Input is only required by some eggul
outside of web browser, such that stored cross-site segptipages. Our gateway is a perfect fit for such portal applioatio
attacks are possible. Furthermore, as stated before HTMLaisd prevents all cross-site attacks at almost no cost.



the user's browser. By allowing input only to a limited set
of pages, which cannot be the first pages of a visit (thereby
preventing malicious links with input to the web site), @os
site attacks are prevented.

Authentication

- " Besides describing the details of the algorithm, another
bortal Frort  Main Meno contribution of the paper is a thorough analysis of the smrut
and the system as a whole. We have given a security proof to
highlight the assumptions made and modeled the system using
a software model checker. We have shown that our solution
Fig. 8. SAP Portal prevents cross-site attacks to a protected web site, byisgow

that

C. Limitations

technique, some of which have already been mention

This section summarizes the limitations of our propos
§
throughout the paper.

cross-site attacks are possible in our model.
cross-site attacks are not possible on protected sites in
our model.

rthermore, we verified that our system is live, i.e. web
plications on protected web sites can function normally.
We have shown how to deploy our solution in front of

First, the browser must send a trustworthy referer Str”_@everal web applications. It is well suited for a large humbe

Unfortunately not all browser are configured to send thegtri

of them and we believe it should be part of best practices for
lguch web applications. Most importantly, it does not impact

be directed to a separate page and be instructed to config(w;ethe usability of the web sites.

his browser correctly. We strongly encourage the browser
developers to consider the option of extending the sanwgrori
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to send arbitrary referer strings from a browser.

Second, bookmarks can only refer to entry pages. This
limitation strongly relates to the application section ghd [1]
general architecture of the web site. Dynamically built gmg

) 2]
that take input and are on-the-fly generated from the dambag
cannot be entry pages. Static pages which take no input can
be entry pages and therefore be bookmarked. Therefore tH&
limitation is only a major one in case of dynamic web page
architectures.

Third, multi-site scenarios where multiple web sites (do{4]
mains) collaborate, e.g. e-commerce and credit card psece
ing, lead to an increase in the number of allowed referers. Th
multi-site web application should be configured like a singl (6]
domain web application, but obviously this requires a minor
configuration overhead. [71

VII. CONCLUSIONS -
We presented a gateway that prevents cross-site attacks,

i.e. both reflected cross-site scripting and cross-sitelgsty ]
forgery attacks. It is efficient and effective. It can be dypld
in front of every web application and only needs to process th
request entirely protecting the web site against the mettiod(1°]
cross-site attacks. No response rewriting is done andftirere
we believe that our solution is more scalable than other
proposed solutions. We believe that our solution is the firéf!]
that prevents cross-site attacks and has the potentiatédr r
world deployment given its performance characteristics.

Our gateway uses three techniques: web page classification,
referer string and cookies. Given a referer string and aieook
we can assure that the input of a web page originated in
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APPENDIX p2.input = p2 ||
no p2.input

p2 in b.pages

p2.source in safe site => {

nmodul e xss

/!l --- Basic (bject

aste pects /1l check referer
/!l web sites b in safe_browser
sig site { => { sone p2.input

=> pl.source = p2.source }
/1 check cookie

/1 web sites protected by our gateway some ¢ @ site | c in b.cookies &

sig safe_site extends site { ) C = p2.source
}
}
/1 b t
Sigmﬁagga?e reques /] ensure state transitions
source : site, fact { _
input : |one page, all pl: page | { _ o
dest - lone site, ||some b : browser | plinb.initia
i nk . lone page
} | Pag some b : browser, p2 : page
click(b, p2, pl)
/] browser }
sig browser ({ }
initial : set page, .
pages : set page, /1 --- Assertations
cookies : set site .
cross-site attac
} /1 t ttack

assert xss {

/1 honest user’s browser no p : page, b : browser

sig safe_browser extends browser { | pin b.pages
} && some p.input.source
&& p.source !'= p.input.source

/1l --- Safe Start State Assunption }
// no input to start with Il no cross-site attack to
fact { /] a protected site

all p: page, b : browser | { assert noxss { _
pinb.initial => no p.input no p : page, b : browser

} | p in b.pages
} && some p.input.source
&& p.source !'= p.input.source

/1 no cookies already | ost && p.source in safe_site

fact { }
all b : browser {

b in browser - safe_browser /1 regular use

=> no b. cooki es assert script {
} no p : page, b : browser
} | p in b.pages
&& p.source in safe_site
Il --- Transitions && some p.input

}

/1 lick
user ¢ 1 e /'l check 'em

pred click (b : browser, .
pl : page, check xss for 2 site, 8 page, 2 browser
p2 : page) { expect 1 _
pl in (b.pages + b.initial) check noxss for 2 site, 8 page, 2 browser
p2.source = pl.dest expect 0 .
p2 = pl.link check script for 2 site, 8 page, 2 browser

p2.input = pl || expect 1



